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Abstract—Most cybersecurity frameworks are based on three major
components such as confidentiality, integrity, and availability. All these compo-
nents have their parameters that are used to secure network nodes. But finding
the most cyber secure node in a network needs a measurement method. The aim
of the paper is to offer a model that can be used to find the most secure net-
work nodes considering these cybersecurity components and their parameters.
This is achieved by modelling numeric values of respective weights for param-
eters of confidentiality, integrity, and availability. The model is applied to a
simulated environment where random values standing for cybersecurity parame-
ters are given to 30 wireless network nodes that are used as an example. Then the
weighted values are processed with Python programming language by giving the
most secure nodes according to needed cybersecurity components. This model
can be used to recommend the right network node that can be used to deploy
services securely while avoiding potential vulnerabilities and cyber-attacks.

Keywords—cybersecurity parameters, service placement, security
measurements, clustering

1 Introduction

Nowadays, cybersecurity has become one of the most concerns regarding informa-
tion systems. The challenge of having a secure node within a wireless communica-
tion network, where a service would take place in a secure manner, requires updated
treatment according to technological developments and modern threads. Accordingly,
researchers are contributing with their studies to mitigate the issue of cybersecurity
vulnerabilities by proposing different technology utilizations like the blockchain [1]
or enhancing different algorithms of machine learning and deep learning methods
ensuring all data remain secure and solve the cybersecurity problems [2, 3].

In addition, except rapid and reliable way of developing cybersecurity teaching
and learning courses [4], there are several frameworks which defines and treat the
cybersecurity like the Information Systems Audit and Control Association (ISACA),
the National Institute of Standards and Technology (NIST), and the International Orga-
nization for Standardization (ISO) and the International Electrotechnical Commission
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(ISO/IEC) 27001 standard series, commonly through the CIA triad components [5, 6, 7].
The CIA triad consists of three components which include confidentiality, integrity, and
availability. These components and their respective parameters are the fundamentals
of cybersecurity. Because values of such cybersecurity parameters are not numerical
values, it is difficult to measure them, so they need to be more deeply analyzed to find
specific values which present the weight of CIA triad components. This gives the crucial
possibility of placing a network service to a secure network node according to cyberse-
curity requirements. By being based on a cybersecurity comprehensive study, it is shown
that the CIA triad is the sufficient framework about cybersecurity at wireless networks,
since it is proved that all other cybersecurity attributes used by the authors belong
to the components of CIA triad such as confidentiality, integrity, and availability [8].
Furthermore, an interesting and motivated approach on service placement is that of
using the state of the underlying community networks to optimize service deployment
where a new placement heuristic based on bandwidth and availability is used to deploy
the service [9].

Since there is commonly to find performance measurement models about network
nodes or different technology utilizations, the aim of this paper is to offer a distinc-
tive model which provides the weight of parameters used in CIA triad components
that would make possible finding the network node which fulfils the cybersecurity
requirements for service placement. To fulfil this task, firstly in the next section, the
respective parameters of confidentiality, integrity and availability are defined. Section 3
deals with proposed model, where the used method of making the defined parameters
numerically weighable is shown. This allows the possibility of applying selective tech-
niques for specific network nodes presented at Section 4 as an example of application of
the proposed model, while Section 5 summarizes the findings and concludes the paper.

2 Parameters of confidentiality, integrity and availability

According to NIST, the CIA triad stands for three pillars of information secu-
rity. These pillars, as mentioned earlier, include confidentiality, integrity, and avail-
ability. This statement is followed by other institutions such as the European Union
Agency for Cybersecurity (ENISA) as well [10]. It is also used as a baseline guide
by many cybersecurity providers such as SecurityScorecard, Fortinet, F5, Kobalt and
many others [11-13].

2.1  Confidentiality parameters

Confidentiality is keeping authorized restrictions on information access and
disclosures in place, including safeguards for personal privacy and proprietary infor-
mation [14], [15]. According to this, confidentiality is covered by the Access Con-
trol parameters which consists of mandatory, discretionary, role-based, rule-based or
attribute-based access control and, encryption which can be symmetric or asymmet-
ric consisting of respective algorithms parameters such as data encryption standards,
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triple data encryption standards, advanced encryption standards, Ron’s cypher or code,
Blowfish and Twofish, international encryption algorithm, one-time pads, Ron Rivest,
Adi Shamir and Leonard Adleman algorithm, Diffie-Hellman algorithm and Elliptic
Curve Cryptography [16].

2.2 Integrity parameters

Integrity is protecting against modification of information or destruction and
ensuring that information has authenticity and no-repudiation [14], [15]. Accord-
ing to this, the Integrity is covered by hashing algorithms parameters such as secure
and message digest algorithms, integrity primitives’ evaluation message digest, local
area network manager, new technology local area network manager and hash-based
authentication code [16].

2.3 Availability parameters

Availability ensures prompt and reliable access to and use of information [13], [14].
According to this, the Availability is covered by parameters and techniques that ensure
continuity of provided services such as distributive allocation, high availability, redun-
dancy, fault tolerance, redundant array of independent discs and disaster recovery [16].

3 Weighting the parameters of confidentiality, integrity,
and availability

To weight the parameters of confidentiality, integrity and availability defined in the
earlier section, we have built table models by processing data through the Excel formu-
las that are shown at following. The calculation of weight for the selected parameters is
done according to basic equitation (1)

"=y 0

where:

* w_ — stands for the weight of specific parameters which can have the maximum
value of one

® N_—isthe ranked number of the specific parameter which is sorted incrementally by
one and have the values up to the number of taken parameters.

e N —is the total number of parameters

Then, the parameters of confidentiality are separated into three modelled tables.
This is done considering that there are three distinct types of parameters to provide the
Confidentiality, respectively the parameters of Access Control, Symmetric Encryption
and Asymmetric Encryption.
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Table 1 presents the Access Control (AC) parameters, where the first column shows
the acronyms explained in the fourth column. The second column presents the number
of parameters sorted incrementally by security (N, ), while the second column shows
the respective weight (w, ). It is considered that the total sum of Confidentiality’s
parameters to be between 0.00 to 1.00 so w, . is 1/3 of this sum, respectively can take
values between 0.00 to 0.33 and are distributed constantly at considered parameters.

Consequently, the applied equitation (2),

N

AC

2)

ac T

=
|
w‘ul

gives results of Table 1.

Table 1. Table of access the access control parameters

Cm?tlc'(c)fs(j& 0 N, ‘?::gcl)lt Acronyms Explained (AC)
NA 0 0.00 NA-Not applied
DAC 1 0.07 DAC-Discretionary Access Control
MAC 2 0.13 MAC-Mandatory Access control
RoBAC 3 0.20 RoBAC-Role-Based Access Control
RuBAC 4 0.27 RuBAC-Rule-Based Access Control
ABAC 5 0.33 ABAC-Attribute-based Access Control

Similarly, are generated the weighted parameters for the Symmetric Encryption (£)
shown at Table 2. By applying the equitation (3),

Nes
_ 7
Wes= 3~ )

the following results (Table 2) are obtained.

Table 2. Table of the symmetric encryption parameters

Encryption (Ey) Ny Weight (w ) Acronyms Explained (E)
NA 0 0.00 NA-Not applied
DES 1 0.05 DES-Data Encryption Standard algorithm
3DES 2 0.10 3DES-Triple-DES algorithm
AES 3 0.14 AES-Advanced Encryption Standard algorithm
RC 4 0.19 RC-Ron’s Cipher or Ron’s Code algorithm
BT 5 0.24 BT-Blowfish and Twofish algorithm
IDEA 6 0.29 IDEA-International Data Encryption Algorithm
or 7 0.33 OP-One-time Pads algorithm
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Finally, the weighted parameters for the Asymmetric Encryption (£,) are generated
at show at Table 3. By applying the equitation (4),

NEA
3
W= @

the following results shown in Table 3 are obtained.

Table 3. Table of asymmetric encryption parameters

Encryption (E ) N,, V:]::gl)lt Acronyms Explained (E )
EA
NA 0 0.00 NA-Not applied
RSA 1 0.11 RSA-Ron Rivest, Adi Shamir and Leonard Adleman algorithm
DH 2 0.22 DH-Diffie-Hellman algorithm
EEC 3 0.33 EEC-Elliptic Curve Cryptography algorithm

Same approach is followed to generate the weighted parameters for the component
of the Integrity (I). Since there is found only one type of parameters to provide integrity
as a cybersecurity component, which is the hashing technique (H), the equitation is:

w=—L (35

that gives the following results shown at Table 4.

Table 4. Table of integrity parameters

Hashing (H) | N, | Weight (w) Acronyms Explained (H)

NA 0 0.0 NA-Not applied

SHA 1 0.2 SHA-Secure Hash Algorithm

MD 2 0.3 MD-Message Digest algorithm

RIPEMD 3 0.5 RIPEMD-RACE Integrity Primitives Evaluation Message Digest
LANMAN 4 0.7 LANMAN:-Local Area Network Manager

NTLM 5 0.8 NTLM-New Technology LAN Manager

HMAC 6 1.0 HMAC-Hash-based Message Authentication Code

And lastly are generated the weighted parameters for the component of the
Auvailability (4). Since there is found only one type of parameters to provide availability
as a cybersecurity component, the equitation is:

w,=—2 (6)

and gives the following results shown at Table 5.
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Table 5. Table of the availability parameters

Availability (4) N, Weight (w ) Acronyms Explained (4)
NA 0 0.00 NA-Not applied
DA 1 0.17 DA-Distributive allocation
HA 2 0.33 HA-High availability
R 3 0.50 R-Redundancy
FT 4 0.67 FT-Fault tolerance
RAID 5 0.83 RAID-Redundant Array of Independent Disks
DR 6 1.00 DR-Disaster recovery

This weighting model of cybersecurity parameters can be used to find the distinctive
network node for service placement according to security requirements.

4 Example of application of the proposed model

The model of weighting cybersecurity parameters is applied to a simulated envi-
ronment. To achieve reliable results, the environment is considered at least 30 wireless
networks nodes. At each node, the respective weight of cybersecurity parameters is
given randomly, pre-processed according to the respective models shown at Section 3.

Table 6 shows the generated results.

Table 6. Table of CIA weighted parameters
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Node ID Confidentiality Weights Integrity Weights Availability Weights
w0 | vy 00, ) )
Node 1 0.33 0.1 0 0.17 1
Node 2 0.2 0.29 0 1 0.33
Node 3 0.27 0.29 0 0.67 0.83
Node 4 0 0.29 0 1 0.67
Node 5 0.27 0.19 0.11 0.17 0.33
Node 6 0.2 0.24 0.22 0.17 0.5
Node 7 0.13 0.19 0.33 0 0.33
Node 8 0.07 0.33 0.22 0.33 0.17
Node 9 0.07 0.1 0.11 1 0.5
Node 10 0.2 0.1 0.11 1 0.67
Node 11 0.07 0.33 0.33 0.5 0.67
Node 12 0.33 0.29 0.33 0.5 0
Node 13 0.2 0 0.22 1 0.5
Node 14 0.33 0.33 0 0.83 0.5
Node 15 0.27 0.33 0 0 0.17
Node 16 0.27 0.05 0 0.17 0.5
Node 17 0 0.19 0.33 0.17 0.33
Node 18 0 0 0.33 0.5 1
(Continued)
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Table 6. Table of CIA weighted parameters (Continued)

Node ID Confidentiality Weights Integrity Weights Availability Weights
0,0 | 0w 0v,) o) o)
Node 19 0 0.1 0 1 0.67
Node 20 0.33 0.14 0.22 0.17 1
Node 21 0.27 0.29 0 0 0.5
Node 22 0.27 0 0.11 1 0
Node 23 0.27 0 0.22 0.5 0.67
Node 24 0.13 0.14 0.11 0.17 0.17
Node 25 0.2 0.14 0.33 0.5 0.83
Node 26 0.13 0.1 0 0.83 0.17
Node 27 0.07 0.24 0 1 0.5
Node 28 0.27 0.29 0.22 0.67 1
Node 29 0 0.33 0.11 0.83 0
Node 30 0.13 0.14 0 0.83 0.17

Then, the values are processed by using the Python programming language, version
3.11.1 running on a computer with Intel Core i5 processor and 8 GB of memory RAM.
Firstly, the dataset is processed by using the clustering technique to define the
number of clusters. This is done by using the K-means Elbow method [13], while the

results are shown in Figure 1.
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Fig. 1. Determining the optimal number of clusters in used dataset
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According to Figure 1, it shows that the optimal number of clusters to be used is
three. This corresponds to the number of CIA components and is used to find further
results on the study’s aim.

Next, we have considered that if a node has the weight (w, w, w,) of parame-
ters above the value 0.9 to be selected as a secure node of that network. Accordingly,
nodes that have the highest weight values of confidentiality parameters are extracted
and shown at Table 7.

Table 7. Table of nodes by the confidentiality

Confidentiality Integrity Availability
Node ID Type of Weights Weights Weights
Cluster
) () )
Node 15 2 0.95 0.50 0.00
Node 18 0 0.93 0.00 0.17

From this extraction (Table 7) is shown that Node 15 and Node 18 have the highest
weight values and are considered the most secure nodes for placing a service if confi-
dentiality is needed. Node 15 has the highest weight and belongs to the third cluster.

Similarly, are extracted nodes to be considered for integrity. Table 8 shows the most
secure nodes that can be considered by integrity.

Table 8. Table of nodes by the integrity

Confidentiality Integrity Availability
Node ID Type of Weights Weights Weights
Cluster

W) ) )
Node 2 0 0.49 1.00 0.33
Node 10 0 0.38 1.00 0.00
Node 12 0 0.31 1.00 0.50
Node 16 0 0.53 1.00 0.50
Node 20 0 0.32 1.00 0.67
Node 27 0 0.29 1.00 0.67
Node 28 0 0.46 1.00 0.50
Node 29 0 0.59 1.00 0.67

From this (Table 8) it is shown that there are eight nodes that have the highest weight
values of integrity and are considered the most secure nodes for placing a service if
integrity is needed. Since all nodes have the same values, the node that has the highest
weight values of other components is chosen, which is the Node 29 and belongs to the
first cluster.

Then is found the node about availability. At Table 9 are shown the most secure
nodes that can be considered by availability.
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Table 9. Table of nodes by the availability

Confidentiality Integrity Availability
Node ID Type of Weights Weights Weights
Cluster

o) o) ™,
Node 1 1 0.43 0.17 1.00
Node 8 2 0.33 0.50 1.00
Node 9 1 0.69 0.17 1.00
Node 25 0 0.66 0.67 1.00

From this (Table 9) it is shown that there are four nodes that have the highest weight
values of availability and are considered the most secure nodes for placing a service if
availability is needed. Since all nodes have same values, the node that has the highest
weight values of other components is chosen, which is the Node 25 and belongs to the
first cluster.

Lastly, the most secure node of all three components is extracted and shown in Table 10.

Table 10. Table of the most secure node

Confidentiality Integrity Availability
Node ID Type of Weight Weight Weight
Cluster
o) ) o)
Node 25 0 0.66 0.67 1.00

From this (Table 10) it is shown that considering all cybersecurity parameters, the
most secure node for service placement is Node 25, which belongs to the first cluster.

5 Conclusion

The paper presents a weighting model of cybersecurity components, respectively
their parameters of confidentiality, integrity, and availability, which is a distinctive
method applied at network nodes. This is an attempt of a proposed model that can be
used to select network nodes based on their cybersecurity fulfilments if such property
is needed.

By weighting security parameters, the model gives the possibility to choose secure
nodes when a specific cybersecurity component is needed like confidentiality, integrity,
or availability. It also gives the possibility to choose the most secure node within a
clustered network if all cybersecurity components are needed. This is the reason for
proposing this model because it provides the node where a service placement can be
deployed securely, avoiding vulnerabilities and potential cyberattacks.

The model uses a certain number of parameters that are weighed based on their
well-known provided security mechanisms. This can be changeable if more or other
parameters are found to be applied for different network nodes, so this issue should be
considered. Also, values are given randomly, leading our future work on experimenting,
and applying the model with an on-premises network.
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