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Abstract—This paper addresses the needs involved in 
authentication and authorization when target engineering 
experiments are exported from the remote experimental 
server to an end-user experiment scheduler web server 
(SWS). A solution is discussed based on using a novel uni-
fied framework for engineering experiments and integrating 
MD5 encryption and decryption algorithm-based security 
management engine for a federated authentication and 
authorization uniform resource locator (URL). The estab-
lished remote engineering laboratory at Texas A&M Uni-
versity at Qatar (TAMUQ) demonstrates the efficiency of 
the proposed SWS and authentication method. 

Keywords—remote laboratory; scheduler web server; fed-
erated authentication; MD5 encryption; unified framework  

I.  INTRODUCTION 
The application of remote laboratory technology for 

enhancing engineering education has attracted much at-
tention in the last decades due to its flexible accessibility 
and resource sharing [1][2]. The increased use of remote 
laboratories for online education has made user 
management and security controlled access issues 
significant concerns. In order to achieve the goal, easy to 
manage and control user access to the remote laboratory 
for using experiments, various solutions have been 
designed and implemented. In the design and 
implementation of the scheduler and federated 
authentication, two critical challenges must be met: 1) 
how to simply and effectively implement the end-user 
time management and secure access; and 2) how to 
achieve high-performance encryption and decryption 
processes for generating the federated authentication 
uniform resource locator (URL).  

With continuing improvements in computer perfor-
mance, the technology supporting the browser-server 
architecture is becoming increasingly more stable and 
suitable for cross-platform system design. Meanwhile, a 
large number of new technologies have been developed to 
support more complex web browser-based Internet appli-
cations. Consequently, a number of Remote Laboratory 
Management Systems (RLMS) have used the browser-
server architecture technology. Examples include LiLa 
(Library of Labs) [3], JT-60U [4], WebLab-Deusto [5], 
the Networked Control System Laboratory (NCSLab) [6], 
among others. Although each of these systems are based 
on a different implementation approach, they have a simi-
lar general purpose: to manage and support shared access 
to a collection of remote laboratories. This shared system 

access is typically achieved by establishing appropriate 
access authority for users on the RLMS; after which, they 
can log in and request access to the experimental equip-
ment. Requests from users can be placed via a user man-
agement queue or through making a reservation for access 
at a predetermined time.  

 The LiLa project is borne from the alliance of eight 
European universities and three enterprises.  The goal of 
this project is the composition and dissemination of a 
European infrastructure for the mutual exchange of exper-
imental setups and simulations, specifically targeted at 
undergraduate studies in engineering and science. 
Shibboleth is used as the framework for federated authen-
tication and authorization for the LiLa portal [7]. 
Shibboleth is a web-based technology, and it implements 
the HTTP/POST, artifact, and attributes push profiles 
of Security Assertion Markup Language (SAML), 
including both Identity Provider and Service Provider 
components. The JT_60U project, another good example, 
is the flagship of Japan's magnetic fusion program, pro-
duced the federated authentication issue based on ITBL-IS 
and AEGIS. Any researcher who has successfully passed 
a screening of the Certificate Authority is allowed to 
access the remote experiment server through an encrypted 
channel. Once certified, an off-site researcher can open a 
web browser by specifying the URL of the remote 
experimental server. However, almost all of these systems 
use complex server architecture and specific channels or 
network ports to implement security control and manage 
access to the experiment. Additionally, certain numbers of 
these systems require the support of software plug-ins. To 
the best of our knowledge, being able to provide a stable 
and high-performance solution for security controls in 
remote experiments remains a critical issue. 

To solve the challenge of managing, moreover, 
controlling, end-users access the remote experiments 
through a simple, stable and high-performance solution, 
we propose a new solution based on the novel unified 
framework. This solution includes a scheduler web server 
(SWS) and a remote experiment access authentication 
engine. It has been implemented in a hands-on laboratory 
via an Internet (HLI) project at Texas A&M University at 
Qatar (TAMUQ). The goal of the HLI project is not only 
to integrate experiments and laboratories into a browser-
server architecture software infrastructure, but also to 
build a web portal within which experiments and 
laboratory are provided. This infrastructure includes an 
online learning system that guides users through 
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experiments. From the technical point of view, the 
TAMUQ remote laboratory portal is a repository of 
remote experiments on a central server, which is built on 
Apache 2.0 web server and Node.js web server based on 
Centos OS [8]. Providing users an organizational 
framework for online learning, this remote laboratory 
portal gives access to these remote experiments within an 
integrated environment, including a tutoring system for 
students. Also featured is a local scheduling and user 
management system for students, teachers, and 
researchers [9].  

To adequately exploit these learning resources, one of 
the objectives of this project is to provide well-defined 
access control to remote experiments and remote laborato-
ries. This work addresses the needs of authentication and 
authorization when reusable experiments are exported 
from an experiment provider. The project, in essence, 
becomes an experimental repository that provides access 
to resources for remote experiments to the user, especially 
when the experiment is part of a curriculum for students. 
In this paper, the TAMUQ remote laboratory portal acts 
as a platform that integrates different modules for labora-
tory and experiment operating, management, scheduling, 
authentication and authorization. Also we discuss a possi-
ble solution based on the use of the novel unified frame-
work for remote experiments and MD5 encryption and a 
decryption algorithm-based security management engine 
for a federated authentication and authorization. 

The rest of this paper is organized as follows: Technol-
ogy used in the scheduler and federated authentication is 
overviewed in Section II. In Section III, the detailed work-
ing processes of the scheduler and federated authentica-
tion is presented. In Section IV, the innovative implemen-
tation process is presented.  Concluding remarks are 
drawn in Section V. 

II. TECHNOLOGY OVERVIEW 

A. A Novel Unified Framework 
The novel unified framework is based on the Web 2.0 

technology, and it includes three parts: client web applica-
tion, server application, and experimental control applica-
tion. The client web application is based on Hyper Text 
Markup Language (HTML), Cascading Style Sheets 
(CSS), and JQuery/JQuery-Mobile JavaScript libraries 
and mashup technology is used for user interface imple-
mentation. The client web application can be run on most 
of the current browsers such as IE, Firefox, Chrome, 
Safari, and others. The server application is based on Web 
Service technology and is directly built on top of MySQL 
database, Apache web server engine and Node.js web 
server engine [10][11]. The server application uses JSON 
and Socket.IO which is developed based on web socket 
protocol to implement the real-time communication be-
tween the server application and the client-web applica-
tion [12]. The server application runs on Centos Linux 
server. The experiment control application is based on the 
LabVIEW and uses Socket.IO for real-time communica-
tion with the server application. The experiment control 
application runs on experiment control workstation which 
runs Window 7 OS. Our new unified framework for re-
mote laboratory development is based on three vital tech-
nologies, which are the Socket.IO, Node-HTTP-Proxy, 
and HTTP Live Streaming (HLS) protocol. Node-HTTP-
Proxy is used for the novel video transmission approach 

which is based on HLS protocol for real-time system 
monitoring [13], and experiment data and control com-
mands transmission and traversing firewall [14]. In addi-
tion, a mashup technology for user interface integration is 
employed in our client applications. A server-based 
mashup analyzes and reformats the data on a remote serv-
er and transmits the data to the user's browser. The archi-
tecture of our mashup scheme is divided into three layers: 

Presentation / user interaction: this is the user interface 
of Mashup. Our novel design uses HTML, CSS, 
JavaScript and Asynchronous JavaScript. 

Web Services: the system functionality can be ac-
cessed using the API (Application Programming 
Interface) services. Our novel design uses JSON-
RPC, REST, and SOAP. 

Data: the data is handled in three ways, i.e., sending, 
storing and receiving. Our novel design uses JSON 
and Socket.IO for data transmission. 

 The system architecture of the new unified 
framework is shown in Fig. 1. 

Client Application

Apache Web Server Engine Node.js Web Server Engine 

Database
Server application

Network Port 80

Node-Http-Proxy

Network 
Port 80

 Network 
Port 5001

Experiment Video

LabVIEW

Experiment Control Applicationperiment Contro

 
Figure 1.  The architecture of the novel unified framework. 

With the remote laboratory at TAMUQ, enabled by the 
novel unified framework, terminal users can conduct or 
view real-time remote experiments on any device, 
including portable devices, without firewall issues or need 
of third party plug-ins for most of Internet browsers 
except IE which the user needs to install Java runtime 
engine for real-time vedio display. 

B. Uniform Resource Locator 
A Uniform Resource Locator is a reference that speci-

fies the location on the Internet and provides a mechanism 
for retrieving the resource [15]. It has two principal com-
ponents, protocol identifier, and resource identifier. As 
shown in Fig. 2, a URL, or web address, is a specif-
ic character string that constitutes a reference to 
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a resource. In most of web browsers,  the URL of a web 
page is displayed in an address bar.

 
Figure 2.  Example of URL. 

 Although many people use the two terms interchange-
ably, a URL is a particular type of uniform resource iden-
tifier (URI). A URL implies the means to access an indi-
cated resource, which is not applicable for every URI. As 
shown in the Fig. 3, a URI is either a URL or a uniform 
resource name (URN), or both.  

 
Figure 3.  The Relationship of URL, URN, and URI. 

The protocol of a URL defines how the resource are 
obtained. Two common protocols are used for the web 
resources, and they are HTTP and HTTPS. Each protocol 
has advantages and disadvantages, for various reasons; as 
a result, many sites have evolved to permit access through 
both the HTTP and HTTPS protocols. When a web link 
contains a protocol specified item, it results in a browser 
following the link using the specified protocol regardless 
of the potential desires of the user. 

At present, URLs are most commonly used to reference 
web resources using HTTP protocol, but they are also 
used for file transmission through the File Transfer 
Protocol (FTP), database access through the Open 
Database Connectivity (ODBC) application interface, and 
many other applications. As users of the Internet are 
distributed throughout the world and are using a wide 
variety of languages and alphabets, they expect to be able 
to create URLs in their vernacular. An internationalized 
resource identifier (IRI) is a form of URL that includes 
Unicode characters. All modern browsers support IRIs. 
The parts of the URL requiring special treatment for dif-
ferent alphabets are the domain name and path. Conse-
quently, it is possible to encrypt the file path within the 
URL on the web server. 

C. MD5 Message-digest Algorithm 
The MD5 message-digest algorithm is a widely 

used cryptographic hash function producing a 128-bit (16-
byte) hash value, typically expressed in text format as a 32 
digit hexadecimal number. MD5 has been utilized in a 
wide variety of cryptographic applications, and is also 
commonly used to verify data integrity [16], [17]. 

MD5 processes a variable-length message into a fixed-
length output of 128 bits. The input message is broken up 
into chunks of 512-bit blocks (sixteen 32-bit words), and 
the message is padded so that its length is divisible by 
512. The padding works as follows: first a single bit, 1, is 
appended to the end of the message. To bring the length 
of the message up to 64 bits less than a multiple of 512, it 
is followed by as many zeros as are required. The remain-
ing bits are filled up with 64 bits representing the length 
of the original message, modulo 264. 

The main MD5 algorithm operates on a 128-bit state, 
divided into four 32-bit words, denoted A, B, C, and D. 
These are initialized to certain fixed constants. The main 
algorithm then uses each 512-bit message block in turn to 
modify the state. The processing of a message block con-
sists of four similar stages, termed rounds; each round is 
composed of 16 similar operations based on a non-linear 
function F,  modular addition, and left rotation. Fig. 4 
illustrates one operation within a round. There are four 
possible functions F; a different one is used in each round: 

F(B, C, D) = (B  C)  (¬B  D)                (1) 
G(B, C, D) = (B  D)  (C  ¬D)               (2) 
 H(B, C, D) = B C D                                    (3) 
  I(B, C, D) = C (B  ¬D)                              (4) 

,  , , ¬ denote the XOR,  AND,  
OR and NOT operations respectively. 

 
Figure 4.  MD5 operation. 

MD5 message-digest algorithm has been widely used in 
the software development to provide some assurance that 
a transferred file has arrived intact and the federated au-
thentication control. In our project, the remote laboratory 
center server provides a pre-computed MD5 (well known 
as MD5 sum) checksum for the remote experiment web 
page URL, so that the user side web application can 
compare the checksum merged in URL to open the remote 
experiment control web page. 

D. Scheduling Server Based on Global Server 
Architecture 

To integrate the current three remote laboratories (Rlabs), 
i.e., Rlab at TAMUQ, RLab at University of Houston 
(UH) and RLab at Texas Southern University (TSU), into 
one global level remote laboratory, global server 
architecture is designed for addressing this issue. In this 
global level remote laboratory, a global server has been 
set up and worked as a center proxy to connect the other 
two lab center servers. Through the global server, the 
terminal users can use all remote experiments in these 
three universities. In the global remote laboratory, there 
are also a unified scheduling server and user management 
system. Fig. 5 shows the global remote laboratory archi-
tecture. 

The scheduling server is the important component 
normally used to manage the scheduling processes of the 
remote laboratory access and operation, including tracking 
the state of operations and assigning them to users based 
on either queued access or time-based reservations. 
Meanwhile, it is also responsible for managing the run-
ning sessions according to the allocated times as well as 
controlling all events and activities.  
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Figure 5.  The global remote laboratory architecture. 

When an end-user is requesting to use an experiment, it 
is the scheduling server that ultimately decides whether to 
queue the user, as well as if or when they are assigned to 
an experiment operation and an experiment time sheet. In 
the novel unified framework, the scheduling server al-
ready has a programmatic interface to provide these func-
tions through an API. Since the confirmed process of 
authentication is finished upon the Web Interface 
(normally the web page) in the novel unified framework, 
the scheduling server is only used to make an authoriza-
tion decision for end-users. 

 Depending on the independent demands made by dif-
ferent remote laboratory systems, the scheduling server is 
made the specific design relying on the user’s individual 
behavior in accessing and operation.  

III. SCHEDULER AND AUTHENTICATION  
To avoid copying the remote experiment control page 

URL into a new browser to open a web page, The HLI 
project uses the authentication and authorization URL to 
control user access. One possible solution is to use the 
MD5 encryption and decryption algorithm to design and 
develop an authentication engine to implement this objec-
tive. As shown in Figure 6, the MD5 encryption and de-
cryption algorithm-based security management engine 
includes two parts: the MD5 encrypted engine in server 
and the MD5 decryption module in client. This section 
discusses the authentication and authorization mecha-
nisms used in HLI project and our realization solution to 
overcome this problem that is to avoid copying the remote 
experiment control page URL into a new browser to open 
a experiment control web page. To control all remote 
experiments and terminal users, a global web scheduler 
server and several local web scheduler servers also are 
built up based on the LANMP 
(Linux/Apache/Node.js/MySQL/PHP) web server. Each 

local server can be configured to share the resources local-
ly, and can share the resources globally through the global 
server also. 

 

End Users

MD5 Decryption Module

Node-HTTP-Proxy

Proxy

Node.js Web Server

Public Port 80

Port 80
Special Port 5001

Web Server

MD5 
Encrypted 

Engine
Apache Web Server

Encrypted 
URL file

 
Figure 6.  The HLI authentication architecture. 

A. The HLI Authentication and Authorization 
Architecture  

MD5 encryption and decryption algorithm-based 
security management engine are designed and developed 
in the HLI project at TAMUQ to control access by 
registered users to the portal as well as to control access to 
experiments and remote laboratories. Concerning authen-
tication and access control, the general portal software 
architecture, based on the novel unified framework, is also 
shown in Fig. 6. 
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The general process is as follows: 
A user goes to the home page of the TAMUQ remote 

laboratory portal and, from this page, the user can 
log into the user management system.  

To access the experimental control portal, the user 
must log into the laboratory scheduler to book the 
remote experiments based on available time slots.  

When the user booked experiment is ready, the au-
thentication process is enabled. As a result of the 
authentication process, the user receives a remote 
experiment control page URL that is encrypted in 
remote laboratory center server, and the user’s web 
browser will checksum the MD5 encryption URL 
through comparing a key that is saved in a 
database on the server. These attributes are used to 
allow or deny user access to protected resources. 

If the URL is authenticated and the user has the 
required permissions, users will go to the remote 
experiment control page where they can conduct 
the experiment in real time; meanwhile, they also 
can simultaneously see the experimental video. 

B. Server Side MD5 Encrypted Engine 
To generate the authentication and authorization URL 

for the remote experiment control page, an encrypted 
engine with MD5 encryption and a decryption algorithm 
is developed.  

As the MD5 message-digest algorithm defined, it can 
produce a 128-bit (16-byte) hash value and generate an 
encrypted key with a fixed-length output of 128 bits. The 
URL generation engine is implemented based on this 
algorithm using PHP language on the server-side. For the 
encrypted URL generation, the users’ requested time is 
used for the input hash value. The PHP system time func-
tion, “gettime()”, is used to get the system clock, and then 
put this value to the engine to generate an encrypted key. 
The key is merged to the original sample URL and the 
server feeds back the new generated encrypted URL to the 
user.  

Because the system clock of the user’s requested time is 
the unique value, the MD5 encrypted key generated by 
this unique input value is also the unique key. This solu-
tion is not only difficult to crack, it is also easy to control 
and use in the client side decryption process. 

C. Client Side MD5 Decryption Module 
As the authentication and authorization URL needs to 

be sent to the client side to decrypt, the MD5 decryption 
module also must be designed and developed for the client 
side. To achieve this goal, the PHP language also must be 
used to implement the MD5 decryption algorithm. In most 
cases, the MD5 message-digest algorithm is paired design. 
To open the remote experimental control web page, the 
MD5 decryption module will parse out the available URL, 
which can be identified by web browsers. 

The end-users who seek access to the available remote 
experiment control web page also require permissions. At 
first, these users must log into their accounts which are 
managed by the user management system included in the 
remote laboratory system at TAMUQ. After the end users 
receive the available URL, they can open it within the 
allowed time slot, currently set to 10 seconds. However, 
based on differing system requirements, the effective time 

slot has a flexible configuration.  The Fig. 7 shows detail 
working process of the MD5 encrypted engine. 
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Decrypted URL 
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Client side MD5 decryption module

Hash Value transmitted to User

 
Figure 7.  Working process of the MD5 encrypted engine. 

D. Scheduler Web Server 
The scalable Scheduler Web Server will be redesigned 

by using REST-driven web services. First and foremost, 
the client web interface will be written in JavaScript and 
HTML to allow for dynamic content generation, and it 
will be hosted on the SWS. Afterward, the SWS opens a 
communications port to the experiment to proxy the ex-
changed user data following the REST methodology. The 
proxy service allows the client to exchange data with the 
remote experiment without introducing data verification 
or authentication from both client and experiment sides. 
The server will verify the data follows the developer con-
figuration file and the user is authorized to interact with 
the experiment. In addition to the proxy service, the SWS 
will provide user, experiment, and data management. 

The SWS manages all the authentications for the users 
and experiments as shown in Fig. 8. After the Internet user 
finishes loading the experiment interface, the JavaScript 
software running on the client’s computer initiates a 
communication channel with the server and sends back 
the session ID and IP address of the client. If the server 
recognizes the session ID and client IP associated with the 
user login name and password as a person who has current 
access to the experiment requested, then the server 
initiates a new communication channel with the 
experiment. At this point, the experiment and the client 
communicate through the server to exchange data. Since 
the data exchanged with the client pass through SWS, the 
server will always be in charge of checking and verifying 
that the user is allowed to run the experiment. 

Engineering 
Experiments

SWS Client 
Application

Center Server Client Browser

 
Figure 8.  Working process of the SWS. 
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IV. SOLUTION IMPLEMENTATION 

A. Technical Characteristics of the Federated 
Authentication URL Encrypted Engine 

The architecture of the federated authentication URL 
encrypted engine, which is described in the section III, has 
been used for the new Smart Vibration Platform (SVP) 
remote experiment and the new Smart Memory Alloy 
(SMA) remote experiment. These two remote experiments 
has been developed based on the novel unified framework. 
As illustrated in the section II, a scheduling server based 
global server architecture is designed. With this architec-
ture, a global web scheduler server is implemented in the 
HLI project at TAMUQ. Meanwhile, for user access secu-
rity control, the federated authentication URL encrypted 
engine is designed and implemented as well. These two 
modules are a significant improvement for the novel uni-
fied framework. 

To implement the global server architecture, there are 
three local scheduler web server which are built up based 
on the LANMP server architecture at TAMUQ, UH and 
TSU. At these three universities, the local scheduler web 
server manages the different remote experiments devel-
oped in their own laboratory. The global scheduler server 
is used to integrate all of these remote experiments to-
gether. It means that the end users can use all of the re-
mote experiments settled at three different universities 
only through one user interface on the global scheduler 
server. The PHP language is used to implement the global 
scheduler web server and the global scheduler web page is 
integrated with mashup technology.  

To implement the remote experiment control web page 
URL management, a new URL management module is 
developed with PHP and MySQL database-driven module. 
Meanwhile, two data table are designed and developed 
based on MySQL database. To develop the authentication 
and authorization URL encrypted engine on the server, the 
encryption and decryption module is developed based on 
the Md5 algorithm with the PHP language. The engine is 
run on the LANMP architecture web server. The user 
access date and time are used as the input to the engine, 
and then combined the key to the experiment control page 
URL to generate the new authentication and authorization 
URL. 

B. A New Scheduler Wed Server and User Management 
System 

To manage the remote experiments, a new scalable 
experiment scheduler system and a new user management 
system were implemented. The Representational state 
transfer technology was used to design the architecture of 
SWS. XML HTTP Request (XHR) is used for the 
communications function implementation between SWS 
and the client side. XHR is a set of Application 
Programming Interface (API) functions, available in most 
web browsers, capable of initiating an HTML request 
from the JavaScript running on the Client computer, and 
updating the Document Object Model (DOM) in real time 
without reloading the entire web page. With the LANMP 
server architecture, the web scheduler server was built up. 
The PHP language was used to implement the server side 
systems. Meanwhile the MySQL 5.5 database system was 
used to manage the experimental data, user information, 
and other system information. For the client side user 
interface implementation, the HTML, CSS, and 

JQuery/JQuery-Mobile JavaScript libraries were used. Fig. 
9 shows the screenshots of the scheduler, the experiment 
conflict control, and the experiment management page. 

 

 
Figure 9.  Scheduler and experiment conflict control page screenshots. 

C. Sample Paradigm of the Federated Authentication 
Solution 

The federated authentication allows students of one col-
lege to use their authentication credentials to access 
remote experiments that are set up on another college 
campus. In Fig. 5, the global remote laboratory architec-
ture is designed, and a pilot case has been implemented at 
TSU. 

 
Figure 10.  Remote experiment configuration in VR-Lab at TSU. 

Fig. 10 shows the configuration interface of the sched-
uler at TSU, which is implemented under the novel uni-
fied framework to support all remote experiments. This 
scheduler configuration web page can be accessed using 
the administrator authority in all common web browsers 
running on any terminal device without the installation of 
plug-ins. As an example, the SVP remote experiment at 
TAMUQ is configured in the scheduler server at TSU. 
After the configuration, the SVP experiment at TAMUQ 
web page can be accessed using the authentication URL 
through the scheduler and user management system at 
TSU.  

The global remote laboratory architecture based on the 
novel unified framework is capable of taking full ad-
vantage of the previous remote laboratory system. With 
the federated authentication URL solution, the improved 
remote experiment provides better security access control 
for a wider range of terminal equipment.  
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V. CONCLUSIONS 
This paper discussed a solution for the experiment 

scheduler and federated authentication needs of experi-
ments used to control and access remote experiments in 
the context of the Hands-on Laboratory via Internet pro-
ject at TAMUQ. The scheduler and federated authentica-
tion solution was designed and implemented. The security 
control and management of experiment access interface 
issues were well-solved by taking full advantage of the 
functionalities offered by the MD5 encryption and a de-
cryption algorithm-based security management engine. 
Consequently, the scheduler and federated authentication 
solution for web applications give the unified framework 
much needed improvement. 
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