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Abstract—Until recently, Industrial Automation and Con-
trol Systems (IACS) were largely isolated from corporate
systems by means of proprietary protocols, which facilitated
their protection against cyber-attacks under the principle of
security through obscurity. However, the widespread adop-
tion of the new communication technologies, such as the
Internet protocols and wireless communications has
changed this scenario.

In recent years there have been many evidences of cyber-
attacks to IACS that exploit their vulnerabilities. Unfortu-
nately, these attacks have increased significantly during the
last five years, and quite clearly only the tip of the iceberg
comes to the public knowledge.

The purpose of this article is twofold: (1) to raise awareness
about the security vulnerabilities that most companies are
facing at their IACS and (2) to propose a roadmap that
seeks to guide designers and programmers in the new and
complex world of industrial cyber-security.

Index Terms—Cyber-security, Cyber-attacks, Vulnerabili-
ties, Industrial Automation, Industrial Communications.

L INTRODUCTION

Industrial Automation and Control Systems (IACS)
cover various types of control systems including Supervi-
sory Control And Data Acquisition (SCADA) and Dis-
tributed Control Systems (DCS) that acquire data from
industrial processes by means of different specific devices
such as Programmable Logic Controllers (PLCs), Remote
Terminal Units (RTUs) or other Intelligent Electronic
Devices (IEDs) that collect data from production process-
es.

The introduction of new technologies and different
types of communication systems in industrial environ-
ments has produced a significant progress in the field of
Automation and Control. They have significantly im-
proved the possibilities of SCADA systems for monitoring
many critical infrastructures in real time in different do-
mains such as energy, transport, water, chemical pro-
cessing, oil and gas. The landscape has been expanded by
offering communication and connectivity to any industrial
device, especially with the introduction of Internet tech-
nologies [1, 2]. With regards to connectivity through wire-
less networks, according to Boyes [3] they were used by
43% of the operators in 2011. Their installation was fore-
cast to grow a 20% in three years.

iJOE — Volume 12, Issue 1, 2016

The introduction of the so-called Information and
Communications Technologies (ICT) in the industrial
sector has become a challenge for engineers and research-
ers who have been actively seeking and developing Inter-
net-based solutions while improving the automation pro-
cesses in operational terms [4], including, the remote
supervision and monitoring of the industrial processes
guaranteeing the flow of information and real-time per-
formance [1, 2].

In this scenario, new solutions based on the Cloud-
Computing paradigm allow researchers to work by using
Service-Oriented Architecture interfaces. These approach-
es introduce new concepts and paradigms identified as
Internet of Things (IoT) aimed at connecting ICT infra-
structure with different devices including industrial sen-
sors, smart meters, Radio-Frequency Identifiers (RFID)
and smartphones by means of different wireless technolo-
gies [5].

These new settings have promoted modifications in the
creation and management of industrial networks. Tradi-
tionally, automation systems were isolated from the out-
side world and the Internet so that the information trans-
mitted from process networks to office networks was
minimal [6]. However, the increasing demand for these
services regardless of the access point (e.g. remotely) as
well as the total connectivity inside the enterprise systems
has compromised the security of IACS. As a consequence,
in former systems the adoption of proprietary hardware
and software ensured a high degree of data security. Now-
adays, on the contrary, IACS networks must face similar
threats to those found at corporate systems while satisfy-
ing more stringent requirements in terms of performance
(e.g. alarm distribution). Figure 1 shows a typical scenario
where production networks are connected to the corpora-
tion network [7].

Unfortunately, the situation is quite complex and the
security measures needed in modern IACS may not be the
same as in corporate network systems, due to the special
real-time and performance requirements of production
systems. For example, full availability 24/7 of the equip-
ment, which is a typical requirement in some installations,
complicates certain security measures such as software
updates, since they may require system stops and/or re-
boots.

There are also threats caused by the misuse of the
equipment by internal staff. One example was the incident
after infection with the Mariposa botnet through a USB
connection which took three weeks to recover the plant
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[8]. This is why a comprehensive security plan that in-
volves all the company staff is required.
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Figure 1. Typical communications of IACS with corporate networks

and the Internet

In the following sections we analyze the peculiarities of
IACS communications, identifying major key vulnerabili-
ties regarding cyber-attacks. A series of countermeasures
are proposed in order to provide greater security in the
operation of such systems. The article ends up with final
conclusions.

II.  INDUSTRIAL COMMUNICATIONS

This section describes the hierarchical structure of in-
dustrial networks and its communication requirements.

A. Features

IACS are typically structured hierarchically in several
layers according to the automation pyramid (Figure 2).
Each layer must guarantee different requirements in terms
of operation and performance, both for the systems them-
selves and the communication protocols. This was estab-
lished as the ISA-95 standard [9], which integrates differ-
ent kind of networks, some of them proprietary, such as
field and control networks, with IP-based networks, local
area networks and Internet [10].

Communication protocols use as reference the basic 7
level OSI (Open System Interconnection) model architec-
ture, ISO/IEC 7498-1 [11], developed by the International
Standards Organization. Conversely, the communications
protocols used in industrial systems are typically proprie-
tary and specific depending on the automation pyramid
level where they are used.

Broadly speaking, these protocols can be classified into
the following hierarchy:

e Plant level, connecting network segments at supervi-
sion level, monitoring and corporate systems.
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. Control level, distributing information from field
devices to controllers and from the drivers them-
selves.

*  Device-field level, distributing data from sensors and
actuators to controllers and field devices.

Network architectures used in industrial automation
systems differ from those used at office. For example, at
the lowest levels, a multitude of protocols and/or physical
means are used. Even when they are similar or identical to
those used in office networks, gateways are required in
order to facilitate the communication with upper layers.
On the contrary, in management systems the protocols and
physical media used tend to be less diverse.
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Figure 2. Automation pyramid
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B. Special requirements of IACS protocols

Most industrial protocols have to satisfy real-time re-
quirements, which may be classified as:

*  Soft, with scalable cycle time used in the plant level
and process automation when no severe consequenc-
es if deadlines are not met

. Hard, with cycle times of between 1 and 10 ms [12]
used for closed loop time-critical control

*  Isochronous, with cycle times of 250us to 1ms, with
severe restrictions on the fluctuation (typically less
than 1ps), that are used for motion control applica-
tions

These real-time requirements depend on the perfor-
mance of the communication protocols, which in turn
depend on the following four parameters:

«  Latency: time taken by a packet to traverse a network

e Jitter: latency variability in time

e Throughput: amount of data delivered per unit of
time

*  Bandwidth: maximum possible throughput according
to the network capacity

Typically, IACS networks are required to be predicta-
ble, so they must provide:

. Low latency

. Constant and low jitter

Unfortunately, some measures introduced to improve
the IACS security needs can significantly affect the per-
formance of these parameters.

http://lwww.i-joe.org
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III.  VULNERABILITIES OF IACS

According to a report generated for IACS by the ICS-
CERT (Industrial Control Systems Cyber Emergency
Response Team), the number of incidents in 2012 in-
creased fivefold since 2010 [13] as illustrated in Figure 3.
One of the most notorious cases was the Stuxnet worm
discovered in 2010. This malware operated for three years
without being detected, inducing physical damage to in-
dustrial infrastructure [14]. The potential of cyber-attacks
to modern cars has been analyzed at [15]. Another study
carried out over several (exactly 291) USA energy sector
companies, showed that 76% of them suffered one or
more security incidents in 2010 [16]. These and other
incidents have led governments, communities and re-
searchers to begin paying special attention to security in
IACS.
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Figure 3. Evolution of the number of incidents [17]

It is important to note that cyber-attacks on industrial
equipment refer to security issues and not safety [18],
although obviously security failures may also cause safety
failures. In many cases these cyber-attacks exploit IACS
vulnerabilities, which can be classified into the following
categories based on [19] and [20]:

. Policies and procedures

«  Platform and applications
. Network

. Communication Protocols

A. Security Management Policies and Procedures

Vulnerabilities related to policies and procedures for
IACS are related to:

*  Poor or inadequate management of the security poli-
cy for the IACS, with no specific documented proce-
dures

*  Nonexistent formal definition of an awareness pro-
gram and safety training aimed at the company staff

. Inadequate or deficient security guidelines to imple-
ment the IACS

. Insufficient or nonexistent IACS technology audit

*  Lack of contingency planning in case of a disaster

. Change management of the specific IACS configura-
tions

B. Hardware and Software Platform and Applications

Platform vulnerabilities are due to hardware, software
and malware protection software of the platform. The
most prominent vulnerabilities are related to:
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. Outdated equipment and software, often more than
15 years old [6]

. Use of default settings
*  Lack of backups of the critical configurations

. Configuration loss due to several reasons such as
power outages, surges or spikes

. Inappropriate configuration for remote access

. Inadequate authentication control at equipment and
software level (e.g. nonexistent access control or ill-
defined passwords)

*  Flaws in the platform software components that may
produce buffer overflow [21] or Denial-of-Service
(DoS) [22] vulnerabilities

. Inadequate or nonexistent measures to protect from
malware

. Improper configuration of the operating system, e.g.
bad memory management or activation of unneces-
sary services (daemons)

*  Bad application design

C. Network Configuration

Network vulnerabilities may be caused by the network
configuration, hardware, perimeter monitoring, communi-
cations authentication or wireless connections, as follows:

. Ill-designed network architecture without adequate
security measures

*  Not stored network settings or lack of backup

e Absence or poor authentication mechanisms at the
protocol level (e.g. between the wireless client and
the access point)

*  Bad management of network passwords: use of de-
faults; unencrypted passwords; not changed periodi-
cally

*  Use of insecure physical ports
*  No definition of the security perimeter
*  Missing or improperly configured firewall

*  Network control settings not adequate for the IACS
requirements

*  Nonexistent network traffic monitoring

. Use of standard protocols such as Telnet or FTP
without encryption mechanisms

. Nonexistent integrity checking (i.e. non allowed
devices)

. Absence of protocol encryption for data protection
(e.g. in wireless connections)
D. Protocols

It is important to note that some of the network vulner-
abilities are intrinsic to the protocols used in wired and
wireless communications, such as:

. Lack of message authentication
. Lack of message encryption
. Denial-of-Service (DoS) attacks
. Buffer overflow
. Man-in-the-Middle (MitM) attacks
Since some of these vulnerabilities are specific from the

computer science domain and may be not common for
control engineers, a short explanation is provided below.

11
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A DoS attack occurs when a malicious event threatens
the availability of a resource. It is a very broad category of
attack that can range from the loss of communication with
a device to inhibiting or crashing specific services within
the device itself (such as storage or I/O processing). DoS
attacks on corporate systems have significant negative
consequences; indeed, a well-directed DoS system can
disconnect and cause system shutdown.

A buffer is a continuous memory allocated for a process
where its data is stored. A Buffer overflow occurs when
written data corrupts the values of adjacent addresses to
the allocated buffer due to insufficient space. This allows
overwriting the data path control logic programming to
hijack the program and run the attacker program.

MitM attacks are one of the most popular and challeng-
ing threats in computer systems. A lot of research has
been dedicated to the detection and analysis of the differ-
ent forms of these attacks [23, 24, 25, 26, 27]. In a MitM
attack an intruder intercepts messages exchanged between
two parties being able to read and write on them without
either party being aware of it. This mode of attack has
evolved with new technological advances.

IV. SECURITY GUIDELINES

This section introduces some guidelines aimed at high-
lighting which security aspects should be considered dur-
ing the design process of automation systems. Should
security not taken into account at this stage (i.e. security
by design), it becomes an often-tried and often-fail trial an
error process. However, it is important to be fully aware
that it is impossible to produce a totally secure system
against any type of cyber-attack.

Much research is being carried out in this area. The
NIST standards organization provides some design strate-
gies in this respect [19]. Risks and vulnerabilities are
studied in [20]. In the USA the ICS-CERT [13] aims at
reducing risks within and across all critical infrastructure
sectors. Similarly, in the UK the Centre for the Protection
of National Infrastructure (CPNI) provides protective
security advice [32].

The adoption of the Industrial Internet around the world
is being studied by the Industrial Internet Consortium. In
[33] it is presented a document intended to broaden under-
standing about the major architectural issues and to create
consensus with particular attention on security, trust and
privacy in industrial environments.

These cyber-security guidelines are aimed to technical
and non-technical profiles in order to show with a clear
and easy-to-understand language which are the major
points to consider, from the cyber security perspective,
when building IACS.

There are several ways to protect IACS from external
threats related to the above-described vulnerabilities. We
have classified them into the following blocks:

*  Network architecture

*  Firewall configuration

e Access control and secure communications
*  Monitoring IACS networks

*  Malware prevention

*  Policies and procedures

. Security Audit
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A. Network architecture

As depicted in Figure 1, corporate and IACS networks
must be separated in order to improve computer security
using different configurations. These require the use and
implementation of one or more firewalls and the creation
of a Demilitarized Zone (DMZ) [28].

A DMZ is an isolated area that corresponds to a private
network between the corporate network and the outside.
When properly configured, DMZs prevent external users
from directly accessing the computational resources inside
this area, providing higher security, control and filtering
capability.

For an acceptable security solution two areas may be
implemented using two firewalls but they must be de-
ployed with extreme caution. The most secure, managea-
ble and scalable solution for the segregation of an IACS
and a corporate networks is typically based on the creation
of at least three areas, incorporating one or more DMZs as
shown in Figure 4.
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Figure 4. Basic scheme of a DMZ with Firewall.

B. Firewall configuration

A properly configured firewall can greatly restrict un-
wanted access to and from computers and host controllers
of the IACS, improving safety and potentially improving
the responsiveness of a control network by eliminating
non-essential network traffic.

Its configuration allows the creation of rules for specific
services such as DNS, HTTP, FTP or TFTP, Telnet,
SMTP, SNMP, DCOM, SCADA and industrial protocols.
For IACS a number of issues related to the firewall con-
figuration must be considered, such as remote access,
multicast traffic, single points of failure, MitM attack
prevention, fault tolerance and redundancy.

A very basic configuration that works in many cases, in
spite of the performance penalty caused by the firewall,
includes the following rules:
¢  Denying all communications except those marked as

known and accepted

. Specifying source and destination IP addresses

. Using inspection data to monitor active connections
and decide which packages are authorized

»  Using deep packet inspection to monitor the content
of the communication traffic and not just the headers

Using different protocols in separate networks when pos-
sible, e.g. between the corporate network and the DMZ
and between the DMZ and the IACS networks as shown
in Figure 5.

http://lwww.i-joe.org
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Figure 5. Firewall with DMZ between Corporate and IACS Network
[19]

C. Access control and secure communications

Access control includes authentication and authoriza-
tion policies in order to manage network access and secure
remote access. Another important issue is the introduction
of encryption techniques for sending critical data.

Authentication and authorization policies introduce pro-
tection mechanisms in applications by verifying the user's
unique identity (authentication) and granting access to
devices and operations (authorization).

Security measures should provide any kind of network
access authentication mechanisms. Frequently, IACS
devices only include low authentication capacity mecha-
nisms. A higher security level should include not only the
use of something the user knows (e.g. a password) but
also something the user has or is (such as certificates or
any biometric characteristic) in order to ensure that the
user is really who claims to be.

Access control must allow identifying the access mode
and origin, by following the recommendations of unique
identification, role-based authorization and principle of
least privilege with limited connections, filtering by ports,
applications and users, and encrypted communications.

In this scenario, the creation of Virtual Private Net-
works (VPNs) is recommended to secure the traffic be-
tween end points and thus prevent information from being
captured. In such networks it is necessary to encrypt data
going from one point to another. Encryption is a transfor-
mation process using an algorithm that provides infor-
mation that can only be decrypted by means of a key.
VPNs may be based on IPSec [29] as well as other mech-
anisms described in [30]. Also, the use of secure protocols
such as SSH or SFTP is recommended for all connections.

It is recommended to use most frequent industrial pro-
tocols without sending and receiving information to/from
the corporate network. The creation of different work
areas with rules through Firewalls and traffic monitoring
would allow access control.

Special caution should be exercised with encryption
mechanisms since they may overload processing elements
and cause DoS of the involved devices. In addition, the
effects of the introduced latency and jitter must be consid-
ered to meet the requirements of real-time applications.

D. Monitoring IACS networks

Aggressors may attack some specific field devices of an
IACS (weak points) in order to collect information not
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only from this process device but the network itself, com-
promising the whole system. In most cases, the steps car-
ried out by the attacker typically generate network and
device activity, which can be tracked by specialized sys-
tems.

Intrusion Detection Systems (IDS) allow monitoring
networks to detect misuse or abnormal operations. In the
first case network connections are compared with large
databases of known attack signatures. In the second case a
baseline is defined comparing its performance with other
network segments to detect abnormalities.

In any case, it must be defined which are the patterns to
monitor, analyze logs and compare and make decisions.
Some classic rules include the following:

* Blocking all datagrams of IACS network protocols
with wrong size or length

* Blocking of all network traffic incoming/outgoing
from/to any area that is not expected or not allowed

*  Blocking of IACS network protocol packages that are
detected in an area where they are not expected or al-
lowed

e Alerting of failed authentication attempts and abnor-
mal situations

E. Malware prevention

Malware is any malicious or annoying software that can
be installed in computer systems to perform actions with-
out the knowledge of the users. There are different types
of malware, including viruses, worms, Trojan horses,
spyware and adware.

Antimalware packages analyze files on storage devices
and compare them with an inventory of known malware
signature files. Antimalware software can be deployed on
workstations, servers, firewalls and handhelds. Their use
in IACS requires the adoption of special practices, includ-
ing compatibility checks, change management and per-
formance impact metrics.

Special care should be taken with conventional anti-
malware software to avoid compromising the real time
responsiveness of the systems. Only specific solutions
should be considered for this kind of systems.

Inside of an IACS network, the introduction of Mal-
ware should be centralized by means of a Malware o An-
tivirus server in DMZ as shown in Figure 6. The configu-
ration of the devices could be grouped so it would be
possible to easily separate critical and non-critical devices
and analyze.

Client AV Client AV

- =

Client AV Client AV

|
=

Client AV

Web Server

Application AV Server
Server

Figure 6. Scheme of centralized Antivirus. (Based on [31])
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F. Policies and procedures

For a successful security strategy in IACS the policies
and procedures for deployment and use must be docu-
mented and disseminated among employees with at least
an annual review. It should be the first step to ensuring
IACS networks. Sometimes, in order to secure TACS net-
works, similar policies to those used for securing corpo-
rate information systems can be directly applied.

An effective security policy it must be practical, appli-
cable and should not significantly impact productivity,
with no prohibitive cost or lack of support. Moreover,
IACS system administrators must have technical
knowledge but also need authorization and management
support to implement these policies.

The issues to consider in a policies and procedures doc-
ument are the following:

¢ Definition of aims, scope and duration

*  Definition of the security responsibilities for eve-
ry role and user

. List of devices with their functionalities and in-
stalled software

. Definition of network architecture and firewalls
as well as developed rules

«  List of users, roles and access privileges
*  Description of vulnerabilities and prevention plan

¢ Definition of a hardware and software updating
plan

*  Definition of a backup and recovery plan
*  Definition a safety training plan.

* Configuration

'

* Separate IACS,
corporative
networks, common
services area

protocols
* Monitoringrules
* Encryption

register traffic
* Alertanomalies

G. Security Audit

An audit is an independent review to assess the adequa-
cy of the safety mechanisms implemented in IACS. Audits
also evaluate the compliance of the established policies
and operational procedures in order to know their suitabil-
ity. A study that analyzes the major strengths and weak-
nesses along with some recommendations must be devel-
oped. This study aims at finding any necessary changes in
policies, procedures and security measures.

In order to perform the audit it is necessary to carry

out the following items:

*  List of implemented hardware, software, ser-
vices, security measures and network architec-
ture

*  Review and assess

*  Logs of sent and received packages

. Analyze access mode to the devices, applications
and services along with the implemented securi-

ty measures

*  Procedure for making backups, upgrades and
implementations

*  Implementation efficiency in firewalls with rules
and IDS.

Finally, in some cases it may be necessary to perform
penetration tests in order to know and evaluate the re-
sponse of the security systems with IACS in operational
mode. White hat modalities may be compulsory in safety
critical parts, i.e. together with the system designers.

Figure 7 summarizes the major cyber-security guide-
lines to take into account by any IACS organization. They
are grouped in blocks according to the contents of section
Iv.

* Response timesiin critical
devices
¢ Alarms on malware detection

Users, roles and access privileges
* Vulnerabilities and prevention plan

* Hardware and software updating plan
* Backup andrecovery plan

* Safetytraining plan

. * Secure protocols:
passwords

* Evaluationreport: strengths,
weaknesses and recommendations

Figure 7. Cyber-Security guidelines for IACS

14 http://lwww.i-joe.org



PAPER
KEY VULNERABILITIES OF INDUSTRIAL AUTOMATION AND CONTROL SYSTEMS AND RECOMMENDATIONS TO PREVENT...

V. CONCLUSIONS AND FUTURE WORK

The introduction of the newest technologies in the In-
dustrial Automation and Control Systems (IACS), includ-
ing the emergence of Internet and TCP/IP based solutions,
is risking the responsiveness, productivity and continuity
of such environments, opening new issues and risks. Too
often, these systems are threatened by cyber-attacks due to
poor or nonexistent security measures. So far, most ap-
proaches have been based on using security by obscurity,
implemented due to the isolation of these systems from
systems external to them.

This article provides an overview of the topic by ana-
lyzing and classifying some of the most common vulnera-
bilities and types of attacks, such as lack of authentication,
lack of message encryption, and Main-in-the-Middle or
Denial of Service attacks.

It is important to note that it is impossible to get a total-
ly secure system against cyber-attacks and, indeed, in the
opinion of the authors, it is crucial to be fully aware of this
premise. However, a collection of security recommenda-
tions have been introduced as a guide to point designers
what aspects should be taken into account in the design of
automation systems. It is also important to consider that
many security measures require the introduction of sophis-
ticated algorithms, such as data encryption, which can
affect overall system performance.

However, the application of these measures has some
costs: (1) a good approach for security requires rearrang-
ing the network architecture isolating those vital parts
from possible external attacks when possible; (2) some
specific software and hardware equipment must be needed
(e.g. monitoring tools, malware prevention and detection
systems), which sometimes must be provided by specific
vendors; (3) some recommended techniques, such as en-
cryption or deep packet inspection, may be computer
intensive requiring the updating of hardware platforms
and (4) since the resulting infrastructure is more complex,
staff qualified in cyber-security will be increasingly de-
manded.

The authors are currently working and researching the
encoding of different industrial protocols, in particular the
effects of using VPN in real time systems, which is the
best mode to update and patch management and which are
the effects of using anti-virus programs in IACS environ-
ments.

As a final remark, it is necessary to implement global
and in depth strategies through policies that affect both
network and platform levels in order to provide certain
security measures that may help control engineers to de-
velop reasonable secure IACS.
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