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ABSTRACT

Patient medical records and their accurate recording, storage, protection, and access are
essential elements to high-quality healthcare. While many parts of the world have moved to
traditional digital systems and electronic health records (EHRs), these systems require com-
plex evaluation and large infrastructure investments, lack interoperability, and introduce the
constantly-increasing challenges of cyber-attacks and digital security. The aim of this study is
to address these challenges through a secure and accessible EHR management system, applied
to allergy and family records, based on blockchain technology, the InterPlanetary File System
(IPFS) protocol, and the health level 7 (HL7) fast healthcare interoperability resources standard.
The proposal was carried out in four phases: (1) blockchain architecture design, (2) blockchain
network design, (3) interoperability design, and (4) web application design. A performance
evaluation of the system was conducted to determine the throughput and latency metrics.
The results presented a maximum medical record reading and writing throughput of approx-
imately eight transactions per second, with a write latency averaging 5,926 ms to 51,836 ms
and a reading latency of 4,783 ms to 45,500 ms. With the addition of a survey of 21 patients
and 10 healthcare professionals indicating that both groups strongly agree that the system
meets the criteria of high-quality healthcare, all study results present a framework that could
serve as a model for the adoption of standards-based, accessible, and secure EHR systems.

KEYWORDS
electronic health record (EHR), blockchain, interoperability, Hyperledger sawtooth,
InterPlanetary File System (IPFS), health level 7 (HL7)

1  INTRODUCTION

While different regions of the world have moved to electronic health records
(EHRs) stored in advanced digital systems, many regions still document patient
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health information on paper, generating the subsequent challenges of legibil-
ity, accessibility, and storage that jeopardize the delivery of high-quality patient
care [1]. These quality challenges were found by Rodriguez-Vera et al., where
15% of handwritten medical records had legibility issues that complicated audit-
ing, research, and communication [2]. EHRs have emerged as a new method to
address these challenges by helping to accurately collect and maintain medical
information [3]. EHRs offer a range of benefits, including quick access to infor-
mation, reduction of medical errors, improved patient privacy, data security, and
cost reduction [4]. When designed using integration standards, they also offer the
benefit of interoperability, where critical patient information can be shared and
accessed by different digital systems, therefore expanding the geographical range
of healthcare.

In Peru, data from the Ministry of Health (MINSA) show that in the capital and
largest city, Lima, less than 40% of primary care facilities have adopted EHRs [5].
In more rural regions such as Cajamarca and Loreto, these levels do not exceed 4%
and present clear risks to high-quality patient care 4% [5].

While EHRs provide many benefits, they bring the challenge of data security, as
breaches and cyberattacks have compromised patient privacy and confidentiality.
In the United States, for example, Alder documented 5,000 cases of breaches between
2009 and 2023 that exposed over 382 million medical records [6]. This is also the
case in Peru, as a leak in the MINSA database, detected on the Deep Web, ultimately
compromised more than 44,000 patient records [7].

To address these EHR security challenges as well as ensure and enhance EHR
interoperability, various studies have proposed solutions based on blockchain,
peer-to-peer, and other new standards-based technologies. Reference [8] proposed
a framework for sharing health data that secures privacy by storing encrypted
information in the InterPlanetary File System (IPFS), a peer-to-peer distributed file
system. Similarly, a system for searching, verifying, and storing encrypted EHRs
in IPFS and in the cloud is presented in [9]. Additionally, reference [10] proposed
a solution that combines blockchain, IPFS, and the Health Level 7 fast healthcare
interoperability resources (HL7 FHIR) standard to securely transfer EHRs between
medical entities. Further, reference [11] introduces a blockchain-based cloud EHR
system utilizing Ethereum blockchain, AWS S3 for storage, and a React]S-based
user interface. In a different approach, reference [12] proposes a platform for shar-
ing EHRs among healthcare organizations in resource-constrained environments,
leveraging AWS services, and utilizing database replication mechanisms along with
RESTful web service. However, these solutions have the disadvantage of requiring
a lot of computing resources, which significantly reduces scalability and increases
operational costs.

To address the limitations, this study proposes a novel framework to leverage the
benefits of blockchain technology, the IPFS, and the HL7 FHIR standard to facilitate
and accelerate the development of interoperable healthcare applications by provid-
ing a web-based programming interface that can be used to create tools for sending,
receiving, and accessing electronic medical records based on previous HL7 data
format standards, such as versions 3.x and 2.x. These standards are easy to imple-
ment because they use a web-based API technology stack and a RESTful protocol
based on HTTP.

In this work, we present this approach by proposing a framework for interop-
erability in the management of electronic medical records, specifically applied to
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allergy and family records. This framework uses a medical record storage sys-
tem based on the IPFS protocol, combined with access control and authentication
mechanisms to ensure that only authorized personnel can retrieve and modify
records, all in accordance with the HL7 FHIR standard. In doing so, this proposal
facilitates the exchange of records, with the primary goal of enabling smoother
interoperability between healthcare systems. This will allow third-party devel-
opers to create medical applications that easily integrate with existing systems
while enabling healthcare providers to access real-time patient information from
any device.

The framework was developed in four phases: (1) blockchain architecture design,
(2) blockchain network design, (3) interoperability design, and (4) web application
design. A security analysis of the proposal was conducted to assess its resilience
against identity spoofing, brute-force attacks, and man-in-the-middle attacks. The
system was also evaluated to determine its performance and latency with different
users. The results showed a maximum read or write performance for medical
records of approximately 8 TPS, similar to other approaches, without compromising
the scalability or operational cost of the system.

This paper is organized as follows: In Section 2, a literature review is conducted
on previous solutions for interoperable medical record management. Section 3
presents the architectural design of the decentralized web platform, security analysis,
and validation testing of the solution. Section 4 presents the results and discussion.
Finally, Section 5 summarizes the findings, conclusions, and future work.

2 RELATED WORKS

In the current literature, various studies have focused on interoperability
standards between medical platforms, the use of technologies to improve medical
records management solutions, and the key architectural decisions for implementing
these platforms.

2.1 Interoperability standards

Regarding interoperability standards, two medical data modeling standards
have been recognized: HL7 FHIR, Observational Medical Outcomes Partnership
(OMOP), and common data model (CDM). HL7 FHIR is a resource-based stan-
dard that offers an adaptable and scalable data model, with widespread adoption
and support in the healthcare industry [13]. However, its flexibility can at times
lead to variations in data representation that impede semantic interoperability
and data consistency between different sources [14]. OMOP CDM is designed for
observational healthcare data, providing a standardized approach to organizing
and querying clinical data, especially for research and analysis purposes [15].
Additionally, it is compatible with HL.7 FHIR, allowing for the creation of a cohe-
sive data ecosystem that covers both research-oriented and clinical use case sce-
narios [16]. However, integrating OMOP CDM with other data sources can require
extensive mapping and transformation efforts, as well as comprehensive data nor-
malization [17].
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2.2 Technologies

Different technologies were identified and considered in order to balance the
storage, consensus mechanism, encryption algorithms, and blockchain platform
requirements. The storage technologies used were IPFS, Cloud, OrbitDB, and
CouchDB. The consensus mechanisms used were proof of work (PoW), Practical
Byzantine Fault Tolerance (PBFT), proof of stake (PoS), Proof of Authority (PoA),
Byzantine Fault Tolerance (BFT), Node-state-checkable Practical Byzantine Fault
Tolerance (sc-PBFT), Clique Proof of Authority, and raft. The encryption algorithms
used were Rivest-Shamir-Adleman (RSA), advanced encryption standard (AES), ellip-
tic curve cryptography (ECC), ciphertext-policy attribute-based encryption (CP-ABE),
elliptic curve digital signature algorithm (ECDSA), and Proxy re-encryption. The
blockchain platforms used were Hyperledger Fabric, Ethereum, and Cosmos.

2.3 Architectural decisions

The current literature presents five key architectural decisions as pivotal in the
design of blockchain-based web platforms. One is the “encryption mechanism,”
which can be symmetric or asymmetric [18], [19]. The second is “access type,” which
defines which entities can join the network and provides appropriate authorization
to professionals and patients and can provide public, private, or consortium-based
access [18], [20], [21]. The selection of “storage type” considers the distribution and
replication of records and can be on-chain or off-chain [9], [22]. “Consensus mech-
anism” plays an essential role in the efficient validation of records and is based on
proof or voting [18], [23]. Finally, the choice of “blockchain platform” has implica-
tions for scalability and data access [19], [24].

3  MATERIALS AND METHODS

This section outlines the proposed framework that was designed following the
four-phase process presented in Figure 1 [25]. In Phase 1, the blockchain architec-
ture is designed using cloud service components. In Phase 2, the blockchain network
is designed as well as the development setup, access control, consensus mechanism,
and transaction processors are configured. In Phase 3, data modeling is performed
for system interoperability. In the final Phase 4, the web platform that will support
the functionalities is designed.

Phase 2: Blockchain
network design Phase 4: Web
Phase 3: application
Phase 1: Enviroment configuration Interoperability design
Blockchain Design > System
architecture | > Access control > HL7 FHIR architecture
design
Consensus mechanism data model -
Functionalities
Transaction processors

Fig. 1. Conceptualization of the proposed framework
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3.1 Phase 1: Blockchain architecture design

The blockchain architecture consists of Azure and Infura services (see Figure 2).
The Azure services included are:

Azure Active Directory B2C manages user and application authentication and autho-
rization within the system, ensuring the privacy and security of medical data.

Application programming interface (API) management facilitates the exposure and
management of APIs for healthcare system integration.

Azure Insights provides monitoring and analytics tools for system performance
and health.

Azure App Service enables scalable and reliable deployment of web applications
and application programming interfaces.

Azure Key Vault handles secure management of keys and secrets, ensuring the
protection of sensitive data.

SQL Database is the relational database for storing non-medical data such as
system notifications.

Azure Virtual Network secures a virtual private network for safe data traffic.

Azure Kubernetes Service facilitates container orchestration for scalability and flexi-
bility in deploying medical services via a Hyperledger Sawtooth virtual network.

Hyperledger Sawtooth is pivotal in the architecture, integrating with the Azure
Kubernetes Service to create and manage Hyperledger consortium blockchain
networks in order to bring enhanced scalability and reliability [26]. The Azure virtual
network reinforces the security and data protection within the Sawtooth network
[27], ensuring the confidentiality and integrity of medical records and transactions.

The Infura services administer the IPFS protocol to provide a reliable and decentral-
ized infrastructure for storing and sharing medical data and as an external IPFS node,
ensuring the continuous availability of medical records without the need for proprietary
infrastructure [28]. This guarantees access to the records and resistance to data corrup-
tion, facilitating patient data retrieval and secure distribution within the health plat-
form, ultimately enhancing the integrity and accessibility of medical information [24].
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Fig. 2. Blockchain architecture
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3.2 Phase 2: Blockchain network design

For the design of the blockchain network, the PBFT algorithm will serve as the
consensus mechanism within the Hyperledger Sawtooth platform. Python 3 will
be utilized for transaction processors. In Sawtooth, transaction processors function
similarly to smart contracts in other blockchains, executing business logic when
processing transactions on the network. JavaScript will be employed for the REST
application programming interface.

Development setup: The blockchain network was developed using Visual Studio
Code as the development environment, consisting of six transaction processors:
“allergy processor,” “consent processor,” “family processor,” “organization processor,”
“patient processor,” and “practitioner processor.” Each processor has four compo-
nents: the “handler” manages transaction types, the “payload” represents transaction
data, the “state” allows manipulation of network records, and the “main” initializes
the processor. Additionally, a “rest-api” is included, serving as a client to interact with
the blockchain network. Configuration files are also provided: “sawtooth-default.
yaml” for local testing with Docker and “sawtooth-kubernetes-default.yaml” for pro-
duction deployment with Kubernetes (see Figure 3).

»J File Edit Selection View Go Run Te

EXPLORER
v PLATFORM-SERVICES GEBRELSO
v allergy_processor
> helpers
> models
¥ _init_py

% handler.py
@ main.py
% payload.py
® statepy

> consent_processor

> family_processor

> organization_processor
> patient_processor

> practitioner_processor

v rest-api

> routes
) appjs
{} packagejson
© .gitignore
| ! sawtooth-defaultyaml |
!I' sawtooth-kubernetes-default.yaml

Y0 €= Y v o B

Fig. 3. Project structure in visual studio code
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Request to access medical records

Access control: To manage access to information on the blockchain network,
specific permissions are assigned to each user based on their role and following best
practices [29], [30]. Patients have WRITE permissions that are limited to modifying
their demographic information and READ permissions in order to access their medi-
cal records. Healthcare professionals have WRITE permissions in order to enter and
update information in the records of patients they have access to, READ permissions
to review the relevant medical records of patients under their care, and DELETE
permissions to manage the deletion of specific information.

Figure 4 shows the request access sequence diagram, presenting access control
measures implemented in the platform service to ensure that only authorized
entities can access medical information.

Platform Services | Blockchain | \ IPFS | [Azure Active Directory

Verify User identity

Y

scenario J [User authenticated]

_ User authenticated
Check if User has READ, WRITE, or DELETE permission |

Send medical record

scenario ) [Permission granted]

Fetch record address from blockchain

Return address

Retrieve record details

_ Return registry information
Retrieve data from IPFS

Return medical record

[Permission denied]

Return error: "Access denied”

[Authentication failed]

<Return error: "Authentication failed”

Return error: "Authentication failed”

Fig. 4. Sequence diagram to request access to the platform services

The sequence begins by verifying whether the patient and/or healthcare pro-
fessional has the appropriate permissions to perform the read operation. If the val-
idation fails, an error object is returned, indicating a lack of authorization. If the
validation is successful, the address on the blockchain associated with the provided
identifier is determined. The registry information is retrieved from the blockchain
and used to retrieve the data stored in IPFS. Finally, the retrieved information is
returned as the result of the request access to medical records.

Consensus mechanism: The PBFT algorithm provides an efficient and secure
consensus mechanism utilizing a set of nodes where “n” represents the maximum
number of faulty nodes the system can safely handle (see Figure 5) [31]. To make
decisions or approve transactions, PBFT requires the approval of at least two or
three of the nodes, ensuring distributed consensus without the need for the complex
mathematical calculations normally required in standard Proof of Work or Proof of
Stake algorithms [23].
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Fig. 5. Blockchain network architecture

Transaction processors: Figure 6 shows the “AllergyState” class that belongs to
the allergy transaction processor. Within the “AllergyState” class, there are several
methods that perform important functions in allergy record management.

[ @ AllergyState
-_context: Context

+save_allergy(allergyPayload: dict): void
+update_allergy(allergyPayload: dict): void
+delete_allergy(allergyPayload: dict): void
-_load_allergy(allergy_id: str): Allergy

@ Allergy

+allergy_id: str

+serialize_to_json(): str

+parse_from_payload(allergyPayload: dict): Allergy

+parse_from_json(data: str): Allergy

uses interacts with uses for address creation
>
@ Context
L | © Heper |
+set_state(data: dict, timeout: int): void |
+get_state(address: list, timeout: int): list bmake_address(allergy_id: str): slrj
+delete_state(address: list, timeout: int): void| o -

iJOE | Vol. 20 No. 15 (2024)

Fig. 6. Allergy transaction processor class diagram

The “save_allergy” method is used to register new allergies in the system. An
instance of the “Allergy” class is created, which is filled with the data provided in the
“allergyPayload” object. If, after confirming that an allergy record does not already
exist in the blockchain, a new address is generated, the data is encoded in JSON
format, and the new record is stored in the system context. The “update_allergy”
method is responsible for updating the information related to previously generated
allergies. It checks if the record to be updated already exists, and if so, it obtains the
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address of the record and stores the updated data in the system context. The “delete_
allergy” method allows deleting an allergy record, and like the previous methods,
it first checks if the record is registered in the network, and if so, proceeds to remove
it from the context. Finally, a private method called “load_allergy” is included, whose
function is to retrieve information about an allergy record. This method creates an
address from the record ID, obtains the state data associated with that address, and
decodes it to generate an instance of the record, or returns none if the record is
not found.

3.3 Phase 3: Interoperability design

Data model: Based on the HL.7 FHIR standard, the proposed framework selects
five resources: organization, patient, practitioner, allergy intolerance, and family
member history. Figure 7 illustrates the entity relationship model among these
resources.

—0~—0< PatientTransfer

Organization

o™
§ # /: j Attachment
2 o 5
e bo-- -
(Oé User -0 N —04 Patient I—Oé TransactionData
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1
1 C
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N
1
1
1
1
1
:
1
FamilyMemberHistory ~ PO—

Fig. 7. Entity-relationship diagram

Organization: Organizations can be classified as hospitals, clinics, laboratories,
or pharmacies. They have the authority to create and delete credentials for patients
and practitioners. Additionally, they license healthcare professionals to operate
within the system.

Patient: The patient is registered by an organization to access medical care. The
registration includes details such as name, gender, date of birth, address, and other
relevant information.

Practitioner: Practitioners must follow regional certification standards; in this
case, the system conforms to the Medical College of Peru standards and their corre-
sponding registration information. They can modify EHRs with prior consent from
the patient [32].

Allergy Intolerance: This resource links patient data with information about their
allergies, recording details such as clinical status, verification status, type of allergy,
allergy category, and criticality level.
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Family Member History: This resource includes relevant medical details about the
patient’s family members, such as health conditions, demographic data, reasons for
the absence of certain information, and other pertinent information.

3.4 Phase 4: Web application design

Figure 8 illustrates the web architecture of the proposed framework. The
“presentation layer” represents the graphical interface through which users interact
with the system and is deployed on an Azure App Service. The section “applica-
tion layer” presents the logic for managing medical records, mapping data accord-
ing to the HL7 FHIR standard, and interacting with IPFS. The section “data layer”
contains two components: an Azure SQL Server 2022 relational database for storing
non-medical information and IPFS for the decentralized storage of medical records
and other patient data. Finally, the section “blockchain layer” ensures the immuta-
bility, traceability, and security of medical records. In this layer, transactions related
to records management are recorded in a secure and decentralized manner. This
layer is developed using the Hyperledger Sawtooth platform and deployed on Azure
Kubernetes Services.

\Web Browser Presentation Layer Apzl;a}:t;g;Layer Data Layer
LA .’ ——
N e M8\ DXpress
» Version 4.18.2 SQL Server 2022
Web platform € —— > € - - - »|
1. Tailwind Version 13.4.19 n . d c
2. Typescript @
3. Node 1. Javascript
4. Css Version 12.20.0 IPFS
A
Blockchain Layer &

Hyperledger / API
Sawtooth :‘ :. \ . . P o
|‘—: A | =0
L \J Blockchain

- Global state
Transactio Consensus

Processors
Python |

o
-:.
o

| B

Events

Fig. 8. Architecture diagram

3.5 Data security measures

The following security measures are implemented to prevent phishing, brute
force, and man-in-the-middle attacks.

Spoofing attack: To mitigate spoofing risks, the platform uses API authentication
with short-lived JWT (JSON Web Tokens) and Azure Access Directory for user
authentication. In addition, role-based access control (RBAC) ensures that only
authorized users can access sensitive medical information.
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Brute force: Several protocols are used to ensure the confidentiality of the data.
Along with the standard username and password access, password policies require
1 special character, 1 capital letter, 1 number, and a minimum length of 8 characters
in order to increase the complexity of passwords, making them more difficult for
attackers to determine through brute force attacks. The number of login attempts
is also limited to three. This measure stops automated password guessing attempts
after a small number of failed attempts, temporarily locking the affected account.

Man-in-the-middle: The use of HTTPS ensures that all communications between
clients and servers are encrypted, preventing interception and manipulation of data
by attackers during transmission. In addition, transactions to the blockchain are
encrypted using the AES-256 encryption algorithm and signed by a user generated
private key [33]. This validates the transaction with a confirmed signature associ-
ated with the address of the issuing user, thus complicating forgery attacks.

3.6 Validation

An evaluation of the system’s performance in different scenarios was carried out
to determine the throughput and latency for different numbers of users. In addi-
tion, a survey was conducted with the participation of twenty-one patients and ten
health professionals who work in different medical entities across the city of Lima,
with the aim of surveying their perception of the quality of the proposed framework
based on the ISO/IEC 25000 standard that guides the evaluation of software quality,
usability, interoperability, security, and adaptability [34].

System performance evaluation. Dataset: A dataset of 1,000 synthetic patient
records in HL7 FHIR format generated by the open-source health data generator
Synthea was loaded into the system [35].

Environment configuration: The experiment was conducted using the following
hardware specifications for the client computer: Intel(R) Core (TM) i5-8300H
2.30 GHz processor, 24.0 GB RAM, 1600 MHz DDR4, and 1 TB SSD. The transac-
tion processors were developed in Python 3 using Sawtooth SDK version 1.2.5. The
REST API implemented for communication with the blockchain network uses Node.
js 12.20.0 and version 1.0.5 of the Sawtooth SDK. The consortium-type blockchain
network, composed of five nodes, used the PBFT consensus algorithm and was
deployed in a Kubernetes cluster on the client computer. The performance evalua-
tion of the system was carried out using Apache JMeter v5.6.3, with the experimen-
tal parameters detailed in Table 1 [36].

Table 1. Experimental parameters

Parameter Description Value
Number of threads (users) | The number of concurrent user requests 50, 100, 150, 200, 250,
(transactions) 300, 350, 400, 450, 500
Ramp-up period (seconds) | The time it takes for adding all user threads 1
Loop count The number of times to repeat the test 1
Same user on each iteration | Whether to use the same user(s) for each iteration | Yes

Performance metrics: The selected performance indicators, derived from the
research of Zaabar et al. and Hashim et al. are: ‘Latency’, the response time per
request made in the system, expressed in milliseconds (ms), and ‘Throughput’, the
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number of transactions that can be processed by the system per second, expressed
in transactions per second (TPS) [22], [31].

Validation of expert judgement. Additionally, a validation of the study was car-
ried out with expert judgement consisting of twenty-one patients and ten health pro-
fessionals evaluating the (i) training methods, (ii) system interaction, and (iii) survey
development.

Training: This was carried out virtually. The objective of the system was presented
and a demonstration of the main functionalities of the system was performed. This
stage lasted 15 minutes for each participant.

Interaction with the system: The experts were given access to the system to interact
with it for a period of ten minutes. During this phase, they carried out various actions,
such as logging in, accessing existing allergy and family history records, adding new
medical records, and managing access permissions to these records.

Survey development: Two online surveys were developed, one for patients (refer
to Table 2) and one for health professionals (refer to Table 3) using the Likert scale
(1 =strongly disagree, 2 = disagree, 3 = neutral, 4 = agree, and 5 = strongly agree).

Table 2. Patient survey questions

Category Question

Usability QPA1 Does the web platform facilitate access to your electronic health record?
QPA2 Can you easily share your medical records with other health professionals
when needed?
QPA3 Does the platform allow you to control who can access your
medical records?
Security QPA4 Do you feel that your information is protected on this platform?
Adaptability QPAS Would you recommend this platform to other patients for managing their
medical records?

QPA6 Overall, are you satisfied with your experience using this electronic health
record management platform?

Table 3. Health professionals survey questions

Category Question

Usability QPR1 Can you easily access your patients’ medical records?

QPR2 Does the platform allow you to add new medical records easily?

QPR3 [s it easy to request access to a patient’s medical record?

Interoperability | QPR4 | Do you consider that the platform adequately implements the HL7

FHIR standard?
Security QPR5 Do you consider that the information is protected on this platform?
Adaptability QPR6 | Would you recommend this platform to your colleagues?

QPR7 Overall, are you satisfied with your experience using this electronic health
record management platform?

4  RESULTS AND DISCUSSION

In Table 4, we compare our proposal with the reviewed studies, focusing on five
key aspects: access control, data encryption, interoperability, decentralized storage,
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and scalability. The comparison demonstrates that all the reviewed studies, includ-
ing our own, implement access control and data encryption to ensure the security
of medical information. However, our solution is distinguished by its use of the
HL7 FHIR standard, which is not employed by studies [8], [9], and [12]. In terms
of storage, while [11] and [12] rely on centralized solutions such as AWS S3, our
proposal uses IPFS, offering greater decentralization. Finally, in terms of scalability,
our Hyperledger Sawtooth-based solution outperforms the solutions in [9] and [10],
which use Ethereum, by avoiding its cost and speed limitations.

Table 4. Comparison between the proposed and related solutions

Ref Access Control Enc?;;)iion Interoperability Dec;r;;x:glized Scalability
(8] Y Y N Y Y
(9] Y Y N Y N
[10] Y Y Y Y N
[11] Y Y Y N Y
[12] Y Y N N Y
Proposed Y Y Y Y Y

The performance metrics are based on the TPS required to write and read both
family and allergy records, as shown in Figure 9. The family record and allergy
writing performances reached peak values of 8.22166 TPS at 200 transactions and
8.06257 TPS at 300 transactions, respectively (see Figure 9a). The family record and
allergy reading performances reached peak values of 8.09061 TPS at 150 transactions
and 7.86535 TPS at 50 transactions, respectively (see Figure 9b). Overall, the lowest
TPS across this proposed framework’s performance metrics was well above the
3.3750 TPS reported by Mauricio et al. [10].
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—e—Write Allergy Record Throughput —e— Read Allergy Record Throughput
—e— Write Family Record Throughput —e— Read Family Record Throughput

Fig. 9. Transaction throughput of the proposed framework

Figure 10 shows the minimum, maximum, and average latency in milliseconds
for family and allergy record write transactions. An average latency range was
obtained between 5,926 ms to 47,345 ms for allergy record writing transactions
(see Figure 10a) and between 7,856 ms to 51,836 ms for family record writing
transactions (see Figure 10b). The proposed framework requires 29,932 ms to
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perform 300 transactions, significantly reducing the 50 s latency that was found for
the same number of transactions reported by Majdoubi et al. [8].
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Fig. 10. The transaction latency of the proposed framework

Figure 11 shows the minimum, maximum, and average latency in milliseconds
for family and allergy record read transactions. An average latency range was
obtained between 4,783 ms to 44,674 ms for allergy record reading transactions (see
Figure 11a) and from 6,723 ms to 45,500 ms for family record reading transactions
(see Figure 11Db).
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Fig. 11. Transaction latency of the proposed framework

Overall, the data show that as the number of transactions increases, latency also
tends to increase for both writing and reading allergies as well as family records.
Additionally, write latency tends to be higher than read latency for both types of
records. These results demonstrate that the proposed system provides substantial
improvements over previous studies, efficiently handling a significant number of
transactions for both writing and reading family and allergy records. Thus, the
framework achieves higher throughput and lower latency compared to previous
solutions.

Figure 12 shows the results of the patient survey. More than 81% of the patients
“strongly agree” that the platform meets the criteria of “usability” (QPA1, QPA2, and
QPA3) and “adaptability” (QPAS and QPA6). Additionally, 76% of patients believe
that information is protected on the platform and “strongly agree” that it meets the
“security” criterion (QPA4).
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Figure 13 shows the results of the health professional survey. It shows that more
than 60% of respondents “strongly agree” that the platform meets the “usability”
criterion (QPR1, QPR2, and QPR3). Additionally, 70% “strongly agree” that the plat-
form meets the “interoperability” criterion by properly implementing the HL.7 FHIR
standard (QPR4). Furthermore, 60% of health professionals believe that the platform
adequately protects information and “strongly agree” that it meets the “security”
criterion (QPR5). Finally, 60% state that they would recommend the platform to their
colleagues (QPR6), and 80% are delighted with their experience (QPR7); that is, they
“strongly agree” that the platform meets the “adaptability” criterion.

QPA1 QPA2 QPA3 QPA4 QPAS
Usability Security Adaptability
mStrongly agree mAgree mNeutral mDisagree mStrongly dissgree

Fig. 12. Summary of responses to the patient survey

QpPsl Qpsa QPFs3 QP35 QFse QPsy
U=zbility Inter operability Security Adaptability

m Strongly agree mAgree  m Neutral mDisagree  m Strongly diszgree

Fig. 13. Summary of responses to the health professional survey

5 CONCLUSIONS

In this study, a framework for interoperability in EHRs management based on
blockchain, IPFS, and HL7 FHIR was presented. The proposal was carried out in
four phases: (1) blockchain architecture design, (2) blockchain network design,
(3) interoperability design, and (4) web application design. An analysis of the sys-
tem’s security against spoofing, brute force, and man-in-the-middle attacks was
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conducted, followed by an evaluation to determine the throughput and latency for
different numbers of users. In addition, a survey was performed with the participa-
tion of 21 patients and 10 health professionals involved in different medical entities
in Lima. The result demonstrates improved performance over previous studies.
These results indicate that the system can efficiently handle a substantial number of
transactions for both writing and reading family and allergy records.

Furthermore, a survey showed that patients and healthcare professionals felt
that the proposal meets the quality criteria of usability, interoperability, security, and
adaptability. In future work, the introduction of a mechanism for authorizing access
to the patient’s medical information through an electronic identity document could
increase security.
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