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ABSTRACT

Owing to its capability to offer remote services, the Internet of Things (IoT) has immersed
itself in all areas of our daily lives. However, this big use of IoT networks makes the user’s
data change insecurely in open channels vulnerable to malicious use. As a result, the security
of the user’s data in an IoT environment becomes a critical issue. Given that authentication
is a mechanism that may prevent hackers from retrieving and exploiting data communi-
cated between IoT devices, researchers have proposed many lightweight IoT authentication
schemes in the last decades. However, most of these schemes are based on two authentication
factors and are unable to ensure unlink ability, key secrecy, perfect forward secrecy, and resis-
tance to node capture, denial of service (DoS) attacks, stolen verifiers, denning-SSACO attacks,
and GWN bypassing. In this paper, we present an anonymous three-factor authentication
scheme based on elliptic curve cryptography (ECC), which can provide all security services
and resist well-known attacks. Then, based on informal security analysis and the formal secu-
rity proof using ProVerif we show that our provided scheme is secure and can resist known
attacks. Finally, we show the comparison result among our protocol and other protocols in
terms of computation overheads, communication overheads, and security features.

KEYWORDS
authentication, Internet of Things (IoT), elliptic curve cryptography (ECC), three-factor
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1  INTRODUCTION

Recently, the Internet of Things (IoT), as a large network that interlinked goods,
devices, and databases, has facilitated human daily life, providing remote manage-
ment of aspects including transportation, healthcare, energy, smart buildings, and
the surroundings [1], [2], [3], [4], [5], [6], [7], [8], [9], [10], [11]. Balasundaram et al. [12]
afford a smart healthcare diagnostics system that merges the IoT with recurrent neu-
ral networks. The object of the presented mechanism is to classify health anomalies
accurately. To manage car parks in a smart city, Amara Aditya et al. [13] present an
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intelligent car park based on IoT. They provide a framework that first assembles real-
time data, then analyzes this data, and provides the coordinates of an available place
at a nearby location. Using this immersed technology, users generate and exchange
an important data flow every day using insecure wireless communication networks.
As a result, this data becomes susceptible to illegitimate exploitation. Several solu-
tions may be placed in an IoT network to protect user’s data from malicious use. The
most important and efficient solution is authentication.

Authentication, generally, prevents the hacker from exploiting a customer’s data
even if it is extracted from a transmitted message; at the same time, it allows legiti-
mate entities to use this data freely and securely. Unfortunately, traditional authen-
tication schemes require high computational power, storage memory, and energy,
things that cannot be ensured by IoT devices known for their limitations. As a result,
lightweight authentication protocols have been immersed. During the previous ten
years, many lightweight authentication protocols have been proposed [14], [15],
[16], [17], [18], [19], [20], [21], [22], [23], [24], [25], [26], [27], [28], [29], [30], [31], [32],
[33], [34], [35], [36], [37]. However, the analysis shows that most of these protocols
are two-factor schemes and cannot provide unlink ability, key secrecy, and perfect
forward secrecy, nor resist node capture, denial of service (DoS) attack, stolen veri-
fler, denning-SSACO attack, and GWN bypassing.

Our article intends to provide a lightweight authentication and key accordance
scheme, which improves the robustness against well-known attacks and ensures
the required security services. The contributions under the proposed strategy are
as follows:

e We present a novel three-factor authentication and key accordance scheme using
a smart card, biometrics, and a password. The provided scheme will present two
reciprocal authentications: firstly, between the customer and the portal, and
secondly, between the portal and the smart device. Finally, we will establish a
session key between the customer and the device.

e The offered protocol is built on a one-way hash function, elliptic curve cryptogra-
phy (ECC), and random numbers.

e Informal security analysis and the simulation using ProVerif show the efficiency
of the afforded scheme and its robustness.

The remaining part of our paper is structured as follows: Section 2 presents
linked works. In Section 3, the provided protocol is presented. The informal and
formal examinations of security are presented in Section 4. Section 5 provides a
comparative analysis between our system and some others concerning calculation
overheads, communication costs, and security features. In Section 6, we conclude
the paper.

2 RELATED WORKS

Over the last few years, numerous authentication and key accords schemas were
suggested to guarantee secrecy and protection in IoT environments. Given that the
symmetric encryption process is very fast, needs short keys, provides an encoded
text of the same size or smaller than the original ordinary text, and requires fewer
resources compared with other mechanisms. It seems to be the most suitable mech-
anism for implementing IoT authentications. P. Gope and T. Hwang [38] introduced
a realistic authentication protocol helpful in WSN that may secure user anonymity,
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untraceability, and onward/backward secrecy. A. Ghani et al. [39] presented a crypt-
analysis of [38], and they confirmed that it is insecure upon user tracking stolen
verifier and DoS. More than that, A. Ghani et al. provided an improved symmetrical
key authentication scheme for IoT-based WSNs, and they demonstrated the ability of
their protocol to remedy the Gope and Hwang scheme’s weaknesses. The analysis of
the comparison result between their scheme and [38] shows that they have the same
communication cost. However, computational cost [39] has 52.63% effectiveness
over the basic schema.

Sadly, symmetric encryption has some weaknesses compared to public key
encryption mechanisms, which provide confidentiality, authenticity, and non-
repudiation. Recently, many researchers have conceived IoT authentication schemes
based on asymmetric encryption. D.Q. Bala et al. [40] presented an IoT authentica-
tion protocol that uses the CL-PKC technique. They proved that the suggested schema
was robust regarding node impersonation and replay attacks. N. Li et al. [41] pro-
posed a lightweight bi-directional authentication scheme for smart city applications
that is built on public key encryption. The provided protocol balances the effective-
ness and communication costs without compromising security. N. Li et al. proved
that their protocol was more performant than available protocols at that epoch.

Compared to public key cryptosystems such as RSA, El Gamel and quadratic-based
public cryptosystems, ECC demands a much shorter key length but still offers the
same security strength. Q. Jiang et al. [42] demonstrated that D. He et al.’s scheme [43]
is impressionable to harmful user imitation attacks and stolen smart-card assaults.
On the other hand, they illustrated that He et al.’s authentication scheme could not
ensure untraceability and was sensitive to traceability threats. They then came up
with a two-factor authentication scheme founded upon temporal-credential exploit-
ing the ECC for WSN, which provides the missing security features while preserving
the desired characteristics of the baseline scheme. Li et al. [44] reviewed Q. Jiang
et al’s scheme and offered another one that is based on three factors. The result
of the performance comparison displays that their scheme affords more security
features, all while keeping the same computational efficiency.

For more improvement, many other techniques were used in [oT authentication.
M. A. Qureshi [45] proposed PUF-IPA, an authentication system using physically
unclonable functions that ensure bolstered resistance over security threats in com-
parison with earlier protocols based on the same basics. Results analysis shows the
robustness of PUF-IPA. M. T. Hammi [46] presented an unfocused IoT authentication
scheme using blockchain, which ensures a robust certification of IoT devices. Using
C++ language and the Ethereum blockchain, the proposed protocol was imple-
mented, and the results show its efficiency and low cost.

3  MATERIALS AND METHODS

In this section, we outline the steps followed to construct our authentication pro-
tocol. Generally, there are three steps: review study, classification and cryptography
method selection, and implementation and examination.

The review was an exhaustive study of some authentication schemes published
from 2019 to 2024. This study explored authentication schemes focusing on cryptog-
raphy techniques and authentication factor numbers. In this step, we have defined
some research directions that need special interest to overcome the gap in existing
[oT authentication and the cryptography methods most used in authentication: ECC,
blockchain, and hash functions.
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In the second step, we studied the characteristics of each cryptography method.
As aresult, blockchain-based authentication can provide high-security performance.
However, it requires high energy, high computational cost, and expensive storage
overhead. On the other hand, ECC can also allow high security and low latency, using
less computation power and memory resources. While hash function-based authen-
tication requires less computer power and does not provide a high-security level.
Finally, we choose ECC because of the limited nature of IoT devices.

In the third step, we developed our authentication scheme, as explained in
Section 4. Then, we evaluated the proposed scheme using the AVISPA tool, as demon-
strated in Section 5. Finally, we examined the scheme based on security features and
computation and communication costs, as explained in Section 6.

4  RESULTS: THE PROPOSED SCHEME

Inthatpart, we provide an anonymous and multi-factor IoT authentication scheme
using ECC. Our mechanism includes five stages, which are the initialization stage, the
sensor addition stage, the registration stage, the login and authentication stage, and
the password change stage. Figure 1 illustrates the network model and the different
stages. Table 1 presents the required notations.

Table 1. Notations

Notation Description

U User
Sensor
ID, User identity
SID, Sensor identity
PW, User password
GWN Gateway
K, Gateway secret key
h() One-way hashing function
SK Session key
Gen () Fuzzy extractor generation procedure
Rep () Fuzzy extractor reproduction procedure
K, R, K, R, Rg, R, 1l Random numbers
T, Timestamp
Bio, User biometric model
@ Xor procedure
| String concatenation procedure
p The generator points on the curve
AT Maximum transmission delay
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Gateway | Registration information

Ppub h(.), Gen () and Rep (1)
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egistration request

[ User J < Login and authentlcatlon >

Fig. 1. System model

Sensor J

4.1 Initialization phase

In the initialization stage, the gateway (GWN) chooses an arbitrary number KG as
the private key, chooses P, an elliptical curve generator points and a warrant hashing
function, and calculates Ppub = KG. P as the GWN public key. Then, it publishes these
elements with the generation and reproduction algorithms of the fuzzy extractors
Gen () and Rep ().

4.2 New sensor addition phase

In this stage, the Gateway produces an identity SIDj for the sensor, stores this
identity in its database, then calculates the value C =h (SIDj| | KG), and then it sends
{SIDj, C, P} to the sensor, which stores them in its storage.

4.3 User registration phase

To complete the enrollment stage, the user must go through three steps:

First step: the user U adopts his identity IDi and keyword PWi, scans his fin-
gerprints, and generates a random number r1 to calculate the pseudo identifier
HID = h (IDi] |r1), then he calculates H = HID @ h (IDi| |PW1i) to hide HID. Then,
using a fuzzy extractor, it generates Ri and Pi, (Ri, Pi) = Gen (Bioi), and it calculates
HPW =h (PWi| |Ri)and W=HPW @ h (IDi | | PWi). Thereafter, the user communicates
HID and HPW to the gateway.

Second step: the Gateway calculates A = h (HID| | KG|HPW) and sends it to the
user after storing HID in its database.

Third step: the user calculates B=A @ h (IDi| | PW1i) and stores {H, Pi, W, B, Rep (.),
h (), P} in a smart card.

4.4 Login and authentication phase

In this phase, the contact between the user, the portal, and the [oT device is estab-
lished by an open broadcaster. The procedures of this phase are pictured in Figure 2,
which illustrate the parameters stored by each entity and are further detailed below.
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First, after inserting the smart card, entering the user IDi and password PWi,
and scanning the fingerprints Bioi, the user reconstructs Ri using the Rep algorithm;
Ri=Rep (Bio, Pi), then computes HPW =h (PWi| |Ri) and HPW* =W @ h (IDi| [ PW1i)
and checks if HPW = HPW* If the values are identical, it generates T, Ku, Ru, and
it calculates HID = H @ h (IDi| |PWi), A=B @ h (IDi| |PWi), M1 =h (A| |T1||Ruw),
M2 = Ku.P, and M3 = h (Ku.Ppub) @ (HID | |HPW | |Ru| | SIDj). Finally, it sends the
message {M1, M2, M3, T1} to the gateway.

After getting the user message, the gateway generates T2, checks the freshness of
T1, recovers HID, HPW, Ru, and SIDj from M3 as illustrated in Figure 2 and checks
the following equality: M1 =h (h (HID| | KG| |HPW)| | T1| |Ru). If the equality is true,
the gateway generates Rg and RG and calculates M4 and M5, as depicted in Figure 2.
Finally, it sends the message {M4, M5, RG, and T2} to the IoT device.

Then, right when the sensor receives the message sent by the gateway, it generates
T3, verifies the validity of T2, and then it recovers Ru, Rg, and HID from the M5, it
checks the next equality M4=h(C| | T2| |Rg| | HID). If the equality is true, it generates
ks and Rs, and it calculates SK =h (Ru||Rg]| |Rs), M6, M7, and M8. At the end, the
sensor sends the message {M6, M7, M8, T3} to the gateway.

When the gateway gets the sensor message, it generates T4, checks the fresh-
ness of T3, recovers Rs and SK from M8, and checks the following equality:
M7 =h (h (SIDj| |KG)| | T3] |Rs| |HID). If the equality is true, it calculates M9 and
M10. Ultimately, it transmits the message {M9, M10, T4} to the user.

During the last step, afterward, obtaining the gateway message, the user generates
T5, tests the freshness of T4, recovers Rs, Rg, and SK from M9, and checks the follow-
ing equalities: SK=h (Ru| |Rg| |Rs) and M1 =h (SK| |HID | | Rg|T4). If these equali-
ties are true, authentication is complete, and the session key between the user and
the 10T device is SK.

User: SC={H, Pi, W, B, Rep (.),h (). P}

Insert smart card, Input ID;", Pw;", Bio;"

R;=Rep(Bio;", P;)

HPW*=h(PW;*|R;)

Verify : HPW'=W @ h(ID;"|PW,")

Generate T,

Select randomly k, R,

HID=H@h(ID;||PW;)

A=B@h(ID;||PW;)

M;=h(A[T,[R,)

M,=K,.P

M;=h(K., Ppub)e (HID|[HPW|R[SID;)
{Mh MB’ MS’ Tl}

Generate T

Verify Ts-T,< AT

R{R|[SK= MyBh(K,.Ppub)
Verify : SK= h(R,[R.[R,)
Verify : M= h(SK|[HID|[R|[T,)

Gateway :{K, SIDj, HID}

Generate T,

Verify T,-T, < AT

HID|HPW|R,[ISID; = M3h(Ks.M, )

Verify : M= h(h(HID||Ks|[HPW)||T,|[R,)

Select randomly Ry, Rg

M= h(h(SID;K)[T /R [ HID)

Ms= (R/[Ry[HID)Dh(R; [|h(SID;[|Kg)[ISTD;)
{M4v Miv TE’ RG}

Generate T,
Verify T;-T3< AT
R,SK = Mg@h(KgMg)
Verify : My= h(h(SIDj[K¢)|[ T3[R [HID)
Mo= (RJR[SK)Bh(K . M)
M= h(SK[[HID|IR,/[T,)
My, My, Ty}

_

Sensor : {SIDj, C, P}

Generate T;

Verify T3-T,< AT

Verify :My=h(C|T,[|R,||HID)
Select randomly kg, R

)| SK=h(R [R[R))
| Mg=K,.P

M= h(C|[T;|R[[HID)
Mg=h(K,.Ppub)B (R,|SK)
{Mg, M, Mg, T}
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4.5 Password update phase

In this stage, the user first enters his username and password, then recovers Ri
using the Rep algorithm Ri = Rep (Bioi, Pi), then calculates HPW = h (PWi| |Ri) and
HPW*=W @ h (IDi| | PW1i) and checks if HPW = HPW* If the values are identical, the
user provides his new password, and then he calculates the new values of W, H, and
B, as mentioned in Figure 3. Finally, it replaces the values of W, H, and B in the smart
card with the up-to-date values.

Input IDi*, Pwi*, Bioi*

R;=Rep(Bioi*; P;)

HPW*=h(PW’|R))

Verify : HPW*=W @ h(ID;"|PW;")

Select Pw;tew

Wiew = h(PW; " |R;)@h(ID; [PWe)

Heew = Hh(ID[PWy) @ h(ID;|[PW;rew)

Buew =B@Ph(ID;||PW,;)Ph(ID;||PW;2eW)

Update W, H et B using W2V  HieW et B2Win
the smart card.

Fig. 3. Password update phase

5  SECURITY ANALYSIS

About the Dolev-Yao threat paradigm [47], we describe the capabilities of a hacker-
like way:

e The attacker can spy on all communicated information via a public canal.

e The attacker may alter, add, replay, and redirect spyware messages.

o If the attacker gets the smart card from a customer, he may obtain all the infor-
mation stored in this chip.

o Ifthe hacker captures a device, he can get all the data kept in this device’s memory.

e The adversary could be a legal user.

5.1 Informal security examination

Mutual authentication. In the provided protocol, the gate authenticates the user
by comparing M1 with h (h (HID|KG| |HPW)| |T1||Ruw). Then, the sensor authen-
ticates the gateway by checking the following equality: M4 = h (C| | T2| |Rg| | HID).
Then, the gateway authenticates the sensor by evaluating the following equality:
M7=h (h (SIDj| |KG)| |T3| |Rs| | HID). Finally, the user authenticates the gateway by
ensuring the following equality: M10 =h (SK| |HID | |Rg| | T4). Hence, our proposed
mechanism offers mutual authentication.

Anonymity and untrace ability. In our protocol, HID =h (IDi] |r1) is included in
M1, M3, M4, M5, and M7. According to the attack model, the opponent can have these
messages. But it cannot extract HID from either M1, M4, or M7 because of the hash
function or from M3 and M5 for reasons of the insolubility of the Computational
Diffie-Hellman and the gateway secret key, respectively. In addition, even if it
could know HID, it cannot extract IDi since it is hidden using r1 and function h (.).
Therefore, the introduced protocol responds to the security standards for anonymity
and untraceability.
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Key security. Session key privacy requires that at the close of the authentication
and key agreement phase, no one can recognize the session key except the cus-
tomer and the gate. In our diagram, the session key is obtained as follows:
SK=h (Ru| |Rg| |Rs). GWN is a trusted node, so the attacker cannot know KG. So even
though an opponent may discover all the hidden data of the user Ku. P and Ks. P, he
cannot calculate Ru, Rg, and Rs due to the untraceability of the CDH problem. On top
of that, these values are random and change from one session to another. For these
reasons, the protocol presented provides for the secrecy of session keys.

Impersonation attack. To impersonate the consumer, the pirate must calculate
the message {M1, M2, M3, T1}, which is impossible without having HID, HPW, and
A. Assuming that the attacker may steal the smart card, he cannot extract HPW from
W =HPW @ h (IDi| |PWi), nor A from B=A @ h (IDi| | PW1i), nor HID from H = HID
@ h (IDi| | PWi) since it has not the user’s login and password.

To usurp the identity of the GWN, the attacker must calculate the messages
{M4, M5, T2, RG} and {M9, M10, T4}; for this, it must first extract HID, Ru, and SIDj
from M3, which is impossible without having the secret key KG of the GWN.

Finally, the impersonation of the sensor requires the calculation of the message
{M6, M7, M8, T3}, which is impossible without C and RG. Therefore, this type of
attack does not exist in our scheme.

Replay attack. Suppose an opponent intercepts and replays the message {M1, M2,
M3, T1}; the repeated message couldn’t pass the GWN validation procedure if the
timestamp is not valid. In addition, even if the opponent tries to modify T1 in the
authentication demand, he couldn’t modify the value of M1 without knowing
A and Ru. The same goes for messages generated by the GWN and the sensor, so this
kind of raid is impossible in our scheme.

Node capture. Capturing a sensor allows the attacker to know SIDj, C, and P, but
because of the hashing function, the hacker may not discover KG. As such, capturing
a sensor will not impact other sensors.

Denial of service. Because of the use of random values and timestamps, the
attacker cannot trace the user by recording messages {M1, M2, M3, T1} because
these message’s arguments adjust by session variation, so he cannot change these
messages. Therefore, this threat has no influence on our protocol.

Insider attack. This type of attack can occur when a legitimate (authenticated)
user steals the password to use it to make another login request. In the proposed pro-
tocol, we used a hidden form of password HPW = h (PWi| | Ri) where (Ri, Pi) = Gen
(Bioi). So even if the attacker could find HPW, he can’t recover PWi because of the
hash function and Ri. For this reason, there are no internal threats in our protocol.

Stolen verifier. The portal doesn’t contain any data corresponding to the check-
ing table. Consequently, this attack does not exist in our diagram.

Denning-SSACO. This type of attack indicates the capability to extract a long-term
secret key, such as a keyword, portal confidential key, or session key, from the previ-
ous session key. For the suggested protocol, this attack is impossible since the session
key is calculated using random values and does not contain any long-term keys.

Smart card loss. As already cited in the previous paragraphs, the data kept in the
chip card does not allow an adversary to go through verification without knowing
IDi, PWi, and Bioi.

Password guessing. In this mechanism, M1, M2, and M3 are communicated
using a public canal; even when an opponent spies on the conversation and gets the
messages, he may not infer the keyword. To find HPW, it is necessary to solve the
CDH problem. In addition, it cannot extract PWi from HPW.
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On the other hand, once the data saved in the smart card has been extracted, the
user can get B=A @ h (IDi| |PWi) and W =HPW @ h (IDi| | PWi). However, to find
PWI, it must have IDi and Ri, which is impossible. That is why this type of assault
cannot impact our system.

GWN Bypassing. We talk about a gate bypass assault once a legal, nonetheless,
noxious consumer or a hacker may pass the verification stage without notifying
the portal to complete its task. To do this, it must transmit a message {M4, M5, T2,
RG} where M4 = h (h (SIDj| |[KG)| | T2| |Rg| |HID), M5 = (Ru| |Rg| |HID) @ h(RG | |
h(SIDj | | KG)), correct to the Sj sensor, which is impossible without knowing the pri-
vate gateway key. Therefore, this attack is not possible in our protocol.

The man in the middle. Imagine an opponent can intercept a legitimate con-
nection demand {M1, M2, M3, T1}. He cannot falsify this message since he does not
know Ru, Ku, IDi, and PWi. In conclusion, our protocol prevents MITM attacks.

5.2 Formal security examination

In this part, the start is by explaining the usefulness of the ProVerif tool that is
employed to formally analyze the security of the provided scheme. Next, we discuss
the attained outcomes of this simulator. ProVerif is an automatic checker known
for cryptographic protocols defined in the Dolev-Yao model. Admitting that cryp-
tographic primitives are idealized, ProVerif checks the security properties of secret,
authentication, and observational equivalences. This tool checks the protocol for an
unlimited number of executions (sessions). The protocols are modeled and checked
using the process calculation syntax of Blanchet et al. [48].

As presented in Figure 4, we have defined channels for data transmission
among the network entities. The first channel, ch1, is used to transmit requests and
responses between the user and the GWN, and the second channel ch2 is used to
establish communication between the GWN and the IoT device. Base types, con-
stants, variables are also defined in this part. Furthermore, hash function, XOR and
ECC operations and some auxiliary procedures are also presented. Figure 5 shows
the events and the attacker’s query model. Our protocol contains six events, namely
ULoginPhase () means the user login phase, UAuthenticationPhase () means user
authentication by the gateway, GWNAuthentication () means gateway authen-
tication by the sensor, SNSessionKey () means the calculation of the session key
by the 10T device, UserSessionKey () means its calculation by the costumer and
SNSAuthenticationPhase () means sensor authentication by the user.

Actions of every entity are structured as in Figures 6, 7, and 8, which show the
user process, the gateway process, and the sensor process, respectively. Generally,
the user process includes connection request construction, authenticating the GWN
and the sensor, and computing the session key. The GWN includes a connection
request check, computes the sensor node requisition, verifies the device response,
and calculates the parameters of the user response message. The sensor process
includes GWN authentication and the response construction. By the end, the three
entities are authenticated by each other, and a session key is generated. Figure 9
illustrates the principal process.

Figure 10 illustrates the simulation result. It shows that the mutual authentication
process is executed in sequence. In addition, the provided mechanism may ensure
the security of the session key, the user’s identity, the user’s password, and the GWN
private key.
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(*--the two public channel--*) A
free chnl:channel.

free chn2:channel.

(*--the basic type--*)

type User.

type Server.

type Sensor.

type Key.

type nonce.

type fingerprint.

type timestamp.

(*--the basic variables--*)

free IDi: bitstring[private].

free SIDj: bitstring[private].

free BIOi: fingerprint[private].

free KG: bitstring[private].

free SK: bitstring[private].

free Pi: bitstring[private].

free P: bitstring.

free user: User.

free server: Server.

free sensor: Sensor.

fun Hash(bitstring):bitstring.

fun BH(bitstring,fingerprint):bitstring.
fun Gen(fingerprint):bitstring.

fun Rep(fingerprint,bitstring):bitstring.
fun bit_timestamp(timestamp):bitstring.
fun bit_Key(Key):bitstring.

fun bit_nonce(nonce):bitstring.

fun Key_bit(bitstring):Key.

fun EccMul(bitstring,bitstring):bitstring.
fun EccAdd(bitstring,bitstring):bitstring.
reduc forall p:bitstring, ml:bitstring, d:Key, m2:bitstring;
EccSub(Eccadd(p,m1),d,m2)=p.

fun XCR(bitstring,bitstring):bitstring.
equation forall x:bitstring, y:bitstring;
XOR(XOR(X,Y),¥)=X.

fun Cen(bitstring,bitstring):bitstring.
reduc forall x:bitstring, y:bitstring;
split{con(x,y))=(x,¥).

fun checktimestampfresh(bitstring,bool):bcol
reduc forall T:bitstring;
checktimestampfresh(T,true)=true

otherwise forall T:bitstring; S
checktimestampfresh(T,false)=~Ffalse. y

Fig. 4. Definitions

or enter your protocol below:

(*--events--*) -
event ULoginPhase(User).

event UAuthenticationpPhase(User).

event UserSessionkey(User).

event SNSAuthenticationPhase(Sensor).

event SNSessionKey(Sensor).

event GuNAuthentication(Server).

(*--queries--*)

query attacker(IDi).

query attacker(SK).

query attacker(Pwi)

query attacker(KG).

query inj-event(UauthenticationPhase(user))==>inj-event(ULoginPhase(user)).

query inj-event(GwNAuthentication(server))==>inj-event(UAuthenticaticnPhase(user)).
query inj-event(SNSessionkKey(sensor))==>inj-event(GuNauthentication(server)).
query inj-event(UserSessicnkey(user))==>inj-event(SNSessionKey(senser)).

query inj-event(snsauthenticationPhase(sensor))==>inj-event(Usersessionkey(user)).

Fig. 5. Events and queries
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or enter your protocol below:

(*--process of user--*) -
let userpProcess(IDi:bitstring, Pwi: bitstring, BIOi: fingerprint, TO: bitstring,
H:bitstring, W:bitstring, B:bitstring, P:bitstring, SIDj: bitstring, PKG:bitstring)=

let sigma=Rep(BIOi,TO)in

let nHPW=Hash(Con(PWi,sigma))in

if nHPW=XOR(W,Hash(Con{IDi,Pwi))) then

event ULcginPhase(user);

new nKu: nonce;

new nRu: nonce;

new nTl: timestamp;

let Ku=bit_nonce(nKu)in

let Ru=bit_nonce(nRu)in

let T1=bit_timestamp(nT1)in

let HID=XOR(H,Hash(Con(IDi,PwWi)))in

let HPW=XOR(W,Hash(con(IDi,PwWi)))in

let A=XOR(B,Hash({Con(IDi,Pui)))in

let M1=Hash(con(A,Con(T1,Ru)))in

let M2=EccMul(Ku,P)in

let M3=XOR(Hash{EccMul(Ku,PKG)),Con(HID,Con(HPW,Con(Ru,SIDF))))in

cut (chnl,(M1,M2,M2,T1));

in(chnl, (M9:bitstring,M18:bitstring,T4:bitstring));

if checktimestampfresh(T4,true)then

let(Rs:bitstring, Rg:bitstring, sK:bitstring)=Split(XOR(M9,Hash(EccMul(Ku,PKG))))in

if sk=Hash(Con(Ru,Con(Rg,Rs)))then

let nM1e=Hash(Con(SK,Con(HID,Con(Rg,T4))))in

if M1e=nM1@ then

event UsersSessionkey(user); N
event SNSAuthenticationPhase(sensor). A

Fig. 6. User process

or enter your protocol below:

(*¥--Process of GuN--*)

let GuNProcess(PKG:bitstring, P:bitstring, KG:bitstring)=

in(chni, (M1:bitstring, M2:bitstring, M3:bitstring, T1l: bitstring));
if checktimestampfresh(T1,true)then

let(HID:bitstring, HPW:bitstring, Ru:bitstring,
SIDj:bitstring)=Split(XOR(M3,Hash(EccMUl(KG,M2))))in

if Ml=Hash(Con(Hash(Con(HID,Con(KG,HPW))),Con(T1,Ru)))then

event UauthenticationPhase(user);

new nRg: nonce;

new nRG: nonce;

new nT2: timestamp;

let Rg=bit_nonce(nrg)in

let RG=bit_nonce(nRG)in

let T2=bit_timestamp(nT2)in

let M4=Hash(Con(Hash(Con(SIDj,KG)),Con(T2,Con(Rg,HIL))))in

let MS=XOR(Con(Ru,Con(Rg,HID)),Hash(Con(RG,Con(Hash{Con(SID]j,KG)),SID]j))))in
ocut(chn2, (M4,M5,T2,RG));

in(chn2,(M6:bitstring, M7:bitstring, MS:bitstring, T3:bitstring));
if checktimestampfresh(T3,true)then

let(Rs:bitstring, sSK:bitstring)=Split(XOR(MS8,Hash(ECCMUl(KG,M6))))in
if M7=Hash(Con(Hash(Con(SIDj,KG)),Con(T3,Con(Rs,HID))))then

let M2=XOR(Con(Rs,Con(Rg,SK)),Hash(ECcMUl(KG,M2)))in

new nT4: timestamp;

let T4=bit_timestamp(nT4)in

let M1e=Hash(Con(SK,Con(HID,Ccn(Rg,T4))))in

cut(chn2, (M9,M1e,T4)). Y

—_—

Fig. 7. GWN process
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or enter your protocol below:

(*--process of sensor node--*)

let SensorProcess(c:bitstring, SIDj:bitstring, P:bitstring, PKG:bitstring)=
in(chn2, (M4:bitstring, MS:bitstring, RG:bitstring, T2:bitstring));
let(Ru:bitstring, Rg:bitstring,
HID:bitstring)=Split(XOR(M4,Hash(Con(RG,Con(c,SIDj)))))in

if M4=Hash(Con(c,Con(T2,Con(Rg,HID))))then

event GUiNAuthentication(server);

new nT3: timestamp;

let T3=bit_timestamp(nT3)in

new nKs: nonce;

new nRs: nonce;

let Ks=bit_nonce(nKs)in

let Rs=bit_nonce(nRs)in

let SK=Hash(Con(Ru,Con(Rg,Rs)))in

let M6=EccMul(Ks,P)in

let M7=Hash(Con(c,Con(T3,Con(Rs,HID))))in

let M8=XOR(Con(Rs,SK),Hash(EccMul(Ks,PKG)))in

event SNSessionKey(sensor);

out(chn2, (M6,M7,M8,T3)).

Fig. 8. Sensor process

or enter your protocol below:

(*--Main process--*)

process

neéw nrl: nonce;

let ri=bit_ncnce(nri)in

let HID=Hash(Con(IDi,r1))in

let H=XOR(HID,Hash(Con(IDi,Pwi)))in

let PKG=EccMul(KG,P)in

let c=Hash(Con(SIDj,KG))in

let (sigma:bitstring,TO:bitstring)=Gen(BIOi)in
let HPW=Hash(Con(PwWi,sigma))in

let W=XOR(HPW,Hash(Con(IDi,Pwi)))in

let A=Hash(Con(HID,Con(KG,HPW)))in

let B=XOR(A,Hash(Con(IDi,Pwi)))in

(
(!userProcess(IDi,Pwi,B10i,T0,H,W,8B,P,SID],PKG)) |
(! GaNProcess(PKG,P,KG)) |
(!SensorPreccess(c,SIDj,P, PKG))

) Y

Fig. 9. Main process

ProVerif text output:

verification summary:

Query not attacker(sx[]) is true.

Query not attacker(IDi[]) is true.

Query not attacker(PwWi[]) is true.

Query not attacker(kG[]) is true.

Query inj-event(UauthenticationPhase(user[])) ==> inj-event(ULcginPhase(user([])) is true.

Query inj-event(GwNauthentication(server[])) ==> inj-event(UAuthenticationPhase(user[])) is true.
Query inj-event(SNSessionkey(sensor[])) ==> inj-event(GwMAuthentication(server[])) is true.

Query inj-event(UsersessionkKey(user[])) ==> inj-event(SnsessionkKey(sensor([])) is true.

Query inj-event(SNSauthenticationPhase(sensor[])) ==> inj-event(UserSessionkKey(user[])) is true.

Fig. 10. Results
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6  DISCUSSION: PERFORMANCE AND COMPARATIVE ANALYSES

In this part, we will present the comparison results of our provided protocol with
some other schemes regarding computational requirements, communication needs,
and security performance.

6.1 Security performance

Table 2. Security features and resistance against attacks

Protocol F, F, F, F, F, F, A, A A A A A A A A A, A,
[49] v vivivi v iviviv]|_|_|_-|_|v]|v]_
[50] 7 _lvl_lv vl _ viviv|v]_]|_
[51] v v v _ vV viv]_|v v
[52] 77 7 AR 72 (72 [ 7 _| v
53] viiv]_|v I BV BV I S R BV R R R R
[54] vivivi|iv|iv v v v v]|v]|_|v]_|v]|_-]|_]|Vv
[55] viviviv|iv|_ | |v|_|-|-|-]-]- |-

ourprotocol | V |V [V [V [V v v |v|v|v|v|v|v|v|v]|V]|~

Notes: F: mutual authentication, F,: Anonymity, F.: unlink ability, F,: key agreement, F: key secrecy,
F,: perfect forward secrecy, A,: Impersonation attack, A,: reply attack, A,: node capture, A : DoS attack,
A Insider attack, A Stolen verifier, A : Denning-SSACO attack, A,: password guessing, A,: smart card
loss, A, GWN bypassing, A,,: man in the middle.

As mentioned in Table 2 and the security analysis section, the suggested mech-
anism provides the best achievement, resisting all known IoT raids and deliver-
ing all security characteristics required in an authentication scheme, including
perfect forward secrecy and mutual authentication. However, the authors of
[49] cannot prove that their scheme is safe against stolen verifier, DoS assault,
Insider attack, denning-SSACO assault, GWN bypassing, or MITM assault. Authors
of [50] cannot ensure that their scheme provides anonymity, unlink ability, key
secrecy, or resistance against impersonation attacks, node capture, smart card
loss, GWN bypassing, or man in the middle. Authors of [53] cannot prove its
resistance against node capture, insider attack, denning-SSACO attack, password
guessing, smart card loss attack, GWN bypassing, or that it ensures unlink abil-
ity, key secrecy, or forward secrecy. More than that, [53] is not safe regarding
DoS attacks. Authors of [55] cannot demonstrate that their protocol provides per-
fect forward secrecy or withstands impersonation raids, node capture raids, DoS
raids, insider raids, stolen verifier, denning-SSACO attacks, password guessing, or
GWN bypassing.

6.2 Computation overheads
In this subsection, we will compare the calculation requirement of the login

and authentication phase of our scheme with the requirement of some related
schemes based on ECC. The result of our comparison is summarized in Table 3.
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The notation Th is described as the temporal need for a one-way hashing oper-
ation, Te is the temporal need for ECC multiplication, Tsig is the temporal need
for a HECDSA signature generation and verification execution, Ts is the temporal
need for symmetrical encoding and decoding, and Tf is the temporal need of the
fuzzy extractor. The cost of calculating the operation or exclusive is generally
overlooked because it requires minimal calculations. According to [23], using a
processor: Intel(R) Core(TM) i7-6700@ 3.4 GHz, the medium times of used pro-
cedures are as follows: Th = 0.0001, Te = 0.442, Tsig = 3.1920, Ts = 0.0026, and
Tf =~ 0.442.

In our proposed protocol, the user requires 7Th + Tf + 2Te to construct the connec-
tion demand, perform the necessary checks, and calculate the session key. The GWN
requires 9Th + 2Te to check the connection asking, compute the sensor node requi-
sition, verify the device response, and calculate the parameters of the user response
message. The sensor requires 6Th + 2Te to confirm the validity of the verification
equations and calculate the response for the gateway. Therefore, for completing the
login and authentication phase, our protocol needs 22Th + Tf + 6Te. Overall, all com-
pared protocols have very close requirements, excluding [53]. Although our scheme
is not the fastest, it requires only about 3 ms to execute.

Table 3. Computational cost comparison

Scheme Gateway Sensor Execu(tl\i/i)sl; s
[49] 7Th + 3Te 10Th + Te 6Th + 2Te 23Th +6Te 2,6543
[50] 5Th 6Th +4Te 2Th + 2Te 13Th + 6Te 2,6533
[51] 7Th + 3Te + 1Tf 7Th + Te 4Th + 2Te 18Th + 6Te + Tf 3,0958
[52] 9Th + 3Te 9Th + Te 7Th + 2Te 25Th + 6Te 2,6545
(53] B B B 15Th +.2Tf+ 4Ts 9,9319
+ 2Tsig + 6Te
[54] 5Th + 3Te S5Th+2Te+Ts | 3Th+3Te+Ts | 13Th + 8Te + 2Ts 3,5425
[55] - - - Ts+15Th +6Te 2,6561
Our protocol | 7Th + Tf+ 2Te 9Th + 2Te 6Th + 2Te 22Th + Tf + 6Te 3,0962

6.3 Communication overheads

Table 4 presents the comparative results among the suggested scheme and some
other schemes regarding communication overheads; it also provides the number
of messages communicated in the login and authentication phase. In line with [52],
the size of the identity, random nonce, timestamp, hashing function output, sym-
metrical encoding and decoding block, and the length of a point in an elliptical
curve are respectively 128 bits, 128 bits, 32 bits, 160 bits, 256 bits, and 320 bits.
The analysis of Tables 2, 3, and 4 shows that the schemes with less computational
and communication cost, such as [55], cannot ensure an acceptable resistance
against attacks. However, the proposed scheme provides an acceptable communi-
cation cost compared to related schemes, given their resistance against attacks and
computational costs.
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Table 4. Communication cost comparison

Protocol Total Messages Total Communication Cost

[49] 4 3456
[50] 4 2304
[51] 3 2112
[52] 4 3552
[53] 3 -
[54] 6 3456
[55] 4 2144

Our protocol 4 2912

Based on this performance analysis, the proposed scheme required tolerable com-
munication and computation costs while it provided a high level of security require-
ments and resisted all well-known attacks as mentioned before. Therefore, we may
conclude that the combination of ECC with user biometrics presents a multi-factor
authentication scheme that outperforms other existing methods, particularly in real-
world scenarios, considering that its execution time is only 3 ms, which would show
no appreciable retardation in the eyes of any human being.

7  CONCLUSION

Overall, IoT security has been a real issue in its deployment, the thing that leads
researchers to design a diversity of authentication schemes to secure exchanged
data in IoT networks. However, most of those schemes present some vulnerabilities,
especially in guaranteeing the anonymity of the customer. As far as we know, the
most part of IoT authentication schemes are built on two factors. In our paper, we
provided an anonymous authentication scheme built on three factors using ECC,
which combine knowledge, possession, and attributes to provide a high level of
safety. Then, the results of our informal analyses proved that the protocol is robust
regarding well-known IoT assaults, particularly the Denning-SSACO attack, smart
card loss, GWN bypassing, and MITM. Thereafter, the formal analyses under the
ProVerif simulator confirm that our protocol answers all security requirements.
Ultimately, we compared our protocol with some related schemes based also on ECC.
This comparison demonstrates that the proposed mechanism presents a reduced
cost of computation and communication regarding its security level.
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