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Abstract—Authentication mechanism is the basis of access
control and data exchange. In wireless sensor networks, the
vulnerability of network nodes and complexity of communi-
cation protocols pose a huge challenge for designing authen-
tication mechanism in such environment. In this paper, we
study the authentication mechanism in wireless sensor net-
works based on trust between nodes. We use the interaction
history of nodes for recommendation trust computation, and
the interaction history comes from the interactions between
nodes. We design a penalty mechanism for hostile nodes
based on the TCP congestion control protocol, and present a
loyalty based trust recommendation evaluation algorithm.
Massive experiments validate the efficiency and effective-
ness of the proposed approach.

Index Terms—wireless sensor networks; authentication;
trust; network security

L INTRODUCTION

Wireless sensor networks are the combination of com-
puting, communication and sensors, and they can be used
to acquire and process data in an absolutely new way [1].
Nowadays, Wireless sensor networks have been exten-
sively deployed in environment monitoring [2] healthcare
[3], industrial control [4], military field [5], and so on.
With the rapid development of sensors and related tech-
niques, wireless sensor networks are more and more ubiq-
uitous. Just like Internet on the Web, people and their
environment will eventually be an Internet of things [6].
However in many applications, people have very high
demand for security in wireless sensor networks. In order
to keep the effectiveness and confidentiality of applica-
tions, security is one of the most important issues in de-
ploying wireless sensor networks [1, 7].

Authentication is the most important issue in network
security, and it includes entity authentication [8] and mes-
sage authentication [9]. Entity authentication is the prima-
ry problem in access control, and it is the first barrier of
security in wireless sensor networks. According to defini-
tion of cryptography, entity authentication is the identity
authentication process from one user to another, and it
provides secure access mechanism for network access.
Message authentication mainly aims to confirm the validi-
ty of data source and keep the integrity of data, and it
prevents non-authentication users from sending, fabricat-
ing and tampering data. Because of the limits of computa-
tion, storage and energy [10], traditional authentication
mechanisms of networks cannot be used in wireless sensor
networks directly.

In this paper, we study the authentication mechanism of
wireless sensor networks based on trust between objects.
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We use the interaction history of objects for recommenda-
tion trust computation, and apply the slide window tech-
nique to capture the interactions between objects. The rest
of the paper is organized as follows. In section 2, we re-
view related works about authentication mechanism in
network and information access. In section 3, we present
our proposed trust based authentication mechanism. Ex-
periments and conclusion are given in section 4 and 5
respectively.

II. RELATED WORKS

Traditional authentication methods include user-name
& password, personal identification number (PIN), text,
sudoku, and so on. When authenticating with the above
methods, the input passwords can be easily stole. In addi-
tion, simple passwords can also be cracked easily, and
complex passwords are hard to memorize. So, much more
easy-to-use and reliable authentication mechanisms are
needed [11].

Biometrics identification technologies [12] are good
complements for traditional identity authentication mech-
anisms. Biometrics based authentication is secure, reliable
and convenient, and has attracted more and more attention
from both academic and industry. Biometrics authentica-
tion technologies, such as face authentication [13], finger-
print authentication [14], iris authentication [15], hand-
writing authentication [16], etc., have developed rapidly in
the last decade. However for authentication on handhold
devices, the above biometrics based technologies need
special hardware, and thus the prices are very high.

With the explosive increase of smart phones on the
market, more and more smart phones integrate with many
sensors, e.g. accelerometer and gyroscope. These sensors
can be combined with software on the smart phones to
sense human behaviours cheaply and efficiently, and thus
can be used to identify people’s biometrics. The newly
generated authentication technologies on smart phones
include tri-axis accelerometer based gait authentication
[17, 18], correlating trajectory and password based au-
thentication [19, 20], and so on.

Based on the idea of gait recognition, Farella et al. [21]
analyze the biology features of human and collect gait
features from accelerometer sensor. According to dimen-
sion reduction and classification of sensed data, they pro-
pose gait features based authentication approach, and the
approach is used for authentication in a small group of
people. Liu et al. [22] apply the method proposed in [21]
in the non-imitating-attacking situation, and get a good
result, so the prospect of authentication based on collect-
ing sensed data and recognizing gait features is optimistic.
In addition, researches [23, 24, 25] describe several au-
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thentication approaches based on gait recognition via tri-
axis accelerometer. Okumura et al. [23] authenticate via
some fixed gait, but their method doesn’t support user-
defined gait. In order to acquire equal error rate, the meth-
od proposed in [24] needs more training samples. The
focus of [25] is mainly on the accuracy of gait recognition
in human-computer interaction, however in the imitating-
attacking situation, the equal error rate is still about 10%,
so it can’t be used to authenticate on critical information.

In addition, practicability and real-time capability are
two main requirements of authentication on mobile devic-
es. They must satisfy less required training samples and
shorter time of authentication [26], and must be unaffected
by surrounding environment. So, the methods based on
statistical machine learning, visual features, speech recog-
nition etc., have their own limits.

III. TRUST BASED AUTHENTICATION MECHANISM

In this section, we propose a trust based authentication
mechanism, and it is depicted in figure 1.

<

[

\A
objl = oby3

user

J
g

obj4

Figure 1.  Structure of authentication mechanism

In figure 1, each object is denoted as a sensor node, the
links between the user and objects are directed. And each
directed link is a trust action. For example,

TRUST (A, B) means user (or object) A trusts object
(or user) B, and the value is0<TRUST(A4,B)<1.

Moreover, the links between objects are also directed, and
each link presents a recommendation action. For example,

RECOM (0bjl,0bj2) means 0bjl has recommended
obj2 to the user, and the
RECOM (objl,0bj2) is either 0 or 1, ie.
RECOM (objl,0bj2)E1{0,1}.

value of

A. Trust evaluation algorithm

In order to compute the trust value of the user to an ob-
ject, we use a time window [7;,7 ], and split [7,7 ]
into 72 non-overlapping slices. Let the k -th event in the
I -th time slice be denoted as e,i . If an event is a positive
trust, then its value is 1, and otherwise, the value is -1. Let
S p b€ the number of positive events, and F p be the
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number of negative events, then the trust val-

ue TRUST (A4, B) = —4—

S g+Fp "

In a time window, the events are mutual independent,
and thus all events are independently and identically dis-

tributed. In the time slice [7;,7;+1], the event sequence is
V.= {V{,V;,..., V;} Let the probability of v/i =1bep,
ie. P(v, =1)=p), then P(v; ==1)=1-p). So,
V,~B(p).
pr(-p)y

be /1(p), then according to the Bayesian rule the posterior
is

i

and the distribution of vl,vz, 5V, 18

, where 0 < x<n. Let the prior of p

. h Sap 1- Fyp
viy=—ppd-p) W

1
[ A(p)p™ (- p)dp
WhereO< p=<1,§S,,+F,,; =

As the distributions of trusts from different directions

between two objects are the same, i.e. /(p) is uniformly
distributed, then we have

h(p|v,v,...

. . Sup 1- Fap
Hp Vo)) = 20 @

|
[P (=p)*dp
WhereO<p=<1, S, +F,,=n.

From equation 2 we can see that, i(p | vf,v;,..., V;)
conforms to the 3 distribution. We use the expectation of
its posterior, i.e. E(p|V],V},..,V! ), as the estimation of

P, then we have
S+l

. . | . .
PM,v) = [ 2 (P [ V],V )dp = 0

Because future behavior is predicted based on history, we
use the trust history of object A on object B to estimate
the future behaviour of A trusting on B , then we have

TRUST! _(4,B)=—>an*1
Sp+F,+2

While normalizing the trusts of all events in time
slice j , we can get

0 if 3¢, €[1,.,,1,]

“)

n; ;
I = " vl (%)
/ k=l otherwise
E"j v/ |
k=11 "k

Then the final trust probability of 4 on B is

TRUST,

direct

(4,B) = E L ©)

i=1

B.  Penalty mechanism

In an open environment, there is one kind of objects,
which hide in the system for a long time to accumulate
very high trustiness, and then do some hostile actions. So,
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in order to deal with this problem, we introduce a penalty
mechanism. The penalty mechanism is based on conges-
tion control of TCP protocol. We set a slide window in the
mutual sequence of two objects, sample the positive and
negative events from the slide window, and then compute
the trust probability according to the recent mutual infor-
mation. So, an object can recognize the hostile actions of
other objects.

The penalty mechanism is illustrated in figure 2. We
first set an adjustable slide window in the sequence of
object interactions. Let the slide window in the sequence

of interactions between 4 and B be W,

trol of the slide window between A and B is described
in figure 2.

then the con-

Success Fail

|

Success

HEEEE EEE

,,,,,,,

nEnnnm man

Fail

_HjnnnnE [mEe

Figure 2. Model of the slide window

Let the threshold of the size of the slide window be & .
At the beginning, the size of the slide window
isW,, = 0. In the mutual evaluation of two objects, if an

interaction is a positive event, then if WA 5 < é ,
W, =W, +1, otherwise, W,, = £; and if an interac-
tion is a negative event, then W, =W . /2.

In order to present the trust relationship between two
objects directly, we introduce the concept of mutual fault
rate. The mutual fault rate is the percent of faults (or fail-
ures) in the recent slide window, and its value is

- i )
Wi

When a fault is occurred, WA B decreases exponential-

(7

ly, M increases rapidly, and then both sides of authentica-
tion could know the recent trust status of the other side
sensitively. When the interaction is successful, WA 5 10
creases linearly, and then 1 increases slowly. The above
mechanism can make increase and decrease of 1 in dif-
ferent speed, which is more suitable to the trust mecha-
nism in people’s usual life. In general, if WA p decreases,
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then 1 will increase exponentially, but in the congestion

control of TCP control protocol, the size of the slide win-
dow will be concussive.

Figure 3 is an example of concussive situation in a slide
window. Before the interaction of two objects, let 1 = %,

and when a negative trust occurs, 1 = % However, the
true value of 1 should increase after a negative interac-

tion. The reason is that hostile object alternates between
positive and negative interactions, which can cheat the
other object while interacts with another object.

Fail

[ ]

Success

Fail

HEEEE | n .

N N .

Figure 3. Concussive interaction in a slide window

In order to penalize this kind of hostile objects, we in-
troduce the method in TCP congestion control protocol.
When 1 decreases because of reduction of size of the
slide window, a concussive interaction occurs. Let the
concussive factor is denoted as [L, and initiate it with

p =0, then the value of \ updates continuously, the
update equation is as follows:
p+n(m-DH-nn) if n(n) <n(=-1)

= . ) (®)
! u otherwise

Where T](n) is the mutual fault rate after the slide win-

dow contracts, and T](n—l) is the mutual fault rate

before the slide window contracts.

This concussive interaction reflects the unreliability of
objects, and is called inconstancy in people’s usual life, so
we revise the number of faults as follows:

Fp=1+WF,,. ©)

Finally, after introducing the mutual fault rate, compu-
tation of trust value described in equation 4 and 6 can be
rewrote as

S+l

TRUST! ,
Sp+A+)F,;+2

direct

(A’B) = (10)
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s
ad TRUST,(48) = (=W 3 -1

C. Trust recommendation evaluation algorithm
Here, we denote the recommendation trust [27] as the
dependence of object A4 on object B, ie. Tr(4,B).

From the viewpoint of A, the recommendation trust from
B can be computed by their common evaluations to other
objects. If A wants to interact with C', it get recommen-

dation trust value D(B,C) from B, and when the inter-
act is over, the evaluation of 4 on C is D(4,C), then

evaluation similarity between 4 and C' is

D D

. (4,C) (B,C)
0=min| ——,——
o) Do

According to [27], the recommendation trust can be
computed as follows:

Tk+1 — (1—V)Tk

r(A4,B) r(A4,B)
Where 7y is the tradeoff coefficient and 0 is the evalu-

+y0

ation similarity between A and B . The value of y de-

pends on the interactions between A with B, and the
more the number of interactions, the bigger.

In order to prevent the affect of hostile objects on eval-
uations, we introduce loyalty into the computation of
recommendation trust, and the loyalty including recom-
mendation and target objects can be computed as follows:

1 zf‘lk(Az’B) <1
lo yalty(r.) = 1, (4,B) (14
)=
Bc(Ai’B)[k(Ai’B) otherwise
[Cur(A’B)

Where [, (4., B) is the importance of the k -th inter-
action between A4 with B, and P, (4., B) is the expec-

tation of future interactions in the k -th interaction. So,
the recommendation trust can be revised as follows.

k
TRUS];ndirect (Az > B) = T;(Ai,B) x Loyally(rk) (15)
In the open environment, when computing the evalua-

tion of 4 on B, we need to take both direct and indirect
recommendation trusts into consideration, so the final
trust recommendation evaluation is

TRUST(A, B) = £, TRUST,,.. (4, B) +
&,TRUST, . (A, B)

indirect
Where €, >0, & >0, andg, + &, =1. In general,
with the increase of interactions with other objects, the

(16)

direct trust is more and more important, so & becomes

bigger and bigger, and £, becomes smaller and smaller.
IV. EXPERIMENTS

In the experiments, we apply the NS2 network simula-
tion toolkit to simulate a wireless sensor network, and the
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(11)

(12)

(13)

baseline algorithms are NDAS [8], LCSS [9] and SEDR
[15].

A. Experimental setup

In a region of1200x1200, we randomly place 100
sensors, and these sensors form a wireless sensor network.
We let the number of hostile sensors be k =1 ork =2,
and other parameters of the sensor network are in table 1.

TABLE L
TABLE OF PARAMETER SETTING
Parameters Values

sensor communication radius/m 10
length of data package/Byte 4000
running time/s 100

shared secret key package length/bit 200

sub secret key package length/bit 10

B.  Experimental results

We let the number & of hostile nodes be 1 and 2 respec-
tively, and observe the probabilities that hostile nodes are
recommended to a source node. We compare our ap-
proach to the NDAS algorithm under the above situations
and the result are in figures 4 and 5 respectively. In these
two figures, the horizontal axis is the number of nodes in
the experiments, and the vertical axis is the probability
that a recommendation trust is from hostile node. From
these two figures we can see that, when the scale of net-
work increases, the probabilities decrease in both algo-
rithms. In addition, our proposed approach is obviously
better than the NDAS algorithm.

1.0y T T T T T T I I T
o—e NDAS

0.8 »= Qurs ||

0.6

P

0.4

0.2

ool I I I I I I I I ]
10 20 30 40 50 60 70 80 90 100

IN]

Figure 4. Probabilities of hostile nodes recommended, k=1

1.0y T T T T T T I I T
—e NDAS
0.8 = Ours ||

L L L Il L L L L L

L
10 20 30 40 50 60 70 80 90 100

0.0

N

Figure5. Probabilities of hostile nodes recommended, k = 2

61



PAPER
TRUST BASED AUTHENTICATION MECHANISM IN WIRELESS SENSOR NETWORKS

We compare the transmission rates of algorithms be-
tween the proposed approach with NDAS, SEDR and
LCSS. Figure 6 illustrates the transmission rates (or com-
munication) of different algorithms along with time, and
the time interval is 10 seconds. As time goes on, the
transmission rates of all algorithms decrease appreciative-
ly, but our proposed approach has the least transmission
rate. This means that, in order to deal with authentication
efficiently our approach needs least transmitted data, and
this can reduce energy consumption and the time required
by authentication. So, it is more suitable to sensor net-
works.

10 1 1 1 1 1 1 1 . . >
o—e NDAS
-~ gL »= LCSS ||
w
o) =—a SEDR
¥
- 4~ Ours
- 6}
9]
1]
Q
wn
8 4r i
(%]
C
©
= 2f _
0 L L L L L L L L L L

5 15 25 35 45 55 65 75 85 95
Time (s)

Figure 6. Comparison of communication

Table II illustrates the comparison of communication
data packages of the four algorithms in a certain situation.
From these experimental data we can see that, our ap-
proach has the least communication packages, so it can
reduce communication overhead on the sensor network,
and thus relieve the network congestion. This is the reason
why we choose the TCP congestion control protocol.

TABLE II.
COMPARISON OF COMMUNICATION DATA PACKAGES

Algorithms #send #receive receive/send | #transfer
packages | packages rate packages

NDAS 1159 5172 4.463 71477

SEDR 1155 4921 4.256 76539

LCSS 1052 4423 4.202 66645

Ours 855 3305 3.860 40669

Table III illustrates the comparison of running time in
one authentication period of the four algorithms. A au-
thentication period includes the time for building shared
secret key and the time for finishing one authentication,
and its unit is nanosecond. From these data we can see
that, our approach needs less than a half of time than any
other algorithm in both building shared secret key time
and authentication time.

TABLE III.
COMPARISON OF RUNNING TIME
2*Algorithms Running time (ns)
building key time authorization time
NDAS 1159 5172
SEDR 1155 4921
LCSS 1052 4423
Ours 855 3305
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Table IV illustrates the comparison of maximal
memory usages of the four algorithms. The ratio in table 4
is the ratio of memory usage of each algorithm to the
memory usage of our proposed approach. The other three
algorithms use about 1.7 to 2 times of memory compared
with our approach, The reason is that we apply slide win-
dow to capture the interaction history, and this needs less
memory.

TABLE IV.
COMPARISON OF MEMORY USAGE
Algorithms Memory usage/MB Ratio
NDAS 56.59 1.933
SEDR 57.90 1.977
LCSS 51.42 1.756
Ours 29.68 1

V. CONCLUSION

In this paper, we study the authentication mechanism in
wireless sensor networks based on trust. The recommen-
dation trust of a source object to a target object comes
from their common access to other objects, and this can be
computed using the interaction history between objects. In
order to further improve the efficiency of the approach,
we apply the slide window technique to capture the inter-
action history between objects. The simulating experi-
ments validate the efficiency and effectiveness of the
proposed approach.
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