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Abstract—Supported by ubiquitous, pervasive and embed-
ded computing, Cyber Physical Systems (CPS) support
actors and groups by services anywhere and anytime. How
users interact with CPS and the provided service is the key
to success. To keep a holistic view of human-CPS interaction,
we propose narratives, pattern-based diagrammatic concep-
tual models, and formalized conceptual models which are
used for step-wise derivation of design models for distribut-
ed service infrastructures. Reusable design patterns for
diagrammatic model are constructed for illustrating the
human-CPS interaction processes. Finally, a use case is used
to illustrate the implementation of the proposed method.

Index Terms—Cyber Physical System, System human inter-
action, conceptual models, design methodology, design pat-
terns

L INTRODUCTION

The development and integrating of mechanical sys-
tems, electromechanical systems, mechatronics systems,
embedded systems, distributed real-time systems, and
networked agent-based systems give birth to Cyber-
Physical Systems (CPS)[1]. As highly integrating compu-
tation with physical entities and processes, CPSs could
penetrate into social world, even human mental world to
provide human various services through interactions be-
tween human and system, subsystems, agents, devices and
software, etc. CPSs feature heterogeneous components,
adaptiveness, context awareness, distributed and decen-
tralized, and multi-scale operation, etc. all of which dif-
ferentiate interaction with it from traditional human com-
puter/machine interaction. This is a new challenge for
system developers and human-system interaction design-
ers.

Design teams for Human-CPS Interaction are multidis-
ciplinary; members from different fields such as infor-
mation architects, domain experts, and various end users
should be involved in design processes[2]. Ideas and ex-
pertise of these members have to be brought together for
reaching agreements of an CPS. Approaches and tools that
be used for communicating and explication are required
for building common understandings. However, non-
technical members are prone to build an CPS that supports
their own business, communication and social needs;
technical members focus more on technical realization of
the system. Such shared understandings of design teams
can be described by various conceptual models (CM) that
are used during design phases of CPS development [3].

Up to now, little research concentrated on dedicated de-
sign methodologies and conceptual modeling for Human-
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CPS interaction[4]. Klemmer et al. explores CMs for
designing tangible user interfaces based on physical input
devices [5]. Janzen et al. propose a design methodology
for Ubiquitous Information Systems that models situations
by narratives and semi-structured representations [2] This
paper tries to make the first steps in design methods for
Human-CPS Interaction. After discussing the researches
on interaction with CPS and CM, we will elaborate pat-
tern-based conceptual modeling for interaction with CPS.
Next, the processing of CMs by CPS is exemplified, and
results and future work conclude this paper.

II.  RELATED WORK

As more and heterogeneous actors, internal and exter-
nal interrelationships involved in CPS, complexity of
interactions with CPS much exceeds traditional Human
Computer/Machine Interaction (see Fig. 1). Furthermore,
to penetrate into real life process and environments, phys-
ical entities and process deeply merge with ubiquitous
computing in CPSs, which interweaves human, devices,
environments, cyber wares, and makes interaction more
intricate[6]. There are four types of interaction should be
designed: human-system interaction(HSI), System-human
interaction(SHI), human-human interaction(HHI), and
system-system interaction(SSI).
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Figure 1. Interaction with CPS

There is no sufficient design methodology for interac-
tion with CPS, we identify a methodology named “con-
text-centered design of interaction with CPS(CCDIxC)”
which considers the physical environment, cyberspace and
users and the interaction process between two of them. It
consists of five phases:(1)identifying problems, (2) identi-
fying user needs, (3) designing solutions, (4) developing
solutions, and (5) evaluating solutions. These phases con-
sist of nine tasks: (1)identifying problems, (2) identifying
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contexts of use, (3) identifying user needs, (4) defining
scenarios, (5) constructing functional architecture,
(6)conceptual designing of system, (7) prototyping physi-
cal entities and cyber-ware and building a testing envi-
ronment, (8) evaluating solutions, and (9) developing and
deploying system.

On the other hand, conceptual modeling is a hot topic in
the field of design science [7]. It focus on the identifica-
tion of key concepts and relations that are semantically
described by shared vocabularies [8]. These vocabularies
are either implicitly defined as part of understanding in a
community or explicitly defined in forms of representa-
tions that could be processed by machine[9]. CMs enable
an abstraction from technical issues and focus on situa-
tions in which users perform activities that are grounded
by information and communication services[3]. Concep-
tual modeling language (CML) is used to represent a CM.
Entity-Relationship models and the Unified Modeling
Language (UML) are common used CMLs. CMs could be
used to analysis, design, and realize CPS during the de-
velopment process.

Conceptual modeling for CPS deal with more complex
requirements and intricate relationships between various
components of the system. When users are moving in
physical environments, system should provide service in
seamlessly way with mobile or embedded device based on
loosely coupled service infrastructures[10]. Hence, situat-
ed communication, collaboration of user groups and con-
textualized interaction in CPSs are far more complex than
traditional HCI and HMI. It is highly dynamic, and con-
text-dependent on various dimensions. This requires con-
ceptual modeling articulate the logic and the required
physical entities, information and cyber-ware of the inter-
action with CPS.

III. CONCEPTUAL MODELING OF INTERACTION WITH
CPS

A. Abstract model of CPS

Conceptual models are strongly influenced by basic
conceptualizations of a system[7]. In general, CPSs are
compounds of physical entities, information, social sys-
tems, and service systems that use information technology
infrastructures for realization of desired situations [11].
We bring up four conceptual classes for conceptual mod-
els of CPS:

* Physical world: all physical entities available within
all operational situation of a CPS.

* Cyberspace: all information objects(IOs) used within
the realm of an CPS.

* Social system: the set of roles available with a set of
attributes, such as rights, obligations, and prohibi-
tions, and actions performed by role-taking actors.

* Service system: the set of all digital and physical ser-
vices available within all operational situation of a
CPS.

Physical world encompasses all physical entities that
are required to implement certain functionalities and ful-
fill certain service in CPS. Physical entities generate in-
formation related to itself, e.g. size, weight, and identity
etc. All 10s are defined within an cyberspace based on
supporting services. they are used in situations by the
social system of role-taking actors. Actors useroles, 10s,
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Figure 2. Abstract CPS Model

and services for certain goals in specific context. Interac-
tions are explications of task requirements that are de-
scribed by directed relations between roles. Communica-
tion is a sub-class of interactions. It transfers information
that refers to 10s. 10s are abstract notions of all content in
the forms of speech, written language, graphics, or digital
representations.

Generally, a role-taking actor or a service provide sup-
ports for I0s. Furthermore, external services can create
I0s and make them available to other services or role-
taking actors. Services provide functions to roles and
other services. Services that support roles are called inter-
face services. Interface services provide graphical, tangi-
ble, speech or other interfaces by which role-taking actors
access services for achieving some situation-specific goals.

B. Three CMs

Situations are use case based descriptions of interac-
tions between entities in an environment. they use con-
cepts and relations defined by shared vocabularies. CMs
that are described by a CML capture situations and system
architecture design ideas. The proposed method is based
on three types of CMs: narrative CM, diagrammatic CM,
and formalized CM.

Narrative CM depicts situations that address the defined
problems or satisfy the needs that are identified together
with domain experts in creativity workshops. Situations
are textual descriptions of the status of physical and cyber
entities, such as objects, roles, information, background
environments and services. These entities perform particu-
lar activities and interact with each other and represent
characteristic features of a corresponding class of situa-
tions within a domain, e.g., bathing situations. Thus, situa-
tions resemble interaction frames [12], schemas [13], and
use cases. Narratives could provide discourse information
and sequential orderings of interactions between actors.
So, they are effective tools for building and understanding
situations of future Information Systems [14]. In our case,
we held a creativity workshop with a leading manufactur-
er of household appliance. With the help of several crea-
tivity techniques, situations, or more precisely narratives
have been specified according to the question: ”Where
and how do we face information and media in our daily
life?” The results were transformed into a textual descrip-
tion as follows:

“Jeffrey receives location based accommodation infor-
mation from his smart phone when he is in travel.”

Next, narratives are translated into diagrammatic CM.
Based on the abstract CPS model, Diagrammatic CMs
conceive usage situations by emphasizing requirements on
social structure, 10s, physical entities, and services in a
coherent structured manner. All core entities are identified
in narratives that fit to these conceptual categories [4].
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Similarly, relations are extracted that connect these enti-
ties.

To derive processable design patterns and specifica-
tions for system designs, diagrammatic CMs should be
formalized [15,16] by means of OWL. OWL ontologies
could be read by machine, and thus is computational.
Furthermore, OWL constructs are independent, i.e. classes
can exist independent of instances or properties and prop-
erties are independent of classes [17]. A Diagrammatic
CM represents a “vocabulary” and generic object proper-
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C. Defining Diagrammatic CM with Patterns

Analysis of Diagrammatic CMs in several Information
System development projects showed re-occurring struc-
tures similar to the notion of design patterns as used in
architecture [16] and Software Engineering [15]. They
represent means for reusable CMs for Information System.
We identified seven Diagrammatic CM patterns (see Fig.
3) which are elaborated as follows.

1) Role Interaction Pattern: This pattern describes a
situation in which two or more role-taking actors interact
with one another by exchanging /Os supported by an
interface service, e.g., people communicate with each
other by sending messages. Interaction between roles is
described as r-interacts. The interface service is only
used as a communication channel.

2) Service takes Role Pattern: This pattern expresses
a situation in which a role is taken by an interface service.
For example, government official websites release news
and takes a role with social attributes, such as credibility
and authenticity.

3) Service uses 1Os Pattern: represents that an
internal or interface service receives /Os without human
interventions. This is a simplified Service Interaction
pattern. It is used when a providing service is not
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important for a CM. For instance, accommodation
information used by a travel assistant service is received
from a cloud infrastructure.

4) Role creates Information Object Pattern: By this
pattern a service creates information objects by taking a
role which links an information object to a service. This
pattern supports role-based system designs. For instance,
a important sign monitoring system takes a role that
allows it to create emergency alerts. Created alerts are
directly linked with this service via a role.

5) Service Interaction Pattern: represents the
interaction of two interface or internal services with no
human actors interventing. This interaction is represented
by s-interacts, and use information object. For instance, a
local temperature service sends data to a central weather
service. In contrast to the Role Creates Information
Object pattern, this pattern supports system designs that
do not use role-based on service level.

6) Role uses Service Pattern:This pattern describes a
situation with a role-taking actor creating an information
object. Therefore, the actor uses a service that supports
the creation of an information object, e.g., a nurse who
creates a status report for a patient by a healthcare
reporting service.
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7) Role uses Information Object Pattern: In situations
with direct manipulation of /Os, this pattern allows to
express that a role receives an information object by
using an internal or interface service. This means a role-
taking actor can actively receive an information object
supported by a service. For instance, a traveler uses a
travel assistant service for accessing accommodation
information.

Diagrammatic CM patterns provide conceptual struc-
tures as basic building blocks for CPS designs. The con-
struction of Diagrammatic CM is guided by a method with
five steps based on instantiation and integration of Dia-
grammatic CM patterns. (1) Defining /Os in Cyberspace,
(2) Defining HSI or/and HHI related to IOs, (3) Defining
Roles taken by Services, (4) Defining supporting Internal
Service, and (5) Defining user initiative. Each step pursues
a sub goal for constructing the Diagrammatic CM step by
step and proclaims specific Diagrammatic CM patterns
that help to achieve the objectives. In the following, we
will exemplify the five steps with the exemplary narrative
CM mentioned before.

Narrative CM: Jeffrey receives location based accommodation

information from his smart phone when he is in travel.

IV. IMPLEMENTATION

An example will be given for deriving a diagrammatic
CM from a narrative CM based on the Diagrammatic CM,
CML, Diagrammatic CM patterns, and CM method. Fi-
nally, the approaches of translating Diagrammatic CMs
into propositional CMs are discussed and exemplified.

A.  Exemplary Defination of Diagrammatic CM

Step 1: Defining /Os in Cyberspace. All information
that occur in a narrative are defined as /Os in the Cyber-
space. Fig. 4 shows this modeling step by means of an
exemplary Diagrammatic CM that shall represent the
narrative CM defined before. The figure shows that the
modeling person has specified the goal “Getting user’s
location based accommodation information” that is as-
signed to the user in the situation. Furthermore, the infor-
mation object location-specific accommodation infor-
mation is defined. This information object has to be creat-
ed in the situation based on the required information: local
accommodation information and user’s location.

Goals: Getting user’s location based
accommodation information.
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Figure 4. Derived Diagrammatic CM based on patterns

Step 2: Defining HSI or/and HHI related to /Os. Within
this step, interactions between human or human and sys-
tem related to newly generated 10s have to be defined.
These interactions take place between Roles in Social
System. This step connects Cyberspace and social world.
HSI are always supported by a service of the Service
System. This task is finished by applying the Role Interac-
tion pattern. In the exemplary Diagrammatic CM (see Fig.
4) an interaction between a Personalized Travel Assistant
and the User was modeled that is supported by a Personal-
ized Travel Service. Subject of the interaction is location-
based accommodation information.

Step 3: Defining Roles taken by Services. Next, an in-
terface service has to be defined. It creates new infor-
mation object that will be used in the interaction while
taking a role. Therefore, the service has to take a role in
the interaction. To manage this step, the Role Creates
Information Object pattern is applied to define the crea-
tion of the information object by a role taken by a service.
In our example, the Personalized Travel Service takes the
role of the Personalized Travel Assistant that creates the
location-based accommodation information. The interface
service supports this action indirectly (see Fig. 4). To
express the plain role-taking by a service without a creat-
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ing function, the Service takes a Role pattern can be ap-
plied.

Step 4: Defining supporting Internal Services. To create
new information objects, generic information sources are
needed as mentioned before. The interface service that
supports the creation of a new information object needs
access to these sources. Therefore, internal services for all
remaining information objects in the Cyberspace are spec-
ified. The interaction between services regarding the in-
formation objects is realized by applying the Service In-
teraction pattern. The exemplary Diagrammatic CM (see
Fig. 4) shows the definition of two internal services Ac-
commodation Service and User Context Service that feed
a Personalized Travel Service with local accommodation
information and location data.

Step 5: Defining user initiative. If a user role initiates
an interaction with the system that means using the system
in a proactive way, this situation is modeled by using the
Role uses Service or Role uses Information Object pattern.
This step is not required in this example because the user
does not initiate interactions with the CPS (see. Fig. 4).

http://lwww.i-joe.org
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B.  Exemplary Translation of Diagrammatic CM into
Formalized CM

To model the Formalized CM based on the diagram-
matic CM, We use the expressiveness of Diagrammatic
CM patterns represented as single ontologies. For deriva-
tion of propositional CM tools for modeling formal web-
based representations are required, e.g. Protégé. After
creating a new OWL file in Protégé, required patterns
could be imported by their URL. Similar to the procedure
of defining Diagrammatic CM in five steps, we start with
applying the Role Interaction pattern and import its for-
malized model. Then, we instantiate the relevant concepts
of the patter, i.e. we create instances of the concept “Role”
named “User” and “Personalized Travel Assistant”. To
represent the interaction between User and Personalized
Travel Assistant, we create an instance of the concept “R-
interaction”. For linking both roles with the instance of R-
Interaction, the formalized pattern offers the specified
object properties initatesR Interaction and finaliz-
esR Interaction that inherit from the super-properties
initiatesInteraction and finalizesInteraction. Within the
proceeding formalization, the formalized patterns Role
uses 10 and Service Interaction are imported. Note, each
pattern automatically imports the Diagrammatic CM. The
result of the formalization is an OWL description that
represents the exemplary narrative in a formal and compu-
tational way.

V. CONCLUSION AND FUTURE WORK

Recently, the development and design of CPS has been
a hot topic. However, the interaction between users and
CPSs gained less attention [19]. We introduced a pattern
based conceptual modeling method for interaction with
CPS. Three types of conceptual models — narrative, dia-
grammatic and formalized — are used and translated with
in the design process of CPS. We exemplified all steps
based a use case and elaborated the processing of the
concept modeling by the resulting CPS. In the future, we
will focus on verification of diagrammatic CM for design-
ing CPS in other projects in comparison to other methods.
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