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Abstract—Because remote medical monitoring systems are
highly distributed, limited to node energy and have a large
quantity of process and transmission information, this pa-
per proposes a kind of remote medical monitoring system
based on the technology of the Internet of things combined
with a mobile agent. Ten patients (5 male and 5 female, ages
18~69 with an average age of 41.8) were given a clinical test
with this system. The paper shows the architectural model
of the system consists of wireless sensor nodes, relay nodes, a
remote monitoring center, etc. To collect the patients’ phys-
iological data, the remote monitoring center in the hospital
issues a mobile agent and runs it in a wireless sensor node.
After processing the mobile agent, the center sends the data
to the relay node and then back to the hospital’s remote
monitoring center through the Internet of Things to do
comprehensive diagnosis and make decisions. The project
has completed the software and hardware design and de-
bugging of each module of the system. The results show that
the system is able to monitor the health status of patients
who live in different communities in the long term and in
time. Furthermore, the system can achieve optimal utiliza-
tion of medical resources.

Index Terms—Mobile Agent; Remote telemedicine monitor-
ing system; Wireless sensor network

L INTRODUCTION

With China facing an aging society, the proportion of
the elderly population is increasing. Therefore, solving
how to monitor elderly men’s long-term chronic disease,
how to provide a safe medical monitoring environment for
the elderly men, and how to ensure the security of the
elderly men’s health and life have become important so-
cial problems [1]. Also due to the accelerating pace of life,
hypertension, hyperlipidemia, and sudden cardiovascular
and cerebrovascular diseases have been threatening the
health of young people. The trend of the medical models
is focusing more in the direction of grassroots communi-
ties and individual participation. Personal health monitor-
ing and diagnosis by family can find illness quickly and
help doctors take immediate emergency measures to re-
duce damage to the human body [2-3].

In recent years, the study of remote medical monitoring
systems based on network technology has became a hot
topic [4-6]. Bhatia et al. proposed a kind of remote consul-
tation and diagnosis system in which patients can provide
the remote medical server with illness information via the
Internet, and then medical staff can confirm the results or
give suggestions. The system consists of the monitoring
center, remote monitoring equipment and the communica-
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tion network for contacting the center through the equip-
ment. Thus, this system is a remote diagnosis and nursing
consultation system, but it lacks certain intelligence [7], so
it needs medical staff to monitor patients’ condition 24
hour a day and at the same time review and explain pa-
tients' information, perform diagnostic tasks, and confirm
treatment plans. When patients are involved in outdoor
activities, monitoring equipment and lead cables can inter-
fere with the patients’ activity, so the application of this
method is restricted to certain degree. Vaidehi et al. used
wireless sensor network technology to design an elderly
guardianship system based on a wireless sensor network
and RFID technology. This system could be simply in-
stalled and could easily monitor, diagnose, and orient the
elderly health status information. The C/S network archi-
tecture transmits a large amount of redundant information
between nodes and will deplete the nodes’ energy prema-
turely and make nodes fail. The worst situation will affect
the network performance of the whole system [8], reduc-
ing the life of the system. Cai proposed an intelligent
monitoring system development plan in the Internet of
Things to meet the demand for intelligent monitoring
terminal communication and sensing and presented a
design for smart intelligent monitoring systems. But this
system is still in the laboratory research stage, so if it faces
monitoring objects from a large area, its restriction of
communication bandwidth and node energy will constrain
the application of the system [9].

This paper combines the Internet of Things technology
with mobile agent technology to design a remote medical
monitoring system, and ultra-low power consumption and
small size sensor nodes can be designed suitable for hu-
man body health checks, so patients can easily install or
carry and effectively extend the service life of node; mul-
ti-object route algorithms between nodes based on mobile
agent can be studied to efficiently process and transmit
data. Radio frequency identification (RFID) technology
can be applied to remote medical monitoring systems.
Every patient can wear wristbands embedded with RFID
to store the information, and then medical staff can quick-
ly identify patients with communication difficulties and
come up with effective treatment as soon as possible. The
system allows the mobile subject to perform part of the
function of the medical staff, collecting the patient’s vital
signs data in different locations and spontaneously inform-
ing irregular status to a related physician in time to realize
health services in the community and family [9-10].

http://lwww.i-joe.org



PAPER
PROTOTYPE DESIGN OF A REMOTE MEDICAL MONITORING SYSTEM BASED ON THE INTERNET OF THINGS

II.  MATERIALS AND METHODS

A. Architectural design of remote medical monitoring
system based on the Internet of Things and mobile agent
technology

The Internet of Things means that in accordance with
the network transmission protocol, it can connect any item
with the internet for information exchange and communi-
cation through sensing equipment like RFID, sensors, a
global positioning system (GPS), and a scanner and real-
ize a comprehensive network to recognize between objects
and objects and people and objects. The generation and
development of internet technology promote the intelli-
gentization and informatization of medical technology.
Intelligent remote monitoring based on the technology of
the Internet of Things can make the collection and trans-
mission of patients’ physiological parameters more con-
venient and faster. Patients can communicate with medical
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In the family monitoring nodes level, the system col-
lects human vital signs, such as temperature, electrocardi-
ogram (ECG), electroencephalograph (EEG), pulse, blood
oxygen, blood pressure and so on through the integration
of wireless sensor nodes worn by patients, and then this
information, which has been through the nodes’ wireless
transceiver modules, will be sent to the community moni-
toring center by the self-organizing and multi-hop wire-
less network.

In the community care center, signals of human body
life signs, which are sent by the patients wearing the wire-
less sensor nodes, can be received by the relay nodes and
preliminarily processed. When the center finds an abnor-
mal signal, it will issue instructions to the patient that
further checking is immediately needed in the community
care center, and the community doctors can identify gen-
eral illness. For complex or critical illnesses, the commu-
nity relay station will transmit the patients’ vital sign
parameters to the large-scale hospital monitoring center
through a local area network (LAN).

The hospital remote monitoring center sets a central
database that preserves the medical institution’s basic
personal data, medical behavior data, decision-making
data, etc. The center sets up the Internet of Things com-
munication system through the existing Internet, satellites
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experts any time via personal computers, personal digital
assistants (PDAs), telephone, email, etc., and therefore, in
home professional medical health service can be realized
with the best medical effect, the lowest medical cost, and
the shortest medical treatment time.

According to the technical requirements and develop-
ment trend of existing remote monitoring systems, this
paper proposes a kind of remote medical monitoring sys-
tem that has a three-layer architecture: -- "home monitor-
ing nodes, community monitoring center, and hospital
monitoring center" with the Internet of Things technology
as the core. Therefore, the system can realize health man-
agement, health monitoring, remote medical help, and so
on, and these functions can interact and interlock, so the
system can guarantee the monitoring of individuals’
health. The designed architecture of remote medical moni-
toring system based on the Internet of Things technology
is shown in Figure 1.
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Three-tier architecture of remote medical monitoring system based on Internet of Things

and 3 G/ 4 G networks, and automatically receives, ana-
lyzes, processes, and diagnoses patients’ physiological
characteristics data sent by the community care center,
and then determines a result. At the same time, the raw
data transmitted by the intelligent terminal can also be
stored for further diagnosis and decisions. For hospital-
ized critical patients, the patient’s identity can be quickly
identified by the RFID, the patients’ past medical history
can be read and analyzed, and a quick and accurate treat-
ment can be given.

As shown in Figure 1, the monitoring system is com-
posed of several community care centers. In each moni-
toring center, the doctor on duty needs to monitor patients
in different families in the community on different physi-
ological parameters, such as blood pressure, ECG, pulse,
etc. Traditional monitoring methods need to use fixed
medical monitoring equipment, and the large number of
connection cables allows the sensor probes to connect
patients and medical equipment to realize signal transmis-
sion; therefore, sophisticated equipment and numerous
signal connections not only bring psychological pressure
for patients and influence the effect of treatment, but they
also create inconvenience for patients and doctors and
restrict the freedom of patients’ activities.

51



PAPER
PROTOTYPE DESIGN OF A REMOTE MEDICAL MONITORING SYSTEM BASED ON THE INTERNET OF THINGS

The wireless sensor network can be used to monitor pa-
tients’ illness, which could effectively reduce the number
of connection cables and make the installation and de-
bugging of the system more convenient. Thus, the diffi-
culties faced by traditional monitoring methods can be
effectively solved. This project used a ZigBee wireless
sensor network to design the wireless medical community
monitoring system based on C/S structure as shown in

Figure 2. The sensor nodes that patients wear are respon-
sible for collecting patients’ human physiological data,
preliminarily processing signals, and then sending data
through the relay station to the community care center to
make comprehensive diagnoses and decisions. This sys-
tem allows patients more freedom, and they are exempted
from the hustle and bustle of travelling between the hos-
pital and home [11-13].
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Figure 2. Community medical monitoring system model based on C/S structure

A remote medical monitoring system based on a wire-
less sensor network can effectively collect, transmit and
process health care information, clinical information and
medical records long distance; thus, it is an information
exchange platform for medical professionals and patients.
But these client systems are mobile wireless sensor nodes,
so they are low bandwidth and unstable in connecting
communication environments, and their servers are dis-
tributed and isomerous. Therefore, there are some diffi-
culties in exchanging information. Mobile agent technol-
ogy provides a powerful and efficient mechanism for
application and development in distributed heterogeneous
environments, and the mechanism can effectively solve
these problems. In a remote medical monitoring system
based on wireless sensor networks, introducing mobile
agent technology can effectively overcome the limitations
of client devices, solve the difficulties of information
transmission among heterogeneous devices and automati-
cally process a large amount of patient health status data.
As a result, a lot of valuable medical information can be
saved for medical personnel [14-16].

As shown in Figure 2, the system is open and hetero-
geneous. With the monitoring target area and the number
of sensor nodes increased, the monitoring system has
large distribution characteristics, and the transmission and
processing of data increase. At the same time, the con-
sumption of the sensor nodes’ energy also increases
sharply and unevenly, especially nodes near the base
station node are depleted of energy and prematurely fail
from the frequency of the relay state. However, based on
the system shown in Figure 2, mobile agent technology
can be used to optimize the software structure of a moni-
toring system. A mobile agent provides unique distributed
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architecture. Thus, the community care center can create
multiple mobile agents, move them to different nodes,
and run them at the same time, which can distribute the
load of a single node to multiple nodes in the network.
Therefore, the small system has the ability to deal with
large-scale and complicated problems. The mobile agent
structure and its migration process in a heterogeneous
environment are shown in Figure 3.

The path of mobile agent migration has a great influ-
ence on system performance. This paper, based on the
characteristics of a community medical monitoring sys-
tem, puts forward a routing algorithm based on multiple
target fusion (MOF) algorithms to plan mobile agent
routes [17]. First, the data packet and data tables need
defining to gain the basic information of the target node,
whose energy level is more than the setting threshold
value and then considers the condition of frequent sensor
node failure. The optimal path from these nodes to the
processing nodes can be found. A message can be divided
into three categories:

To generate and send
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cen l,(?/r\ ) ‘ l
|

Node Ny Node Ny

Figure 3. Mobile Agent structure and migration in heterogeneous
environment
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Node packets (NIP): generated by each node in the
construction of local network topology and broadcast to
neighbor nodes — defined as 4 groups (TYPE, IDN, POS,
EN). Among them, TYPE means the type of bag; IDN
means the node’s ID number (ID); POS means the node’s
location; and EN means the node’s residual energy. Ask
package (ASKP): generated by processing nodes and
limited by flooding in the network. Three groups are
defined (TYPE, IDP, ETH). Among them, TYPE means
the type of bag; IDP means the processing nodes’ ID; and
ETH means the minimum residual node energy for pro-
cessing a task (residual energy threshold). Answer packet
(ANSP): defined as 4 groups (TYPE, IDS, IDP, EN).
Among them, TYPE means the type of bag; IDS means
the reply nodes’ ID; IDP means the processing nodes’ ID;
and EN means the reply nodes’ residual energy.

In an MOF algorithm, the mobile agent needs to not
only consider the residual energy of each sensor node on
the moving path, but also move on the optimal path. The
mobile agent must interact with sensor nodes in the net-
work environment and query the current residual energy,
location information, and information ability of each
sensor node to realize the balance of each node consump-
tion and prevent an individual premature sensor due to the
heavy task, resulting in a decline in network performance
and failure. The algorithm is described as the following:

Step 1: At the time of t = 0, the sensor node that first
perceives the monitoring targets will be selected as the
relay node to create the mobile agent (MA). This sensor
node will estimate the target location at the point of t =0
according to the messages transmitted by neighboring
nodes and the target tracking algorithm, and then the
current information on the sensor nodes can be calculated.
The initialized information will carry the quantity of carry
= 1; from the target’s estimated position, MA migration
energy consumption information and a node residual
energy cost model at t = 0, the next hop node can be se-
lected.

Step 2: At the time of t, the mobile agent has reached
the sensor node k. This sensor node estimates the target's
current position according to the target tracking algorithm;
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the information achievement ik on the sensor node k can
be calculated and the updated information carrying
amount is carry=carry+ik, IF carry>desire (information
carrying amount of mobile agent device is in advance),
Then it goes to step 3; otherwise, it will continue to de-
termine the next-hop sensor nodes through the target’s
estimated location, the calculation of energy consumption
at the time of t, update the time of t=t+1, and then repeat
step 2.

Step 3: Return to the relay node and create a mobile
agent. At the same time, assign an initial value that carries
the desired information amount. The information collect-
ed by the mobile agent in each sensor node will be saved
in a carry variable. After updating the carry in every mi-
gration, the two values will be compared. If the value of
carry has reached the required information carrying ca-
pacity, the mobile agent can return to the relay node for
further processing according to the original path or migra-
tion of the mobile agent will continue and gather more
information.

B. Design of remote medical monitoring system

Based on the above analysis, this project designed re-
mote medical monitoring system architecture based on
the Internet of Things and mobile agent technology, as
shown in Figure 4. The system includes wireless sensor
nodes, relay nodes, a community care center, a hospital
monitoring center, etc. The hospital monitoring center or
community care sends the mobile agent to the target node
according to the need to perform corresponding monitor-
ing tasks. When the mobile agent arrives at the target
node, it starts and collects patients’ blood pressure, pulse,
ECG and other physiological parameters, and then pro-
cesses the desired results and carries the results to the
hospital monitoring center or community care center
through relay nodes, and eventually the monitoring center
can make a comprehensive diagnosis and decision.

The role of the sensor nodes is that patients’ health sta-
tus can be monitored; the health status here includes the
heart and brain health status, the characteristic parameters,
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Figure 4. Remote medical monitoring system structure based on Internet of Things and mobile Agent technology
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such as blood pressure, ECG, EEG, body temperature,
pulse and so on. The relay node is responsible for receiv-
ing and processing the patient’s health information trans-
mitted by a nearby wireless sensor node, and for then
sending the preliminary results to the community care
center via the Internet or LAN. Relay nodes must possess
a higher ability to store energy than sensor nodes. A
community care center can process, diagnose, and inter-
pret the data from the sensor nodes. For critically ill pa-
tients, it will send information to the hospital monitoring
center through the Internet of Things system to order
pertinent treatment.

The remote medical monitoring requirements are small
wireless sensor nodes with limited power supply capacity
[18-19] and a set of signal pretreatment circuits with low
consumption. High gain and great ability to de-noise are
needed to pretreat the front end amplifying and filtering
of the ECG and EEG signals, but the suitable wireless
sensor network nodes that match the human body’s phys-
iological parameters are less. Therefore, the point of de-
veloping the system is to design low consumption wire-
less sensor nodes and relay nodes that can meet the re-
quirements for remote medical monitoring. To optimize
the design of the wireless sensor nodes and further reduce
the power consumption of the node, single-chip micro-
computer control modules for wireless remote medical
monitoring sensor nodes and base stations will use a 16
bit low power consumption microprocessor MSP430F169
from the TI Company. The block diagram of the wireless
sensor nodes and relay nodes facing the remote medical
monitoring are shown in Figure 5. The system hardware
uses modularity and an independent hierarchy for remote
medical monitoring wireless sensor nodes; they mainly
consist of front-end sensor signal collection and pro-
cessing, an RFID module, a control module for a single-
chip microcomputer, a wireless radio frequency trans-
ceiver, the power supply, etc., and in the module of the
front-end sensor signal collection, it includes an ECG
module, pulse module, temperature module, EEG module,
etc. The wireless transceiver module uses CC2420 as the

Relay Node

€C2420

2. 4GHz
(=) Microstrip | !
Antenna | !

core chip; it works in an ISM frequency band, and the
communication protocol adopts a ZigBee protocol. The
communication frequency is 2.4 GHz, and the bandwidth
is 8 MHZ. The PCB can be used to make a micro-strip
line as a signal coupling antenna, and then the matching
circuit can be designed. The circuit can send and receive
wireless signals.

The software of a remote medical monitoring system
based on the Internet of Things includes monitoring cen-
ter software, monitoring client end software and sensor
node software. The monitoring center software uses Lab
View and Java language to develop and complete the
initialization of the module, to assign and coordinate each
mobile agent module to use system resources, to make
comprehensive decisions for the data monitored by the
wireless sensor nodes, and to warn and send data to rele-
vant doctors according to the results of the monitoring. It
provides the community doctors with a convenient moni-
toring platform, ensures that abnormal patients can obtain
guidance as soon as possible, and provides preliminary
treatment opinions and emergency nursing work. Accord-
ing to the function modules, the structure of the monitor-
ing system software can be divided into subjects of com-
munication, subjects of user interface, subjects of re-
sources, subjects of doctor, subjects of diagnosis, subjects
of data services, subjects of related mobile, etc. Figure 6
shows the mobile body architecture of the platform. The
subjects of the user interface are the bridges for hosts and
users. The UIA acts as an interpreter between heteroge-
neous subjects and applications; it accepts the requests of
UIA applications and awakens the internal services.
Therefore, the UIA is an access control mechanism and
can identify the users before starting the service. The UIA
is responsible for having a final statement about the mo-
bile subject’s results or diagnosis subject results before
the data are transferred to the application layer.

The coordination of the main resources is accessed
from mobile subjects to hosts and provides expert advice
or local service. The main resources play an important
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role in the dynamic connection with the host resources.
Through the main resources, the mobile body can access
the resources of the host system. The doctor subject is
used as a moving subject by medical personnel, and it
may help medical personnel perform their tasks and mon-
itorpatients’ conditions. Medical staff can use their own
mobile devices to inspire their doctor subjects and then
send them to the specific subject platform. The doctor
subject will continue to perform assigned tasks according
to the characteristics of given clinical cases. The doctor
subject is dedicated to collecting data and then carrying
the collected data back to the host server.

The doctor terminals can be sent to several terminals
according to different departments; the display module is
a free mobile tablet. Because the tablet has the advantage
of good maneuverability and freedom, it can let users
walk freely in the hospital, help doctors process and ar-
range things conveniently, help doctors determine the
etiology of patients accurately, and provide the basis for
further arrangements.

The diagnosis body could be considered as a data anal-
ysis engine. It can analyze data collected from the vital
signs monitoring sensor nodes. The priority of the diag-
nosis body is to examine the collected materials and com-
pare with patients’ individual records; the records can
save patients’ baseline data, related doctors, treatment
history, and other personal information. When abnormal
subjects are detected, the diagnosis body can use external
services, like text, to notify related doctors to take appro-
priate action.

The database's main function is to accept requests from
the monitoring center staff, look for patients’ medical
records in the database, and send feedback data to the
monitoring center and doctor client end. If the patient has
no previous medical information, then new information
can be established and saved to the database.

The monitoring client end consists of portable equip-
ment, such as a mobile phone, PAD or tablet; it provides
users with a method of software and hardware overall
packaging and facilitates patients and families to question
or interact. The each sensor node uses the nesC language
to program the corresponding monitoring functions. The
working process of wireless sensor nodes is shown in
Figure 7.

III. RESULTS

After designing the wireless sensor nodes and relay
nodes, the nodes need to be encapsulated. According to
the system section, the packaging is also different. For
example, the PVDF pulse sensor is encapsulated by wrist
straps, so patients can it carry easily. For relay nodes, due
to the high requirement of operability, communication
ability and energy, the system is powered by lithium
batteries and solar batteries, so a long-term and stable
operation of the system can be ensured. Figure 8 shows
the completed monitoring system.

To verify the measurement accuracy of this monitoring
system, ten patients (5 male and 5 female, ages 18~69
with an average age of 41.8) were given a clinical test
with this system. The monitoring center sent the mobile
agent, which controls the wireless sensor node to collect
the data on the physical condition of the patient, sent the
results to the community monitoring center equipment
after handling, and showed the date on an LCD display
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screen or PC. At the same time, the data could be sent to
the hospital’s monitoring center by an Internet of Things
system as needed. The monitoring equipment dealt with
the data received, removed the disturbances, and picked
up the human health characteristic information, which can
be saved in the database for searching later and can be
also shown on PC and PDA equipment in the form of data
and curvilinear figures. To ensure the reliability of the
monitoring data, synchronous detection and comparison
of the monitoring results obtained from this monitoring
system and the Philips G80 multi parameter monitor were
carried out. Table 1 shows the comparison results for the
heart rate, blood pressure, degree of blood oxygen satura-
tion, pulse, and body temperature, etc. Figures 9(a) and (b)
show the acquisition of the original ECG signal and the
signal processed by the system, respectively. From Table
1 and Figure 9, it can be seen that the data from the moni-
toring system are stable and reliable, which can realize
the collection and long-distance transmission of human
health status information. A G80 multi parameter monitor
is usually used in the hospital to monitor the vital signs
parameters of the severe patients, but due to the large
volume, expense, and inconvenience for patients, it is
hard for the common patients to use without affecting
daily living. This remote medical monitoring system is
based on the Internet of Things and mobile agent technol-
ogy and can give online monitoring of the heart rate,
blood pressure, degree of blood oxygen saturation and
pulse of the patients quickly and conveniently by using
portable devices such as wireless sensor nodes, RFID tags,
and so on. It can be installed and carried conveniently so
the patients can adopt this monitoring system in daily life
without affecting walking and work, showing its useful-
ness and significance.
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TABLE L.
CLINICAL TEST COMPARISON FOR MULTI-PARAMETERS

blood pressure (systolic degree of blood oxy-

c heart rate pressure/diastolic pressure) pulse body temperature gen saturation
ase
.mom'tor- G80 monitoring G80 .mom'tor- G80 .mom'tor- G80 .mom'tor- G80
ing system system ing system ing system ing system
patientl 64 65 126/82 124/80 65 65 36.8 36.8 97 96
patient 2 75 75 132/80 130/81 74 75 36.9 37.0 95 95
patient 3 66 67 120/78 121/80 66 66 36.5 36.6 96 96
patient 4 80 80 138/87 139/85 79 81 372 37.1 91 90
patient 5 59 60 116/78 118/78 60 60 36.4 36.5 95 94
patient 6 62 61 107/67 109/66 61 61 36.8 36.9 96 95
patient 7 89 87 142/90 140/89 88 88 375 37.6 92 92
Patient8 75 76 119/78 120/81 75 75 36.5 36.5 93 93
Patient9 78 78 112/75 113/76 77 78 36.6 36.6 95 95
Patient10 70 69 126/77 120/76 69 69 36.9 36.8 96 96
Figure 8. Physical monitoring system diagram
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Figure 9. ECG signals of the former (a) and latter (b) filtering
it can monitor patients’ physiological parameters in real
IV. CONCLUSION time and reduce the workload of medical staff. From the

This paper puts forward a remote medical monitoring
system based on the Internet of Things and mobile agent,
which can remotely monitor the health state of patients in
real time. The system introduces a mobile subject and
overcomes remote monitoring systems’ dependence on
network reliability and stability, large amounts of data
communication, lack of real-time monitoring, and adapt-
ability of the heterogeneous system. And at the same time,
it greatly improves the system’s scalability, adaptability,
and intelligence and can meet the requirements for remote
medical treatment. From the position of the medical staff,
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perspective of the patients, communication through wire-
less sensor nodes, RFID tags, and main subjects can
quickly identify patients' information, effectively improve
the medical care of patients, fully adapt to the distribution
characteristics of healthcare environments, and realize
optimized utilization of medical resources. The experi-
mental results show that the effect of remote monitoring
is good, and the system operates reliably. However, secu-
rity problems with mobile body technology itself also
need further improvement.
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