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PAPER

STRIDE-Based Threat Modeling and Risk Assessment 
Framework for IoT-enabled Smart Healthcare Systems

ABSTRACT
The increase in the evolution of Internet of Things (IoT) architectures and their use in 
different domains, such as agriculture, smart cities/homes, industry, transport and logis-
tics, and others, has triggered a proportional increase in vulnerabilities, threats, and secu-
rity risks that violate security objectives. The criticality of the information circulating in 
the architecture and assets exposed to public networks such as the internet imperatively 
implies effective management beforehand of the factors that can put a system at risk. 
This article focuses mainly on the IoT in the healthcare sector and uses it as a pilot for an 
in-depth study of vulnerabilities using a threat modeling approach based on the spoofing, 
tampering, repudiation, information disclosure, denial of service, and elevation of privi-
lege (STRIDE) method. This will be carried out by carefully following the steps of explaining 
the use case, drawing a data flow diagram (DFD) using the tool offered by Microsoft Threat 
Modeling (MTM) tool, and identifying the assets in question. This is followed by an iden-
tification of the threats linked to the DFD and identified assets, then an assessment of the 
risks caused, and finally proposals for security patches to be applied as far as possible to 
ensure the efficient and secure use of an architecture that offers many advantages in terms 
of services and ease of management of modern domains but which at the same time puts 
at risk all the assets that can cause significant damage and impact if they are exposed to 
malicious hands.
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Internet of Things (IoT), healthcare, threat modeling, spoofing, tampering, repudiation, 
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1	 INTRODUCTION

The Internet of Things (IoT) is a modern concept that focuses on the creation 
and formation of an ecosystem that connects different local and internet-based 
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equipment and devices to create a more controllable and supervised environment [1]. 
This environment can refer to artificial intelligence (AI) and intelligent techniques 
to make decisions based on the inputs it receives as information and predefined 
thresholds. The control, analysis, supervision, and decision-making mechanism is 
ensured by instantaneous exchanges of information and data between the devices 
in the IoT architecture; on the other hand, this circulation and transmission puts the 
privacy and confidentiality of the data at risk in view of its exposure on a public net-
work such as the Internet, which leads to a better examination and analysis of the 
structure of the IoT architecture in question in order to avoid or at least minimize 
the threats that may face the secure transmission of information, hence the need for 
a prior phase that can ensure this task, which is threat modeling [2].

The benefits of IoT architecture are increasing more and more, given the services 
and facilities offered by the IoT and the diversity of areas it touches. However, despite 
this fact, the deployment of the solution is still improvised and requires prior study 
to properly investigate the vulnerabilities that can cause security impacts during the 
data transmission, analysis, and exchange process [3]. This article will discuss the 
importance of threat modeling in threat prevention, following one of the famous 
and effective approaches, spoofing, tampering, repudiation, information disclosure, 
denial of service, and elevation of privilege (STRIDE), which will be carefully applied 
in the field of healthcare.

Attackers are increasing the rate of cyberattacks launched against IoT architec-
tures because they are aware of the criticality of the healthcare sector. Data trans-
mission really has no tolerance for error, because even a simple change in a blood 
pressure value, heartbeat, or other factor can have an impact on the decisions taken 
by doctors and nurses, which can have catastrophic consequences for a patient’s 
health–a change in a diabetic patient’s blood sugar level can be life-threatening! 
A mix-up or alteration in patient results can pose a serious threat to either the 
patient’s life or the reputation of the health organization and can also result in legal 
action by the patient’s family against the hospital in question [4].

A direct deployment of the architecture leads to an improvised management of 
the security problems that can occur and that can negatively impact the effective-
ness of the architecture, which requires a prior study of the threat scenarios and vul-
nerabilities that can be exploited by attackers and a good awareness of the impact of 
the risks in the event of compromise. This will help enormously in the management 
and maintenance of a stable and effective architecture. In this article, a study in 
threat modeling format will be applied to a healthcare prototype in an IoT environ-
ment, and a possible risk assessment will be carried out, as well as a proposed miti-
gation and correction plan for the threats identified [5]. The aim of this research is to 
shed light on a number of points that could serve as a future reference and basis for 
another research in the same field. Below are some of the main objectives targeted 
by this paper:

1.	 Identify vulnerabilities and threats related to IoT in the healthcare sector.
2.	 Based on the STRIDE methodology, propose an effective threat modeling frame-

work, using the Microsoft Threat Modeling (MTM) Tool to draw the data flow 
diagram (DFD).

3.	 Detail the assets, access points, and threat scenarios that can be covered by 
domain healthcare.

4.	 Apply risk assessment and their impact on confidentiality, integrity, availability, 
and other security objectives if the identified vulnerabilities are exploited.
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5.	 Apply risk assessment and their impact on confidentiality, integrity, availability, 
and other security objectives if the vulnerabilities identified are to be exploited 
using the common vulnerability scoring system (CVSS) and 5 by 5 matrix.

6.	 Promoting a better understanding of the emerging risks associated with IoT tech-
nologies in healthcare.

7.	 Propose security countermeasures that can deal with the threats identified to 
ensure optimal and secure use of the IoT in healthcare.

The structure of this paper is as follows: The subsequent section provides an 
overview of previous works. Section 3 discusses the threat modeling methodology 
and tools. We present the proposed methodology in Section 4. Section 5 presents the 
results along with discussion. Conclusions are drawn in Section 6.

2	 RELATED WORK

Given the importance, topicality, and richness of the subject, it has been the 
subject of various research and articles and has been tackled from different nails 
and approaches. The study in [6] started with the importance of defining security 
levels in an IoT environment, then it defined the domains that the IoT can act in, 
such as healthcare, commerce, and smart homes, and then it identified the vul-
nerabilities and threats for each of the three types, calculating the score of their 
criticality with CVSS, to finally give recommendations of measures to follow in 
each domain.

Authors in [7] dealt with the area of healthcare in an IoT environment by com-
bining the STRIDE and DREAD approaches, identifying threats using the STRIDE 
methodology, assessing them using DREAD, and proposing mitigations at the end.

The work in [8] focused on medical devices, starting by defining an example of 
attack graph models to deduce risks for medical devices, tracing threats on a body 
surface area reference, namely wireless body area networks, Bluetooth attacks, 
Android attacks, and also giving corrective solutions for these attacks.

Authors in [9] indicated that the Secure and Resilient Scheme for Telecare Medical 
Information Systems (SRSTMIS) framework offers a secure and resilient solution 
thanks to White-Box Cryptography (WBC) and a protocol validated against various 
attacks. It also used STRIDE to announce the threats identified and, in return, the 
solutions proposed by SRSTMIS as security measures.

The research in [10] focused on medical cyber-physical systems (MCPS) and the 
criticality it presents in terms of data confidentiality, integrity, and availability, and 
therefore used MCPS stakeholders to identify threats via a trust model. The threats 
were effectively classified according to their violation of the three security objectives: 
confidentiality, integrity, and availability, leading to remedies to guarantee a secure 
MCPS with the minimum possible attack surfaces.

The paper [11] presented the telehealth system according to the STRIDE meth-
odology, starting with an explanation of the telehealth system and its zones, 
namely Point-of-Care, which presents the patient’s environment and sensor, 
Health & Care Services, which is based on the healthcare professional’s envi-
ronment, and Health Information Services (HIS) Infrastructure, which presents 
the cloud part where all the data is transmitted, processed and analyzed before 
being sent to doctors/nurses, processed and analyzed before being sent to doctors/
nurses, then [10] gave an overview of the assets and access points, the threats 
identified according to the STRIDE categorization extracted from the Data Flow 
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Diagram of the MTM Tool, and a presentation at the end of a mitigation plan and 
countermeasures.

Authors in [12] focused on mHealth, giving a prototype presentation of its archi-
tecture, which he used to define the assets, then presented the types of threats accord-
ing to the STRIDE approach, and traced the DFD, and presented each asset with the 
impact that could cause its compromise, then using the DREAD methodology, he 
qualified the level of impact of each threat, with a final description of possible miti-
gation strategies.

The work in [13] spoke about modern medical devices (MMDs) and  
MEDICALHARM as a model designed to identify and manage threats specific to 
MMDs, combining risk analysis and shift-left security using different approaches 
and tools, namely STRIDE, a 5 by 5 matrix, common vulnerability scoring  
system.

The authors in [14] discuss the importance of strengthening cybersecurity in 
the healthcare sector, given that with increasing digitization (electronic medical 
records, telemedicine), hospitals have become prime targets for cyberattacks. To do 
this, it details the impact of cyber threats in the healthcare sector, the methodologies 
that can be used in the study (PASTA, STRIDE, VAST, etc.), and the importance of risk 
assessment in decision-making after integrating threat modeling with scenario and 
contingency planning, and an examination of the results.

This article will address a healthcare prototype in the IoT environment, apply-
ing threat modeling following the STRIDE methodology, and assessing beforehand 
the risks of the impacts that may be caused in the event of threats identified from 
the DFD on the MTM tool with the two methods CVSS and 5 by 5 matrix, based 
on which recommendations for countermeasures will be proposed at the end 
of the work.

3	 THREAT MODELING

Threat modeling is a proactive step in a scenario of deploying a new architecture 
or changing and/or updating a current system; it is a preventive step that aims to 
number the vulnerabilities present in an environment beforehand while citing the 
threats that may arise if these vulnerabilities are not addressed [15]. Threat modeling 
can be applied in a number of ways, including:

DREAD: Potential for damage, reproducibility, usability, affected users, and 
discoverability.

PASTA: Attack simulation and threat analysis process.
LINDDUN: Linking, identifying, non-repudiation, detecting, data disclosure, 

unawareness, and non-compliance.
STRIDE: Spoofing, tampering, repudiation, information disclosure, denial of 

service, and elevation of privilege.
Each approach aims at a different perspective and will be adequate and effec-

tive in some environments more than others; this paper will focus on STRIDE as a 
method. STRIDE is a threat modeling approach that aims to classify vulnerabilities 
into six categories, hence its nomenclature [16].

S (Spoofing): This type of attack refers to the usurpation of the user’s identity. 
It enables the attacker to gain the privileges and rights of the target. This type of 
attack is equivalent to identity theft.
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T (Tampering): This is the unauthorized modification or change of informa-
tion, which may be a transmitted message, a database, code, user input, etc. This 
type of behavior directly affects the system. This type of behavior directly affects 
integrity.

R (Repudiation): the act of denying one’s actions, i.e., when users carry out mod-
ifications, additions, or deletions and dispute their actions, this can have a remark-
able impact on traceability and the organization of responsibilities.

I (Information disclosure): the leakage of information and its disclosure, 
giving access to resources or data to people and entities who are not autho-
rized to have them. The presence of vulnerabilities of this type has an impact on 
confidentiality.

D (Denial of service) is explained by the inability to access a resource or data 
in a moment of need following a constraint on the target. The target will either be 
bombarded and occupied by the processing of requests and requests arriving from 
a harmful source or disconnected altogether following a sudden overload that has 
finally brought the target’s processing to a standstill. This type of threat impacts the 
target’s availability.

E (Elevation of privilege): corresponds to a vertical movement in accounts, 
which consists of migrating from an account with limited privileges to another with 
more rights and more freedom to execute commands and access resources without 
being detected or alerted by monitoring tools.

4	 PROPOSED METHODOLOGY

To study the threat modeling model in one of the modern domains, the following 
steps will be taken (see Figure 1).

Fig. 1. Proposed threat modeling methodology steps

4.1	 Use case explanation

The IoT domain that will be represented in this paper is healthcare. Its architec-
ture is made up of the following parts [17, 18].

The sensor perimeter. This perimeter contains sensors that interact following 
indicators received and captured from the environment in which they are installed. 
These sensors can be connected watches, patches, bracelets, etc., worn by the patient 
or placed in their environment, which record body movements, measure heart rate, 
oxygen saturation, body temperature, etc. In reality, these sensors are supported 
by an application installed on the patient’s mobile. The application is supposed to 
both arrange the data collected from sensors (watches, thermometers, etc.) and offer 
forms to be filled in manually by the patient to provide greater clarification and vis-
ibility regarding their state of health. All this data and information will then be sent 
to a gateway for further processing. Various sensors can be implemented or worn by 
the patient (refer to Table 1).
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Table 1. Description of sensors

Sensor Type Description

Heart Rate Monitor (HRM) Captures and measures heart rate (beats per minute) to detect human heart rhythm.

Electrocardiogram 
Sensor (ECG)

Measures the electrical activity of the heart using electrodes placed on the skin, and presents the heartbeat rate 
in the form of a diagram called an electrocardiogram. It is often used to detect cardiac disorders in patients, 
such as arrhythmias or atrial fibrillation, and requires the intervention of a medical expert to analyze its results.

Electronic Blood Pressure 
Meter (BP)

Allows measurement of systolic and diastolic blood pressure (in mmHg), and blood pressure in the patient, 
used for people suffering from hypertension, detect variations in pressure

Oxygen Saturation 
Sensor (SpO2)

Measures the percentage of oxygen in the blood, and is used in patients suffering from respiratory problems or 
lung diseases. It was very much in demand during the COVID-19 period, as the virus had an impact on the lungs, 
to determine whether the percentage of oxygen circulating in the blood is normal (greater than or equal to 95%).

Thermometer Measures the variation in patients’ body temperature to detect hyperthermia, or early signs of infection or fever.

Spirometer Used to measure respiratory rate (number of breaths per minute).

Continuous Glucose 
Monitoring (CGM)

Tracks blood glucose (sugar) levels over time, especially useful for diabetics.

Electromyography (EMG) Measure the electrical activity of muscles, to assess muscular and nervous conditions, or in rehabilitation 
to monitor muscle contractions.

Accelerometer Measure movements and changes in body posture, used to monitor patients with reduced mobility, to detect their 
movements and prevent them from falling.

pH and ion 
concentration sensors

Determines alkalinity or acidity and pH levels or concentration of specific ions in body fluids (e.g. blood pH, 
potassium concentration).

GPS trackers Indicates the position at the moment the patient takes a measurement by tracking its location.

Electrooculography (EOG) Measure the corneo-retinal standing potential that exists between the front and the back of the human eye.

Gateway. The gateway acts as an intermediary between the perimeter of the 
sensors and the IoT architecture in the cloud. It first receives the data collected by 
the sensors and/or the forms filled out by the patients via communication protocols 
wireless such as Bluetooth, Wi-Fi, Zigbee, or LTE. It then processes this data at its level 
to aggregate the data and format it. It also ensures initial filtering to avoid the mas-
sive sending of non-essential information and optimize consumption bandwidth. 
The gateway can be smartphones, home hubs, or IoT routers.

IoT cloud architecture. After gathering the information and data collected by 
the sensors and/or entered by the patient via his mobile application through the gate-
way, it performs an initial filtering before sending the data via an internet network 
to the IoT cloud architecture. This mass of information is supposed to be collected 
and processed by the electronic and personal health record systems (EHRs, PHRs). 
The data and information received are stored in the cloud or on local server, or in a 
hybrid way. Each one of the three ways has its own advantages and inconveniences, 
Storage locally is more secure and can be fully controlled but is still limited and 
expensive in terms of maintenance and scalability, the one in the cloud is cheaper in 
terms of infrastructure cost and maintenance, and also the local users don’t have to 
carry out the updates; however, the problems related to security, privacy, and regu-
latory non-compliance are still big issues for storage in the cloud. Azure, AWS, and 
Google are famous examples of these service providers. The hybrid mode is a solu-
tion that take from both -local and cloud- advantages and mix them up by storing 
the critical information in local servers and leaving secondary data in the cloud. The 
percentages, rates, and indications on the instant health state of the patient presents 
a large mass of information which must be analyzed and processed carefully so that 

https://online-journals.org/index.php/i-joe


iJOE | Vol. 21 No. 9 (2025)	 International Journal of Online and Biomedical Engineering (iJOE)	 69

STRIDE-Based Threat Modeling and Risk Assessment Framework for IoT-enabled Smart Healthcare Systems

doctors can make the right decisions regarding standard thresholds, the care of the 
information is ensured by monitoring services and Artificial Intelligence to provide 
help and support to doctors to better manage their decision-making/actions, given 
that medical staff can sometimes manage several cases remotely, which minimizes 
or even reduces the error rate.

Medical personal area. This scope is specific to healthcare staff (doctors and 
nurses), who base their decisions on the results of analyses and conclusions received 
from the IoT area architecture presenting the patient’s state of health. Healthcare 
professionals consult the status of their patient at any time from the application 
installed on their mobile phone, and can also have dashboard views of the patient’s 
condition.

To summarize the use case sequence, and as shown in Figure 2, the transmission 
and processing of the patient’s health is as follows: the various sensors within the 
patient’s perimeter detect and measure physical quantities (temperature, gesture 
movement, eye contact, etc.) depending on their nature. According to their nature, 
these sensors are supported on a mobile application of the patient, who can still 
use it to fill out a form that answers questionnaires related to his state of health. 
This information will then be sent to a gateway for an initial filtering before it will 
be stored, processed, and analyzed in the IoT architecture cloud via electronic and 
personal health record systems (EHRs, PHRs), AI, and storage units. The results of 
these analyses will be visible on the application installed on the medical staff’s 
mobile phones, which, based on them, can make decisions about adjusting, adding, 
or modifying medical parameters or taking action.

Fig. 2. IoT prototype architecture for healthcare domain

4.2	 Security requirements

According to this case study, there is a set of prerequisites to be validated in the 
architecture, from the patient’s environment to the healthcare professionals. To 
avoid any risk of access to the mobile phone that supports the sensors and on which 
the application is installed, the phone must be protected with an access method that 
is either biometric or at least a schema or pin code, and then the application must 
also be protected by identifiers to be entered that will be examined at the level of a 
database server, for example, Azure. The same applies to healthcare professionals, 
so the deployment of solutions that help to maintain and ensure confidentiality, 
integrity, availability (CIA) security objectives, and others [19].
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4.3	 Data flow diagram

The DFD is a graphical presentation that explains and details how the healthcare 
architecture works in an IoT environment [20]. Simplifying the processes via the DFD 
makes it easier to understand the sequence of information exchanges, and above all 
to identify the vulnerabilities and threats linked to the assets in the architecture, 
which then helps to propose a mitigation and correction plan, either by eliminating 
the threat altogether, or by reducing it, or by circumventing it to better manage the 
impact that may be caused in case it is exploited (see Figure 3).

Fig. 3. Data flow diagram of the key components and security boundaries of a healthcare system modeled  
using the Microsoft threat modeling tool

4.4	 Asset identification

Asset identification is a critical step in threat modeling for IoT-enabled smart 
healthcare environments, as it lays the foundation for understanding and protecting 
the key components of the system. In such environments, assets include a wide range 
of interconnected elements, such as wearable devices, medical sensors, healthcare 
applications, cloud platforms, patient data repositories, and network infrastructure. 
Each asset plays a vital role in delivering efficient, real-time healthcare services, 
making them potential targets for cyber threats. Identifying these assets involves 
categorizing them by their function, value, and interaction within the system, as 
well as recognizing their dependencies and vulnerabilities. This process ensures that 
critical assets, like patient records, life-support systems, and diagnostic equipment, 
are prioritized in threat mitigation strategies. By thoroughly mapping and classify-
ing assets, healthcare providers can enhance system resilience, ensure regulatory 
compliance, and safeguard the trust and well-being of patients [21].

4.5	 Threat identification

Following the application of the threat modeling approach, the next step is threat 
identification, as illustrated in Figure 3. By employing the STRIDE threat modeling 
technique within the MTM tool, a detailed threat report was generated for each 
component in the DFD. Subsequently, all identified threats were documented sepa-
rately in Section 5 of the results. These listed threats highlight how specific compo-
nents can be compromised by various threats. We also detailed the assets impacted 
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by each STRIDE threat and their correlation with security requirement violations. 
After cataloging all the threats identified through the STRIDE technique, we further 
analyzed which of these threats could lead to attacks [22].

4.6	 Risk assessment

Risk assessment is a critical component of threat modeling, enabling organiza-
tions to prioritize and mitigate potential vulnerabilities effectively. By systematically 
identifying and analyzing risks, threat modeling offers a structured approach to 
improving system security. Two widely used methods for quantifying and visu-
alizing risks are the CVSS and the 5×5 risk matrix. CVSS provides a standardized 
framework for evaluating the severity of vulnerabilities based on factors such as 
exploitability, impact, and environmental modifications. Complementing this, the 
5×5 matrix visualizes risks by categorizing them according to likelihood and impact, 
offering a straightforward and intuitive decision-making tool. Together, these meth-
ods enable security teams to balance quantitative precision with practical prioriti-
zation, ensuring that mitigation efforts focus on the most critical threats. This article 
delves into the integration of CVSS and the 5×5 matrix, highlighting their synergy in 
building a comprehensive risk assessment framework [23].

4.7	 Threat mitigation

After identifying threats and the risk assessment in IoT healthcare, the next step 
is to propose appropriate mitigation techniques. Threat mitigation involves reducing 
or eliminating potential risks within a system. To develop effective mitigation strate-
gies, we analyzed various existing approaches and, based on these studies, selected 
the most suitable remedies to protect the IoT smart healthcare use case from these 
potential threats, as discussed in Section 5.4.

5	 RESULTS AND DISCUSSION

In this section, we conduct experiments using the MTM tool to identify threats 
through the STRIDE methodology and evaluate the risk assessment. As previously 
discussed, STRIDE categorizes and maps the identified threats based on the use case. 
To achieve thorough threat identification, we integrated findings from both STRIDE 
methodologies to more effectively evaluate all potential threats in our IoT smart 
healthcare use case. Subsequently, we propose mitigation techniques to enhance the 
security of smart healthcare against possible attacks.

5.1	 Asset identification

An asset is a valuable entity that the user needs to protect and secure against any 
type of attack in order to maintain it in a good condition that ensures it is usable and 
available in the event of need. Assets can be either physical, such as mobile phones, 
computers, servers, etc., or software, such as applications and operating systems, or 
commercial, when it is a question of the reputation and image of the entity seeking to 
protect it, or informational, such as any kind of document that may contain valid infor-
mation, for example, configuration files, commitment charters, photos, videos, etc.
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Although the assets have an important and indispensable value, they obviously 
become the main goal of the attackers who seek access points to one of the assets; 
hence the need to identify the assets and their entry points to have a view of an 
attacker and gain more visibility in relation to the axes, which can then be exploited 
by them to guarantee illegal and unauthorized access to a given system or architecture 
(refer to Table 2).

Table 2. Description of assets

Asset Description

Wearable sensors Sensors dedicated to capturing the patient’s physical parameters.

Patient’s smartphone The smartphone, from which the sensors are supported, 
and from which the patient can fill in the forms.

Patient Credentials The patient’s login details, enabling them to access the application 
on their smartphone.

Patient’s personnel data Information relating to the patient, i.e. surname, first name, date 
of birth, patient ID, as well as the data that the patient will enter 
in the forms.

Storage server (PHR/EHR) The Patient’s data is transmitted to the PHR/HER servers for storage, 
and treatment

Healthcare professionals’ mobile The smartphone of the doctor/nurse where the application 
is installed on.

The application The application installed on the Healthcare professionals’ mobile 
that shows all the information and statistics regarding the patient’s 
health state, and on the patient’s smartphone so he can field the forms 
and receive the data from the sensors.

The Healthcare professionals’ 
credentials

The login and password used by the doctors/nurses to access 
to the application, and to the mobile.

Data flowing Data circulating in the architecture network.

5.2	 Threat identification

According to STRIDE, the threats can be categorized under six categories fol-
lowing each letter of it, and each one impact one of the security’s objectives (refer 
to Table 3).

Table 3. STRIDE model threat and security objective violation

Letter Threat Security Objective’s Violation

S Spoofing Authentication

T Tampering Integrity

R Repudiation Non-repudiation

I Information disclosure Confidentiality

D Denial of service Availability

E Elevation of privilege Authorization

Below are descripted the threats identified from the diagram classed by the 
approach STRIDE (refer to Table 4).
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Table 4. Threat identification following STRIDE approach

STRIDE Asset Threat

S 


 S
po

ofi
ng

Data Store Patient’s smartphone V.S.1 – Patient’s smartphone may be spoofed by an attacker and this may lead to incorrect 
data delivered to patient.

Wearable Sensors/Mobile 
Application

V.S.2 – Wearable Sensors/Mobile Application may be spoofed by an attacker and this may lead 
to unauthorized access to Wearable Sensors/Mobile Application.

Cloud Storage (PHR/EHR) V.S.3 – Cloud Storage (PHR/EHR) servers may be spoofed by an attacker and this may lead 
to data being written to the attacker’s target instead of Cloud Storage (PHR/EHR) servers.

T 


 T
am

pe
ri

ng

Wearable Sensors V.T.1 – The information and measure provided by the sensors to the application mobile 
may be modified, either by a direct human interaction, or by a change of the sensor’s 
threshold settings.
 If Wearable Sensors is given access to memory, such as shared memory or pointers, or is 
given the ability to control what Mobile Application executes (for example, passing back a 
function pointer.), then Wearable Sensors can tamper with Mobile Application.

Data flow V.T.2 – Data flowing across Data may be tampered with by an attacker. This may lead to a 
denial-of-service attack against Mobile Application or an elevation of privilege attack against 
Mobile Application or an information disclosure by Mobile Application. Failure to verify that 
input is as expected is a root cause of a very large number of exploitable issues.

Mobile Application V.T.3 – Mobile Application could be a subject to a cross-site scripting attack if it does not 
sanitize untrusted input.

Mobile Application V.T.4 – Mobile Application could be a subject to a persistent cross-site scripting attack if it does 
not sanitize data store ‘Database’ inputs and output.

Database server V.T.5 – SQL injection is an attack in which malicious code is inserted into strings that are 
later passed to an instance of SQL Server for parsing and execution. Any procedure that 
constructs SQL statements should be reviewed for injection vulnerabilities because SQL Server 
will execute all syntactically valid queries that it receives. Even parameterized data can be 
manipulated by a skilled and determined attacker.

R 


 
Re

pu
di

at
io

n Mobile Application/AI & IoT 
Analytics data

V.R.1 – Mobile Application/AI & IoT Analytics data claim that it did not receive data from 
a source outside the trust boundary.

Patient’s smartphone/Healthcare 
professionals’ mobile

V.R.2 – Patient’s smartphone claims that it did not write data received from an entity 
on the other side of the trust boundary.

I 
 In

fo
rm

at
io

n 
Di

sc
lo

su
re

The patient’s data/Cloud Storage 
(PHR/EHR) servers

V.I.1 – Improper data protection of Patient’s smartphone/Cloud Storage (PHR/EHR) servers 
can allow an attacker to read information not intended for disclosure.

Data flowing V.I.2 – Data flowing across Data may be sniffed by an attacker. Depending on what type of 
data an attacker can read, it may be used to attack other parts of the system or simply be a 
disclosure of information leading to compliance violations.

Patient’s credentials/The 
Healthcare professionals’ 
credentials

V.I.3 – Credentials on the wire are often subject to sniffing by an attacker. For example, 
sending a zip file with the password in the email.

D 


 D
en

ia
l 

of
 S

er
vi

ce Mobile Application V.D.1 – Mobile Application crashes, halts, stops or runs slowly; in all cases violating 
an availability metric.

AI & IoT Analytics data/Cloud 
Storage (PHR/EHR)

V.D.2 – If AI & IoT Analytics data or Cloud Storage (PHR/EHR) servers may be a victim 
of control resource consumption if they deadlock instead of they do timeout.

E 


 E
le

va
tio

n 
of

 P
ri

vi
le

ge

Wearable Sensors V.E.1 – Mobile Application may be able to impersonate the context of Wearable Sensors 
in order to gain additional privilege.

Mobile application/AI & IoT 
Analytics data

V.E.2 – An attacker may pass data into Mobile Application/AI & IoT Analytics data in order 
to change the flow of program execution within Mobile Application/AI & IoT Analytics data 
to the attacker’s choosing.
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5.3	 Risk assessment

Risk assessment is a process that involves assessing the threats identified through 
threat modeling, quantifying the risks, and putting in place measures to mitigate 
them in order to ensure the protection of resources and assets, reduce financial 
losses, improve decision-making, and other reasons.

Common vulnerability scoring system. The risk assessment of the threats and 
vulnerabilities identified above can be carried out using the CVSS, which rates the 
risk of vulnerabilities on a scale of 0 to 10 in ascending order according to the severity 
and impact of the vulnerability. The division of the score with respect to the severity 
and the hierarchy of the criticality of the vulnerability is presented in Table 5.

Table 5. Allocation of vulnerability severity scores according to CVSS

Severity Score

None 0

Low 0.1  3.9

Medium 4.0  6.9

High 7.0  8.9

Critical 9.0  10.0

Following CVSS v3.1 Calculator, the score is calculated by calling up the following 
parameters in Figure 4 and Table 6.

Fig. 4. The base score parameters

Attack vector (AV): Defines the level of proximity required by the attacker to 
exploit the vulnerability.

Attack complexity (AC): Indicates the difficulty of exploiting the vulnerability.
Privileges required (PR): Reflects the level of access privileges an attacker 

needs before exploiting the vulnerability.
User interaction (UI): Describes whether an interaction of the user is needed in 

the exploit process.
Scope (S): Indicates if exploitation affects components outside the vulnerable 

component’s security scope.
Confidentiality (C): Describes the potential impact on the confidentiality of data.
Integrity (I): Reflects the impact on the accuracy and reliability of data.
Availability (A): Describes the impact on the availability of the affected 

component.
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Table 6. The threats score following CVSS v3.1 calculator

Vulnerabilities AV AC PR UI S C I A Score Severity

V.S.1 N L N N C N H N 7.1 High

V.S.2 N L N N C H H H 10 Critical

V.S.3 N L N N C H H N 10 Critical

V.T.1 L L L N C L H L 7.9 High

V.T.2 N L N N C H H H 10 Critical

V.T.3 N L N R C L L N 6.1 Medium

V.T.4 N L N R C H H L 9.6 Critical

V.T.5 N L N N C H H H 10 Critical

V.R.1 N L N N C H L L 9.9 Critical

V.R.2 N L N R C H L L 8.8 High

V.I.1 N L N N C H N N 8.6 High

V.I.2 N L N N U H N N 7.5 High

V.I.3 N L N N U H N N 7.5 High

V.D.1 N H L R U L N H 5.4 Medium

V.D.2 N L L N U L N H 7.1 High

V.E.1 N L L N C H H N 9.6 Critical

V.E.2 N L N N U H H L 9.4 Critical

5 by 5 risk matrix.  5 by 5 risk matrix is a useful tool used in risk assessment which 
aims to assess threats by combining their impact and likelihood grated from low to 
extreme, in order to identify and prioritize assets before conducting the assessment. 
The impact is defined as how severe would the outcomes be if the risk occurred, and 
the likelihood is presented by what is the probability the risk will happen.

The risk is calculated using the equation  Risk rating = Impact * Likelihood, 
and can be categorized as low, medium, high, or extreme and color-coded in green, 
yellow, orange, and red respectively as shown in the matrix in Figure 5.

Fig. 5. 5 by 5 Risk Matrix representing the likelihood and impact of identified threats  
in the healthcare system
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Based on the 5×5 matrix, a threat assessment was carried out, and summarized 
in the Table 7.

Table 7. Risk rating based on 5 by 5 risk matrix

Threat Likelihood Impact Risk Rating

V.S.1 3 (Moderate) 3 (Significant) 9 (Medium)

V.S.2 4 (Likely) 4 (Major) 16 (Extreme)

V.S.3 4 (Likely) 5 (Severe) 20 (Extreme)

V.T.1 3 (Moderate) 4 (Major) 12 (High)

V.T.2 4 (Likely) 5 (Severe) 20 (Extreme)

V.T.3 3 (Moderate) 3 (Significant) 9 (Medium)

V.T.4 4 (Likely) 4 (Major) 16 (Extreme)

V.T.5 4 (Likely) 5 (Severe) 20 (Extreme)

V.R.1 3 (Moderate) 3 (Significant) 9 (Medium)

V.R.2 2 (Unlikely) 3 (Significant) 6 (Medium)

V.I.1 4 (Likely) 5 (Severe) 20 (Extreme)

V.I.2 4 (Likely) 4 (Major) 16 (Extreme)

V.I.3 4 (Likely) 4 (Major) 16 (Extreme)

V.D.1 3 (Moderate) 4 (Major) 12 (High)

V.D.2 3 (Moderate) 5 (Severe) 15 (Extreme)

V.E.1 3 (Moderate) 4 (Major) 12 (High)

V.E.2 4 (Likely) 5 (Severe) 20 (Extreme)

The risk assessment of threats is often very high either in CVSS or 5 by 5 matrix 
because of the healthcare sector, which requires great vigilance in terms of data con-
fidentiality, integrity, and availability; the criticality of the information circulating in 
the architecture; and the impact that can be caused in the event of compromise and 
false decision or consultation that can lead to a serious error in the patient’s health, 
which increases the rate of each risk.

5.4	 Threat mitigation

Once the threats have been identified and classified according to the STRIDE 
approach, it’s time to propose a list of mitigation measures to limit the impact that 
can be caused if one of the threats is exploited (refer to Table 8).
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Table 8. List of mitigation countermeasures

Threat Countermeasure

S  Spoofing –	 Strong password: Patients and Healthcare professionals must use passwords that 
meet security requirements such as: avoid using sequential numbers, dates of birth, 
names and words found in the dictionary, avoid reusing passwords, or storing them 
in files on the computer, or on a pad of paper, use at least twelve letters combined 
with numbers, upper case, lower case, digits and special characters.

–	 MFA: Use of two-factor authentication, the first with a password, and the second 
with a notification sent by email or SMS, or by a biometric index.

–	 Digital certificates: Use of PKI for certificate management to verify the identity 
of each device before it is connected to the network, with periodic renewal 
of certificates to ensure they are not compromised.

T  Tampering –	 Hash: In view of the fact that tampering violates integrity, and therefore to prevent 
data from being altered, it is recommended to use a strong hash of the information 
circulating in the network.

–	 Memory isolation and management: In order to prevent from access to memory such 
as shared memory or pointers, double check whether if the functions could work 
with less access to memory, such as passing data rather than pointers. Copy in data 
provided, and then validate it.

–	 Input validation: Use of approval lists (whitelisting) by using validation APIs, check 
that file paths and data points are correct and secure (path validation) by using for 
example absolute paths instead of relative paths in order to avoid ‘path traversal 
attacks’, Data type validation and size control.

–	 Filter database input: Applying a special character filtering, deny extended URLs, 
sanitize data and limit special characters can help prevent SQL injection and 
cross-site scripting (xss) attacks.

–	 Role-based access management (RBAC): Restrict access to data and systems to people 
who need them for their jobs.

R  Repudiation –	 Audit logs and timestamps: Use of logs/events/logs to track actions taken (additions/
modifications/deletions) on networks; these logs are injected by default into a group 
of security tools such as IDS, IPS, firewalls, computers, etc.

–	 Log audit: Regular auditing of events generated by security tools can circumvent 
problems that have arisen within a favorable timeframe.

–	 SIEM tool: use of a SIEM solution to correlate the logs linked to all the security tools 
implemented in the network, i.e. IPS, IDS, NDR probes, EDR, etc.

I  Information 
disclosure

–	 Encryption: Use data encryption algorithms and protocols such as SSL/TLS 
to guarantee the confidentiality of information.

–	 Authentication mechanism: Use a strong authentication mechanism such as a strong 
password, MFA…etc.

–	 File and directory permissions management: Verification of the rights granted to 
users over files and folders to ensure that access is restricted, especially to critical 
and sensitive files.

D  Denial 
of service

–	 Next-generation firewall: using NGF helps to detect attacks such as DOS, since it 
is based not only on traffic filtering but also on analyzing the conformity and 
homogeneity of the user’s session. This is ensured by integrating other blades 
such as IDP/IPS, anti-spam, anti-malware, etc.

–	 Using a timeout in resource response instead of deadlock.

E  Elevation 
of privilege

–	 Privilege management: Establish Appropriate Privileges and Strict Access.
–	 Separation of responsibilities: Avoid giving full access and authority to a profile 

so as not to risk losing all privileges in the event of a compromise.
–	 EDR: use of EDR to monitor all activities, including the elevation of privilege 

on an account, in real time.
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6	 CONCLUSION

This paper sheds light on the threats that can put an IoT architecture at risk. 
The area covered is healthcare, which is a critical and sensitive area given that it 
affects patients’ health directly, and the right to make mistakes is very intolerable 
and can lead to catastrophic consequences; hence the importance of modeling the 
threats before deploying the architecture in order to study and assess the possible 
risks, and this work proposes countermeasures and solutions to the threats identified. 
This paper has been written in the hope that it will serve as a point of reference for 
other work on the same subject and to provide a basis for further research. By iden-
tifying development-level threats specific to the IoT healthcare context and correlat-
ing them with appropriate mitigation strategies, the proposed approach enhances 
the overall security posture of IoT systems. As IoT continues to evolve, proactive and 
comprehensive threat modeling will be crucial in safeguarding against emerging 
security risks and ensuring the resilience of IoT healthcare environments. This 
work can be further enhanced by implementing the proposed mitigation techniques 
in a real-world system, allowing for deeper insights into securing the underlying 
infrastructure against attacks.
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