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PAPER

ZTX-BAIC: A Multi-Layered Cloud Security Framework 
Integrating ZTA Extended with Blockchain, AI, 
Advanced Encryption, and CSPM

ABSTRACT
With the advancement of modern technology, enterprises are migrating to cloud computing 
to accelerate innovation in an increasingly competitive global landscape. Despite its benefits, 
cloud computing is encountering highly escalating cyber threats, such as identity theft, data 
breaches, cyber vandalism, and social engineering. This study proposes ZTX-BAIC, an inte-
grated comprehensive framework for cloud security that converges the idea of zero trust 
architecture (ZTA), generative AI-driven threat detection, blockchain-based auditable secu-
rity and smart contracts, cloud security posture management (CSPM), and advanced encryp-
tion. In the proposed framework, ZTA enforces perpetual authentication and privilege-based 
access control while the blockchain reinforces security systems utilizing identity management 
and tamper-resistant audit logging. Generative AI (GenAI) and CSPM are integrated to detect 
possible real-time threats with high accuracy and to generate automated compliance reports. 
The technology acceptance model (TAM) is utilized to validate the practical deployment of this 
framework. This study critically fills gaps in existing cloud security practices. The proposed 
design offers an adaptive, diversified, multi-layered defensive model that ensures behavioral 
adaptation and technical sophistication. While previous models have employed ZTA, block-
chain, or generative AI in isolation or combining a couple of them, this study integrates the 
mentioned techniques into a cohesive and unified cloud security framework.

KEYWORDS
cloud security, zero trust architecture (ZTA), blockchain, generative AI (GenAI), cloud security 
posture management (CSPM), technology acceptance model (TAM)

1	 INTRODUCTION

In a rapidly changing digital landscape, staying competitive drives enterprises 
to adopt cloud computing services. Enterprises can enhance operational efficiency, 
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reduce costs, and maintain a competitive edge using cloud computing services [1]. 
Cloud computing is not only essential technology for Fortune 500 companies, also 
known as large enterprises (LEs), but also for small and medium enterprises (SMEs) 
as well due to its organizational agility and operational efficiency. However, the 
increased adoption of cloud services has introduced cybersecurity risks, including 
data breaches, unauthorized access, insider threats, and misconfigurations [2]. 
Cybersecurity has become a critical concern for both public and private sectors 
because of the growing frequency and severity of cybercrime in cloud environ-
ments. From LEs to SMEs, from traditional manufacturers to leading-edge tech firms, 
no enterprise is resistant to cyber threats. In 2024, the average cost of a data breach 
reached an all-time high of $4.88 million. It is estimated that cybercrime will damage 
over $10.5 trillion worth of enterprise assets globally, and ransomware payments 
will exceed $265 billion annually by 2031 [3].

The April 2025 cyberattacks on Australia’s largest pension fund exposed more 
than 20,000 member accounts, which attempted to steal A$4.2 trillion ($2.63 trillion) 
in retirement savings from multiple accounts [4]. In 2024, hackers accessed cloud 
environments hosted on Snowflake Inc. and stole a variety of sensitive information, 
including over 50 billion AT&T call records and text messages [5]. The 2023 ransom-
ware and cyberattack on Ukraine’s leading telecommunications company, Kyivstar, 
resulted in approximately $90 million in recovery costs [6]. In 2023, MOVEit, by 
Progress Software Corporation, was hacked, and data was stolen by a ransomware 
operation called Cl0p, exposing personal data of 2,700 organizations, including 
education, healthcare, and finance, and approximately 93 million individuals [7].

Traditional parameter-based security architecture has proven inadequate and 
ineffective against sophisticated cyber threats. Consequently, enterprises seek inno-
vative and adaptive security solutions to protect their assets from cybercriminals. 
Zero trust architecture (ZTA) has gained traction in recent years due to its “never trust, 
always verify” principle [1], [8]. ZTA challenges the conventional idea of implicit 
trust; rather, it has a strict policy of enforcement that no user or device is implicitly 
trusted, regardless of stature or location. Nevertheless, ZTA alone is inadequate to 
protect against emerging sophisticated cyber threats. Therefore, complementing it 
with other advanced security technologies becomes essential.

Blockchain technology, widely recognized for its immutability and decentral-
ization, has recently been explored for auditable security because it ensures data 
integrity and tamper resistance [9]. Unlike traditional access control systems, 
blockchain-based auditable security ensures accountability in access control enforce-
ment and prevents tampering to ensure all access control decisions are permanently 
recorded, reducing insider threats [10]. Additionally, integration of generative arti-
ficial intelligence (GenAI)-driven threat detection methods makes ZTA stronger by 
mitigating real-time cyber threats. This method utilizes advanced algorithms, deep 
learning (DL), and machine learning (ML) techniques to identify evolving attack 
patterns and anomalies to respond to the incident faster [11]. Even after setting 
up sophisticated security solutions, enterprises often encounter misconfigurations, 
which are one of the major causes of security vulnerabilities in cloud environments. 
To complement ZTA with blockchain and AI threat detection, cloud security posture 
management (CSPM) acts as a robust tool to monitor and automate cloud configura-
tions to prevent security vulnerabilities caused by misconfigurations [12]. Advanced 
encryption plays a foundational role in this entire security framework and sup-
ports all the mentioned security tools across every security layer. It safeguards data 
from insider threats and unauthorized access by converting plaintext into cipher-
text using cryptographic algorithms [13]. Additionally, advanced encryption secures 
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smart contracts on a blockchain to prevent unauthorized access and protects the 
training data and models that AI uses for advanced threat detection.

This study proposes an integrated cloud security framework, ZTX-BAIC (ZTA 
extended with blockchain, AI, and CSPM, with advanced encryption), that synergizes 
ZTA for zero-trust, blockchain-based audible security and smart contracts, GenAI 
for threat detection, CSPM to correct misconfigurations, and advanced encryption 
to support all security layers. The rationale for this integrated security is to lever-
age the strengths and provide a multi-layered defense strategy to mitigate cloud 
security threats and respond proactively to emerging cybersecurity challenges. 
The recommendations are made to protect the cloud infrastructures and support 
seamless operations. It is seen in the industry that the best technologies fail when 
users or enterprises don’t see their practical value (usefulness) or find them overly 
complicated (ease of use). The authors integrated the technology acceptance model 
(TAM) [14] to evaluate the framework using a user-centric lens. TAM suggests that 
the proposed framework ZTX-BAIC holds strong potential for enterprise adoption.

2	 LITERATURE REVIEW

2.1	 ZTA, micro-segmentation, and multi-factor authentication

He et al. [1] discuss ZTA assumptions that the network is always in danger and all 
users, devices, network traffic, and systems need authentication before authoriza-
tion. Thus, ZTA authenticates users and devices through multi-factor authentication 
(MFA) and access control policies. Ahmadi [15] examines ZTA and suggests the least 
privileged access to restrict users and devices to access only necessary resources 
to complete the tasks and MFA to add verification layers to reinforce identity and 
access management (IAM). Mali [16] illustrates that MFA mitigates identity theft and 
cyberattacks by requiring independent dimensions verification.

2.2	 Blockchain for auditable security, identity management, and contracts

Kassen [17] explains blockchain as a set of uniquely distributed multidimensional 
databases that sequentially record data as blocks. Thus, blockchain-based decentral-
ized identity management (DIM) can be used to leverage distributed ledger technol-
ogy to eliminate dependence on centralized databases [18], [19]. Users can control 
their identities autonomously without relying on centralized authority by manag-
ing decentralized identifiers (DIDs) [20], [21]. Dunphy and Petitcolas [19] discuss 
that it ensures personal data is inaccessible to third parties, making it resilient to 
data breaches. Deshmukh et al. [22] investigate the application of smart contracts in 
cloud-based insurance systems and demonstrate how event-driven smart contracts 
automate the whole claims lifecycle from commencement to reimbursement.

2.3	 Generative AI for advanced threat detection

Generative AI has been progressively integrated into cybersecurity frame-
works due to its enhanced capability to detect and address complex cyber threats. 
Patel et al. [23] highlight GenAI’s ability to identify risks with 97% accuracy, substan-
tially surpassing the accuracy of conventional models. Its strengths include anomaly 
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detection, proactive threat simulation, and real-time incident response, essential for 
dynamic cloud environments. However, GenAI heavily depends on the quality and 
diversity of its training datasets, and its deployment requires significant computa-
tional resources [11].

2.4	 CSPM and advanced encryption

Metibemu et al. [12] and Ofili et al. [24] discuss that CSPM provides contin-
uous monitoring and automatic audits, ensuring cloud infrastructure complies 
rigorously with defined security policies. When integrated with ZTA, CSPM substan-
tially improves compliance and mitigates risks associated with misconfigurations. 
Advanced encryption techniques form the backbone of safe cloud environments, 
providing robust protection for data at rest, in transit, and during processing. 
Dyavani and Thanjaivadivel [13] and Polam et al. [25] describe homomorphic 
encryption and quantum-resistant algorithms to ensure data security even in 
instances of unauthorized access.

2.5	 Integration of TAM for adoption analysis

Technology acceptance model is employed to assess user acceptance and organi-
zational adoption. Davis et al. [14] explain that TAM consists of perceived usefulness 
(PU) and perceived ease of use (PEOU) as critical factors influencing the adoption 
of technology. TAM in this study examines the behavioral aspects of framework 
adoption and interplay between technological and human factors [26] with the 
increasing scholarly focus on technology acceptability in cybersecurity implemen-
tations. ZTX-BAIC’s PU is derived from its capacity to prevent data breaches, enforce 
least-privilege access, automate threat responses, and ensure auditability. The PEOU 
relates to the effortless integration of these technologies into existing infrastructures. 
Table 1 summarizes the literature reviewed, identifies gaps not addressed in existing 
studies, and highlights how this study contributes through the ZTX-BAIC framework.

Table 1. Contributions through the security framework to fill the study gap

Sl. Author(s) and Year Journal Key Findings on ZTA and 
Cloud Security How This Research Fills the Gap

1 He et al. (2022) Wireless Communications and 
Mobile Computing

Defined ZTA principles; 
emphasized continuous 
verification.

Proposes an integrated ZTA framework 
enhanced by generative AI and blockchain 
for comprehensive cloud security.

2 Putz et al. (2019) Computers & Security Presented blockchain 
for secure event logging, 
auditability, and accountability.

Combines blockchain with ZTA principles and 
generative AI for cloud security management.

3 Akhtar et al. (2024) IEEE Transactions 
on Dependable and 
Secure Computing

Proposed blockchain-based 
auditable access control.

Adds AI-driven threat detection capabilities 
into blockchain-based auditable security 
within ZTA.

4 Stockburger et al.  
(2021)

Blockchain: Research and 
Applications

Proposed decentralized 
blockchain identity 
management for security.

Integrates blockchain-based decentralized 
identity management with ZTA and AI-driven 
threat monitoring.

5 Dyavani & 
Thanjaivadivel (2021)

Journal of Current Science Advocated advanced encryption 
techniques for cloud security.

Embeds advanced encryption seamlessly into 
ZTA and blockchain to ensure security.

(Continued)
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Table 1. Contributions through the security framework to fill the study gap (Continued)

Sl. Author(s) and Year Journal Key Findings on ZTA and 
Cloud Security How This Research Fills the Gap

6 Ali et al. (2024) Journal of Computer 
Information Systems

Reviewed ZTA, encryption, 
and risk assessment in cloud 
computing.

Presents an integrated framework combining 
ZTA, blockchain, AI, CSPM, and encryption.

7 Zhang et al. (2020) ACM Computing Surveys Attribute-based encryption for 
cloud access control.

Integrates encryption with ZTA, blockchain, 
and AI approaches.

8 Wang & Wang (2022) IEEE Transactions on 
Information Forensics 
and Security

Explored MFA vulnerabilities 
in mobile devices.

Incorporates MFA security 
assessment with ZTA.

9 Kassen (2023) Policy & Internet Blockchain governance 
principles and opportunities.

Utilizes blockchain governance to enhance 
cloud security and integrates with ZTA.

10 Dunphy & 
Petitcolas (2018)

IEEE Security & Privacy Blockchain-based 
identity management 
systems overview.

Connects DIM with ZTA and 
AI-driven security.

11 Peng et al. (2022) IEEE Transactions on Network 
Science and Engineering

Blockchain-enabled federated 
learning for auditability.

Integrates blockchain auditability with 
AI-driven threat detection under ZTA 
principles.

12 Gousteris et al. (2023) Emerging Science Journal Blockchain-based secure cloud 
storage and data sharing.

Enhances secure cloud storage with AI-driven 
detection, ZTA, and blockchain auditing.

13 Saleem et al. (2023) Journal of Information Security 
and Applications

ZTA for secure information 
processing.

Creates an integrated approach with ZTA.

3	 METHODOLOGY

This study employs a design-science research (DSR) methodology [27] to develop 
and validate a theoretical cloud security framework. The DSR approach is well-suited 
for creating and evaluating innovative artifacts [28] (in this case, a conceptual cloud 
security framework) through iterative design and analysis. Following DSR princi-
ples, the research proceeded from problem identification and objective definition, 
through literature-driven conceptual modeling, to an expert-informed evaluation of 
the proposed framework. The methodology is organized into three main parts.

3.1	 Research design

We established a structured approach grounded in DSR and contemporary cyber-
security modeling practices. First, we identified critical cloud security challenges 
that current approaches struggle to address. Second, we defined the objective: to 
design a holistic framework that integrates four advanced technologies with the ZTA 
framework: generative AI-driven threat detection, blockchain-based DIM and audit-
able logs, and CSPM with advanced encryption to mitigate the identified challenges. 
Third, the framework design drew on extensive literature synthesis: the authors 
reviewed research on each of the four core technologies and the ZTA framework 
and noted how each technology addresses specific cloud threats or limitations. 
Throughout the research design phase, we iteratively refine the framework concept 
and ensure that the resulting model is relevant to real-world problems.
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3.2	 Framework development process

The Framework Development Process proceeded through several iterative steps:
Problem Analysis and Requirements: We began by formalizing the cloud security 

problems to be addressed. This included analyzing scenarios of advanced persistent 
threats, insider threats, and configuration errors in cloud environments.

Literature Synthesis for Each Component: For each of the four technologies with 
ZTA, we conducted a focused literature review to gather design knowledge and best 
practices. This included studying the zero trust framework, such as the NIST ZTA 
guidelines [8], the latest developments in intrusion detection [29] (with an empha-
sis on generative AI models); advancements in blockchain for security (DID, smart 
contracts, and audit logs) [19]; and CSPM tools [12].

Conceptual modeling and integration: We designed the integrated framework 
architecture as a conceptual model. ZTA served as the structural foundation. The 
GenAI Threat Detection module continuously monitors network and user behavior 
(ingesting logs, API calls, etc.). Blockchain-based DIM authenticates ZTA subsystem. 
Simultaneously, a blockchain-based auditable logging system underpins the frame-
work’s accountability. The CSPM engine continuously scans the cloud environment 
for configuration drift or policy violations (e.g., open storage buckets). Advanced 
encryption in the zero trust model limits the damage.

Theoretical Refinement: We conducted a scenario analysis to verify that each 
identified challenge was addressed by at least one part of the framework. Thought 
experiments were applied for stolen credentials and cloud misconfiguration 
scenarios.

3.3	 Theoretical evaluation

A theoretical evaluation was conducted in lieu of immediate implementation. This 
multi-faceted evaluation aimed to demonstrate the framework’s validity, completeness, 
and potential effectiveness through analytical and expert-driven methods. The devel-
oped framework was presented to a panel of cybersecurity experts and researchers 
for qualitative feedback. Their feedback was positive, noting that the framework is 
comprehensive in covering major cloud threats. We performed an alignment anal-
ysis to ensure the ZTX-BAIC framework meets established security principles and 
addresses known threat categories. To further evaluate the framework’s effectiveness, 
we crafted cloud attack scenarios (drawn from real case studies and threat reports) 
and walked through how the framework would handle each step of the attack.

Finally, we assessed improvements such as the expected reduction in dwell time 
(time an attacker remains undetected) due to GenAI’s rapid anomaly reporting and 
enhanced compliance and audit readiness thanks to blockchain logs.

4	 PROPOSED FRAMEWORK ZTX-BAIC

The proposed security framework, ZTX-BAIC (ZTA extended with Blockchain, 
AI, and CSPM, with Advanced Encryption), integrates cutting-edge technolo-
gies to address multifaceted challenges in cloud security, such as advanced cyber 
threats, identity verification issues, misconfigurations, and encryption weaknesses. 
The foundational framework is ZTA, which highlights a significant shift from 
conventional perimeter-based security to a “never trust, always verify” strategy. 
It employs micro-segmentation to isolate workloads into smaller, easier-to-manage 
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pieces, which restricts unauthorized lateral movement. GenAI integration into the 
ZTA enables the identification and response to new cyber threats before they occur. 
This allows for immediate response actions, for example, by starting extra security 
checks or isolating compromised segments to prevent more damage. The framework 
integrates blockchain technology to provide tamper-resistant audit logs and robust 
DIM. An immutable blockchain ledger keeps track of every security event, such as 
authentication attempts, access grants, policy modifications, and anomaly detections.

Cloud security posture management complements the framework by contin-
uously monitoring cloud configurations and automatically detecting and fixing 
security misconfigurations. Integrating CSPM with ZTA ensures that all cloud 
resources follow the established security policies. Encryption is the most important 
part of the entire security system, as it protects data at all security layers. Advanced 
encryption techniques, such as homomorphic encryption and quantum-resistant 
cryptography, ensure that even if an attacker gains access through more advanced 
ways, the data remains unreadable without the correct cryptographic keys. Finally, 
TAM is incorporated into the proposed framework ZTX-BAIC to ensure practical 
adoption and effective implementation to provide a dynamic, multilayered security 
approach. Each technology addresses specific vulnerabilities and works well with 
the others to make cloud infrastructures more resilient.

5	 FRAMEWORK OVERVIEW AND DISCUSSION

5.1	 ZTA

Zero trust architecture, proposed by John Kindervag, principal analyst at 
Forrester in 2010, is a security model that considers all traffic or entities, whether 
from an internal or external network, untrusted by default and requires continuous 
verification to grant access [8]. It is a cybersecurity architecture that is based on 
zero-trust principles and adheres to the “never trust, always validate” principle [1]. 
It challenges traditional perimeter-based technology, which divides the network into 
internal and external networks where the firewall and intrusion detection system 
work as a barrier. Unlike conventional security models, ZTA does not view loca-
tion as the prime factor of security stance. The foundation of ZTA includes access 
control, authentication [8], trust evaluation [1], encryption, and IAM [15]. Access 
control is essential to prevent unauthorized access to sensitive data and resources 
in the cloud [30], ensuring that users can maintain data confidentiality and integ-
rity. In cloud computing, encryption technologies such as symmetric and public-key 
encryption control access to sensitive data, protecting it against unauthorized access 
or exposure​. Efficacy mostly relies on the selected encryption methods, appropriate 
key management, and access control protocols [31], [32]. IAM works as an adminis-
trative framework for managing digital identities and access authorizations, ensur-
ing that the right people have access to the right resources at the right times and 
with the right intentions [33]. As never trusting and consistently verifying is a vital 
principle in ZTA, organizations must establish adaptive security approaches that 
progress using real-time data.

Micro-segmentation is a core feature of ZTA [30]. Its granular approach within 
ZTA divides physical networks into isolated logical segments (micro-segments), often 
down to individual workloads or applications, resulting in fine-grained access control 
and implementing policies specific to each segment [31]. This method minimizes 
threat exposure, decreases network misconfigurations by 65% [34], and strengthens 
security against lateral attacks by preventing attackers from easily compromising 
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multiple systems. It establishes separate and highly secure zones inside a network, 
protecting workloads from unauthorized access. Figure 1 illustrates how ZTA, using 
micro-segmentation, employs software-defined networking (SDN) and reverse proxy. 
Regardless of the benefits, complex micro-segmentation implementation requires 
significant resources to integrate it seamlessly with existing security systems.

Fig. 1. Modern network security architecture integrating software-defined networking (SDN)  
and reverse proxy within a zero trust framework

By implementing the (i) core principles of ZTA, i.e., entity is trusted by default, 
(ii) micro-segmenting to divide the network into segments to restrict lateral move-
ment, and (iii) setting a perimeter firewall at the entry point to filter traffic between 
the internet and internal resources, ZTA works as a robust security system.

User SDN categorizes users into isolated logical segments to enforce access controls 
based on roles. Database SDN (DB SDN) isolates database systems to restrict unautho-
rized access and safeguard sensitive data. The Application SDN (App SDN) regulates 
application-related traffic by isolating application resources from other components. 
HAProxy (Reverse Proxy) is set to replace the traditional Demilitarized Zone (DMZ).  
It manages web service requests, such as load balancing, SSL termination, and for-
warding requests to relevant backend services. It provides an additional layer of 
security by masking internal server information from external users. SDN control-
lers dynamically enforce policies for governing communication between segments 
(e.g., User SDN accessing Web SDN via defined rules). Lateral movement is restricted, 
illustrated by a red circle and flowing arrows. If a segment (e.g., Web SDN) is breached, 
attackers are confined to that segment due to restricted inter-segment communication.

Each department, such as HR and Finance, is further segmented by function, with 
Web managing front-end services, DB dedicated to data storage and retrieval, and 
App overseeing backend services. This segmentation minimizes the attack surface 
and ensures access control at a workload level. Traffic between different functions 
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(e.g., HR Web to Finance DB) is rigorously regulated by policies. Unauthorized com-
munication is blocked, illustrated by a red circle and flowing arrows. Each segment 
utilizes independent security measures, including authentication, encryption, and 
continuous monitoring. Breaches are isolated; even if one segment is compromised, 
others remain unaffected.

5.2	 Blockchain for DIM

Blockchain-based DIM aligns with ZTA principles by enforcing strict verifica-
tion mechanisms through cryptographic evidence, which significantly reduces 
breaches [35]. Cryptographic verification ensures that identity data remains unal-
tered and detectable if tampered [33]. DIM improves data protection in cloud 
computing by removing centralized identity repositories frequently targeted by 
cyberattacks [35]. Confidential information is stored off-chain, and blockchain 
acts as a verifier for credentials [36]. In ZTA, DIM facilitates granular access con-
trols and adaptive authentication procedures to mitigate identity-related access 
control. Personal data and credentials of users are stored immutably in digital 
wallets. Credentials can be shared with selective service providers who verify them 
using blockchain without accessing the underlying data. When needed, users pres-
ent cryptographic proofs to verify their identity, authenticated against blockchain 
records [37]. Smart contracts govern the authorization and revocation of access, 
assuring transparency and control [38].

Fig. 2. Blockchain-based DIM framework with cryptographic proofs and smart contracts
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Figure 2 illustrates the implementation of Blockchain-based DIM, leveraging 
cryptographic proofs, smart contracts, and DIDs to enhance security and reduce 
reliance on centralized authorities. However, users bear the responsibility of secur-
ing their private keys [39]. Scalability remains a significant barrier since public 
blockchains process numerous identification transactions, resulting in delays and 
high computational costs. SMEs find it difficult to implement DIM because it requires 
advanced infrastructure.

The user (identity owner) generates a decentralized identifier (DID) using a block-
chain wallet and stores personal data off-chain. In Digital Wallet (off-chain storage), 
personal data is securely stored outside the blockchain to comply with privacy 
regulations, such as the GDPR. The Issuer (trusted authority) issues verifiable cre-
dentials (e.g., driver’s license) linked to the DID that are cryptographically signed 
and stored in the user’s digital wallet. Blockchain Network stores DID records and 
cryptographic proofs and uses smart contracts for authentication, authorization, 
and revocation of credentials to ensure data integrity and prevent unauthorized 
modifications. The Service Provider (verifier) requests identity verification from the 
user and verifies cryptographic proof against blockchain records without accessing 
personal data. It grants access based on ZTA’s least privilege principles.

5.3	 Blockchain for auditable security through secure event logs

Again, blockchain integration into ZTA is achieved where every participant’s 
interaction is verified through digital signatures stored on the blockchain [39]. 
The zero-trust model’s concept of “never trust, always verify” is strengthened by 
smart contracts that implement access control policies independently of centralized 
authority and trigger signals based on predefined security rules. The composite 
access control policy framework aggregates multiple access policies from differ-
ent organizational domains into a single blockchain-based smart contract system. 
This audit access policy from multiple domains simplifies compliance with regu-
latory standards, as all security actions are verifiable on the blockchain, and facili-
tates inter-organizational collaboration [2]. Additionally, it ensures a reliable chain 
of custody for digital evidence, which is crucial for legal proceedings. Event logs 
are cryptographically authenticated by attribute managers and included in smart 
contracts to ensure the integrity of the logs [38]. For example, the log event and 
metadata are saved in a local storage cluster for efficiency and privacy. A hash of 
the evidence data and a timestamp are stored on the blockchain as proof of integ-
rity. The system’s private key signs and sends new log entries to the blockchain. The 
saved hash is compared with a new log entry hash during audits to check integrity. 
Matching hashes prove that the log has not changed after recording it.

Moreover, anchoring logs to a public blockchain introduces an additional layer 
of security, rendering it infeasible for cloud providers or attackers to alter security 
records undetected. Figure 3 illustrates the architecture of a blockchain-based 
auditable access control system. It presents two integrated layers, policy enforce-
ment and audit verification, working in parallel. Composite policies are translated 
into smart contracts for immutable enforcement on the blockchain, while an audit 
engine and attribute manager validate and verify events to ensure integrity and 
compliance with zero trust principles. Blockchain’s audible security is restricted by 
some constraints, such as that it requires significant storage capacity, and public 
network transactions like Bitcoin or Ethereum incur high deployment and smart 
contract execution costs [40].
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Fig. 3. Blockchain-enabled architecture for auditable and automated access control  
in cloud environments

A blockchain-based auditable access control in cloud environments integrates 
access policies from multiple organizational domains and cloud service providers 
into a unified policy [10]. This policy is translated into smart contracts and deployed 
on a blockchain to ensure tamper-resistant enforcement [37], [38]. Access events 
and decisions are recorded on the blockchain, supporting traceability and compli-
ance with regulatory standards. Attribute managers verify user credentials and sign 
logs, which are cryptographically hashed and stored on the blockchain. The overall 
architecture strengthens zero-trust principles through auditable logging.

5.4	 Smart contracts to automate compliance checks and incident responses

Smart contracts are executable codes deployed on a blockchain that self-execute 
between untrustworthy parties when predetermined conditions are met [39], [40]. 
These smart contracts act as decentralized programs that enforce access control, 
encryption, and verification mechanisms without relying on third parties. Smart con-
tracts define and enforce service level agreements (SLAs), ensure data integrity, and 
manage access control to enhance security, transparency, and efficiency by reduc-
ing the manipulation risk and human error. The integration of blockchain and RSA 
encryption in ZTA ensures only authorized individuals can access or decode data, 
hence mitigating significant issues related to cloud security and privacy [25], [32].

Smart contracts effectively correspond with ZTA principles by establishing that 
no entity is inherently trusted [1], role-based access control maintains immutable 
logs [36], and that all access and operations undergo continuous verification and are 
executed solely according to predefined rules [34]. Users such as a hospital, insurer, 
patient, depositor, borrowers, or investor must authenticate using a public-private 
key pair [10], while smart contracts assess permissions through cryptographic 
credentials, and all actions are recorded on the blockchain [37]. In zero-trust envi-
ronments, smart contracts function as the enforcement mechanism that verifies user 
credentials, validates policies, and immutably logs every interaction, thereby ensur-
ing that no implicit trust is extended to any actor or component. The smart contract 
process in cloud systems has several limitations, such as RSA encryption, which 
exhibits relatively slow performance when applied to high-volume data operations.
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5.5	 GenAI for advanced threat detection

Modern cybersecurity and threat protection systems are embracing GenAI 
to triumph over the sophisticated, alarming cyber threats. With the significant 
advancement of information technology, the number of cyber threats is skyrock-
eting tremendously. While traditional security systems are falling short, GenAI is 
creating new opportunities for strengthening modern security. This emerging tech-
nology has exceptional potential to reduce security expenditure and enhance the 
efficiency of the overall security systems. GenAI is capable of utilizing the DL algo-
rithm, which helps to analyze the pattern of the data, identify the anomalies, and 
respond to the incident faster than manual approaches [41]. GenAI consists of both 
ML and DL technology. The major difference between traditional AI and GenAI is 
that traditional AI can only predict the specific data set based on training, whereas 
GenAI can produce new data in various forms based on what it was trained on [42].

GenAI can have a significant impact on security threat detection through its 
unique features, such as synthetic data generation for simulations, anomaly report-
ing, incident response, and threat prediction. It is very impactful in cloud-based 
security systems. According to the research of Patel et al. [23], GenAI can offer 97% 
accuracy of threat detection, whereas the traditional model can afford only 70 to 
80% accuracy. The time of threat detection and false positive rate were also very low 
in comparison to the conventional method [24]. There are various kinds of dynamic 
threats in cybersecurity, including malware attacks, ransomware, phishing, pharm-
ing, eavesdropping, advanced persistent threats, distributed denial of service (DDoS), 
and IoT security threats [31]. GenAI is very effective and efficient in detecting those 
kinds of attacks by analyzing the pattern of data and detecting anomalies and 
unusual activities in the systems. When trained on data from a particular organiza-
tion, it can analyze patterns of regular behavior. As soon as any unusual activities 
are detected, it promptly responds to the incident.

5.6	 CSPM and advanced encryption

Misconfigurations are one of the major causes of data breaches and security 
vulnerabilities in cloud environments. CSPM is an automated security solution that 
identifies and mitigates misconfigurations in cloud environments to prevent data 
breaches [12]. CSPM provides actionable insights to correct the misconfigurations 
and continuously monitors cloud infrastructure to ensure security compliance 
with regulatory standards. It scans cloud environments to detect deviations from 
pre-determined security policies and compliance requirements. CSPM can be inte-
grated seamlessly with ZTA to ensure that only correctly configured and compliant 
resources are permitted within the network. It continuously verifies configurations 
and enforces least-privilege access across all cloud resources [24]. However, its 
effectiveness and accuracy depend on the proper rules and policy integration.

Encryption is an integral component of ZTX-BAIC that safeguards data from 
insider threats and unauthorized access using cryptographic algorithms that allow 
only authorized individuals possessing the decryption key to decipher the data [25]. 
Advanced encryption in ZTA ensures compliance with GDPR and PCI DSS regula-
tory standards through continuous validation and data protection. ZTA enhances 
security through identity verification and device validation [8], and continuous 
assessment and symmetric (AES) and asymmetric (RSA) encryption significantly 
reduce the risk of unauthorized access and internal threats [32], complementing 
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each other. Advanced encryption can be integrated seamlessly into ZTA by protect-
ing data at rest, in transit, or in use, ensuring that even if unauthorized access occurs, 
the data remains secure. Together, they implement a layered defense to improve 
modern cloud security at multiple levels. However, limitations include performance 
overhead from encryption processes, particularly when handling large datasets or 
computationally intensive processes, which affect transaction speed and system 
efficiency.

5.7	 Reflective integration of TAM

The TAM indicates that the proposed framework, ZTX-BAIC, offers significant PU, 
such as enhanced threat detection, decentralized trust management, and compli-
ance automation. However, PEOU may vary depending on organizational readiness 
and behavioral intention [43]. Through TAM, the authors recognized potential bar-
riers to integrating blockchain and advanced encryption. For example, blockchain 
components may be viewed as technically challenging for SMEs, but GenAI and CSPM 
technologies may be integrated more seamlessly with current IT infrastructures, 
creating PU. The improvements in threat accuracy and automated compliance could 
enhance PU of the framework. Organizations could initially implement CSPM with 
ZTA to immediately boost the framework’s overall PEOU and encourage broader 
adoption. Thus, TAM ensures the proposed framework is technically strong and 
practically viable for organizations.

6	 SCENARIO-BASED VALIDATION

To strengthen the practical contribution of the proposed cloud security frame-
work, we conducted a scenario-based simulation. Three representative cloud secu-
rity scenarios were modeled to illustrate how the ZTX-BAIC framework responds 
under realistic operational conditions. This approach aligns with established valida-
tion methods in DSR [44].

Scenario 1: Credential Compromise and Lateral Movement. An attacker acquires 
valid user credentials and attempts to move laterally across multiple cloud workloads. 
The ZTA layer enforces micro-segmentation and continuous authentication, effec-
tively isolating each workload segment [15]. GenAI engine identifies abnormal 
access behaviors, such as time anomalies or unusual device profiles, and triggers 
policy enforcement. Meanwhile, blockchain-based secure event logs record each 
access attempt immutably, enhancing forensic traceability [10]. Academic evidence 
and industry reports document that AI-led systems achieve a 97% threat detection 
rate with a reduction in response latency (over 50%), reducing detection and isola-
tion time under ZTA [23], [45], [46].

Scenario 2: Cloud Misconfiguration and Data Exposure. Cloud misconfigurations 
remain a leading cause of breaches [12]. In this simulated case, CSPM continu-
ously scans configurations and detects a publicly exposed cloud storage bucket. 
Automated alerts are triggered, blockchain smart contracts lock access to the 
affected resource [40], and the GenAI engine classifies the issue as high severity, 
recommending immediate remediation [41]. This workflow demonstrates how auto-
mation and immutable logging prevent data exposure and improve visibility into 
compliance [47].
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Scenario 3: Insider Threat and Unauthorized Data Access. An internal user with 
legitimate credentials attempts to exfiltrate sensitive data. ZTA enforces least-privilege 
access controls, and AI-driven anomaly detection identifies unusual data transfer 
behavior. Encryption ensures data confidentiality even if exfiltration occurs, while 
blockchain-based logs permanently record denied access attempts. Consistent with 
recent studies reporting up to a 70% reduction in incident response time when 
AI-driven detection and automated response are deployed and reducing mean time 
to respond (MTTR) to seconds [48], [49], the modelled scenario indicates a substantial 
decrease in insider-threat detection and containment time. Thus, integrating GenAI, 
automation, and ZTA minimizes potential damage and improves accountability by 
enabling faster detection and shorter response times, sometimes down to seconds in 
best-case deployments.

These simulation results demonstrate the operational feasibility and adaptive 
strength of the proposed ZTX-BAIC framework. By combining multiple technolo-
gies under a unified zero trust model, the architecture enhances detection speed, 
auditability, and compliance.

7	 CONCLUSION

This study proposes ZTX-BAIC, a cloud security framework that integrates ZTA, 
GenAI-driven threat detection, blockchain-based auditable security and smart 
contracts, CSPM, and advanced encryption to address increasing cyber threats. 
The findings underscore the effectiveness of ZTA with other security technologies 
that complement ZTA in strengthening against cyber threats, particularly in cloud 
environments. The research fills the gaps in identifying robust security technolo-
gies and integrates them into a cohesive and practical cloud security framework. 
The comprehensive and multi-layered framework proactively addresses a wide 
range of security threats, including unauthorized access, insider threats, and 
misconfigurations.

Zero trust architecture ensures continuous verification, while GenAI proac-
tively identifies and rapidly responds to previously unknown threats and handles 
incidents with accuracy. Blockchain technology with DIM and immutable audit 
logging improves accountability. CSPM ensures continuous configuration monitor-
ing and rapid vulnerability repair. Throughout operations, homomorphic encryp-
tion and quantum-resistant cryptography protect sensitive data. Further, TAM adds 
organizational adoption potential with PU and PEOU to influence acceptance. The 
framework is technically robust and practically implementable in diverse organi-
zational contexts, such as healthcare, finance, insurance, and government defense. 
Future research could focus on testing and empirical validation of ZTX-BAIC through 
organizational implementation.
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