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SPECIAL FOCUS PAPER

An Internet of Things and Machine Learning Procedure 
to Rejuvenate Healthcare

ABSTRACT
Modern medicine’s therapeutic applications unquestionably have a larger impact on people’s 
daily lives than the Internet of Things (IoT). In this context, “things” might refer to a wide 
variety of tangible objects, including monitors for vital signs and other common metrics. 
Scales and other measuring tools are examples of such equipment. These devices connect 
to the web and transform information about your real-world setting into information about 
your digital one. They connect the real and virtual worlds so that they mediate between the 
two. Information gathered by these gadgets can be shared rapidly with other devices for anal-
ysis. This level of specificity illuminates the healthcare system and motivates new ideas to 
make better patient care without altering established procedures. Important factors of the 
healthcare business, such as recent developments, obstacles, and practical data, are expected 
to be considered by the research’s conclusions. One way in which IoT has the potential to 
enhance medical treatment in underserved areas is in rural settings. The purpose of this 
specialist publication is to investigate how IoT could affect the delivery of healthcare and the 
function of computers in the industry.
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1	 INTRODUCTION

When compared to the entire population of the world, the number of devices 
that are linked to the internet is growing at a pace that is consistently faster than the 
population of humans. As a direct consequence of this, there is a significant need 
for interactions that are either entirely or in part automated. The level of develop-
ment in technology has reached a stage where it is now feasible to capture data in 
real time, in addition to transferring and processing a significant quantity of digital 
content. The concept was established with the intention of enhancing one’s degree 
of comfort while simultaneously reducing the amount of human interaction that is 
required in everyday living. Kevin Ashton of the MIT Auto-ID Centre [1] first came 
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up with the term “Internet of Things” (IoT) in order to conceptualize and put into 
action this notion (IoT). The word “things” needs to have a unique identity in order 
for them to be able to connect to the internet. One example of this is an IP address. 
IPv6 enters the picture due to the fact that the address space provided by the IPv4 
protocol (232) is inadequate to assign identities to the vast majority of devices that 
are connected to the internet (address space 2128 is more than enough for address 
allocation). The IoT domain makes use of integrated features that are things-oriented 
(sensors), internet-oriented (middleware), and semantic-oriented in order to cre-
ate a heterogeneous information system. These features are integrated because 
the Internet of Things domain aims to create a heterogeneous information system 
(knowledge). According to the ITU Internet Reports 2005 [2], the IoT is comprised 
of the following four components: radio frequency identification (RFID) technology, 
sensors, embedded intelligence, and nanotechnology.

Applications that are based on the IoT, provide a decision-making feature that 
operates in real time to generate an immediate response for end users. Applications 
need a framework that is capable of accommodating extremely large volumes of dig-
ital content, despite the fact that IoT devices are often very tiny, relatively cheap, and 
have limited storage capacity. In this scenario, customers would rather pay for the cost 
of utilizing a service than be concerned with the maintenance of resources. As a result, 
there has been a rise in the demand for renting space for storage and computation- 
intensive activities. In this scenario, it is necessary to give some consideration to the 
concept of a cloud model. The beginnings of this concept may be traced back to dis-
tributed computing, parallel computing, and grid computing [3]. IaaS, which stands 
for “Infrastructure as a Service,” is a concept of providing computer and data storage 
on a leasing basis. This approach is also known as “cloud computing” [4]. In this 
form of service, rather than directly purchasing the expensive workstations, servers, 
and storage devices, the service provider contracts them out to a third party. The 
Platform-as-a-Service (PaaS) model of cloud computing provides customers with 
access to a platform that has all of the toolkits and resources required to construct 
applications and services. In order for users to access the software that is provided 
by Software-as-a-Service (SaaS), they need to be connected to the Internet. This is 
because users do not have to worry about installing, storing, or upgrading the pro-
gram themselves (SaaS).

As a direct result of advancements in technology, the globe as a whole has seen 
a substantial amount of change in the most recent decades. One example of this cat-
egory of applications is the use of the IoT in the field of medicine. According to [5], 
the IoT is composed of embedded systems that are put to use for the purpose of com-
municating with both the interior and the outside surroundings. According to the 
Internet Engineering Research Consortium (IERC) [6], the IoT is a worldwide wide-
area infrastructure that is capable of self-governance. This infrastructure consisted 
mostly of certain standard protocols and numerous qualities that have intelligence 
and the integration of a large number of different networks; these were utilized for 
communication. The standard for the protocol requires the identification of a large 
number of features that are used in the process of communication [7]. Individuals 
are able to connect from any place and at any time, regardless of where they are 
located on the planet, thanks to the IoT. The proliferation of Internet-connected 
devices has seen a major uptick in recent years, thanks in large part to the advent 
of mobile computing devices such as smartphones, tablets, and smart televisions. 
These clever devices may be used in a wide range of contexts, including the medical 
sector, which is only one of several sectors that might benefit. According to the opin-
ions of medical professionals, the use of IoT technology in the healthcare industry 
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has made great advancements and is more beneficial [8] in all aspects. The use of 
cloud storage space makes it possible to link the devices that make up the internet of 
things. In addition, the patient records may be viewed and monitored from a distant 
location, and in the case of an emergency, we can work together and share the perti-
nent information with one another. Additionally, we can monitor the progress of the 
patient from any point across the world by using an application that is downloaded 
into the patient’s mobile phone.

Fig. 1. Dimensions of IoT
Source: Created by the authors.

The concept of remote health was developed in an effort to provide high-quality 
medical support to patients located in remote areas, where there may not be easy 
access to hospitals, clinics, or medical specialists in the relevant field of medicine. 
This led to the conception of the term “remote health.” It is conceivable to use remote 
health monitoring as a component of an assistance system for independent living that 
is suited for older individuals. In many cases, patients are more satisfied with the out-
comes of their care after receiving remote health care as opposed to traditional medi-
cal therapy, and total expenditures are reduced [4]. One thought that exemplifies this 
concept well is the notion that people who opt to take part in assisted living programs 
have a greater chance of leading healthier and longer lives [9]. It is essential to keep 
a check on elderly people who are often left alone at home because of their vulnera-
bility. There is a major shortage of individuals in today’s society who are able to show 
compassion for other people and provide assistance to them when they are in need of 
it. Because of this, there was an increase in demand for healthcare services, but there 
were not enough personnel to meet that need. As a direct result of this, the demand 
could not be satisfied. In addition to making people’s lives more challenging, frequent 
visits to patients’ homes by healthcare personnel may push up the cost of providing 
care to a large degree. People’s lives are also made more difficult by frequent visits.

During every stage of the creation of the overall concept, the needs of the users 
are carefully considered and accommodated wherever possible. A framework that 
is built on the IoT is an effective way for delivering healthcare services in remote 
places. This is due to the fact that the IoT is heterogeneous in nature and has the flex-
ibility to accept “any” paradigm. Within the context of the remote health framework, 
information on an individual’s state of health may be gleaned via the use of sensor 
networks or body area networks. The sensing data that have been gathered from 
the many different smart nodes are first filtered, and then they are pooled together. 
It is speculated that a 6LoWPAN gateway [10] or edge router would perform the 
function of middleware in order to circumvent the challenges that are presented by 
resource-constrained networks. The Internet is responsible for the flow of data of 
all different types and is able to create a virtual environment in which vast volumes 
of data may be managed. The goal of storing large volumes of data on the system 
of a third party is a common reason for using the cloud computing environment. 
Moving patient records and other types of health information onto the cloud offers 
several advantages to the organizations who are responsible for providing medical 
care. Therefore, in the context of remote healthcare, a security solution that is based 
on standard norms has to be addressed [11]. The application-specific requirements 
of industrialized countries are often capable of being met by security policies that 
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are developed in line with the healthcare standards that are already in place [12]. 
The great majority of people who live in poor countries are completely unaware of 
the dangers that they are up against. As a result of the absence of an access control 
strategy that is both comprehensive and effective, healthcare apps are susceptible to 
misuse of the resources and services they provide. The creation of a generic access 
control model is an essential need for ensuring the safety of a resource or service, 
and it should be one of your top priorities.

Only machine-to-machine (M2M) communication isn’t always practicable for 
applications like healthcare that have to deal with scenarios that need human 
engagement. Examples of such scenarios include patient monitoring and medication 
administration. The vast majority of IoT solutions that are on the market now are 
designed to work in completely automated environments. There is no infrastructure 
that is both universally applicable and capable of meeting the criteria of a significant 
number of applications that are utilized in real life [13]. There is an urgent need for a 
standardized approach to the construction of an IoT-based framework that is flexible 
to the functions that are brought about by different sorts of application-specific con-
ditions. This requirement must be met as soon as possible. If a real-world application, 
such as healthcare, can be considered a case study, then it will be much simpler to 
illustrate both the relevance of and the applicability of a framework that is built on 
the IoT. A framework of this sort may, however, become unstable at some time in the 
future as a result of the availability of a broad range of vulnerabilities in its security. 
According to the findings of the research on security, the steps of verifying one’s iden-
tity and exercising control over access are two of the most important components.

2	 LITERATURE REVIEW

The overwhelming majority of the commercial frameworks that are now on the 
market are unable to meet the essential business requirements (in terms of both cost 
and technology) of remote applications in developing countries. During the past few 
years, there has been an increase in the number of studies and commercial projects 
that use the IoT paradigm in order to capture data in an omnipresent manner, to ana-
lyze data in a timely manner, and to distribute resources in the area of remote applica-
tion. According to a review of the relevant literature [14], there is no remote application 
framework within the IoT paradigm that is based on the general needs and that can 
be reused after being fine-tuned in accordance with the requirements of individual 
applications. This is the conclusion that can be drawn from the fact that there is no 
framework for remote applications that is based on the general needs. Existing frame-
works for IoT are notoriously difficult to adapt in general due to the high dependencies 
that they have on a large number of other components. There is a possibility that IoT-
based frameworks that are built on the foundation of functionality-specific partition-
ing would have problems. When the requirements for an application are modified, it 
is required to make adjustments to the different kinds of layers as well as to rebuild 
the basic architecture of the program. The IoT paradigm, which is founded on M2M 
communication, is nearing its limitations as a consequence of the absence of a clear 
description of varied interactions among heterogeneous entities [15]. M2M communi-
cation is the foundation of the IoT paradigm. This is especially true for predicaments 
that need participation from actual people. The traditional workflow management sys-
tem is unable to handle the complicated operations required by the IoT paradigm. The 
vast majority of studies that are pertinent to process net analysis are based on web 
service modeling. This modeling will need to be built upon in order to support the IoT 
paradigm. In a similar vein, IoT services are represented using a range of alternative 
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high-level Petri net models, which may enhance the complexity in some scenarios [16]. 
The vast majority of these attempts entirely ignore the need to include security as an 
integral part when building the framework [14]. In poor countries, difficulties arise 
in the transmission of information between the different kinds of devices as a result 
of a lack of availability or the high cost of communications standards for Internet of 
Things-linked devices (full automation through M2M interactions). Due to the lack of 
stable connectivity within the infrastructure of IoT, especially in rural India, it is not 
feasible to guarantee connection in India 24 hours a day, seven days a week. In fact, it 
is not even conceivable. Lack of awareness levels of IoT environment, in addition to 
its security and the exploitation of cloud storage [17], are some of the primary barriers 
to the effective deployment of IoT-based framework in actuality. In this part, we will 
provide an outline of the research gaps that have been identified about this subject. 
Frameworks that are already in existence for IoT are developed with a functionality- 
specific segmentation serving as their foundation. When the functional requirements 
of entities for an application are changed, this may be a challenging situation since the 
kinds of layers need to be modified, and the framework has to be rebuilt. Additionally, 
it has issues with scalability, which makes it difficult to keep up with the fluctuating 
requirements of consumers. The IoT [18] paradigm, which is based on M2M communi-
cation, is running into limitations due to the lack of standard infrastructure and explicit 
specification of various interactions among heterogeneous entities. This is particularly 
true for circumstances that call for the involvement of a person. The traditional work-
flow management system is unable to handle the complicated operations required 
by the IoT paradigm. The vast majority of remote services, in point of fact, are unable 
to tolerate failures during runtime or delays in response times [19]. These issues are 
often the result of flaws in the architecture of the system. The vast majority of studies 
that are pertinent to process net analysis are based on web service modeling. This 
modeling will need to be built upon in order to support the IoT paradigm. In a similar 
vein, IoT services are represented using a range of alternative high-level Petri-net mod-
els, which may enhance the complexity under certain conditions. The vast majority of 
these publications take absolutely no account of the fact that the modeling of services 
should always include security as an integral part of the process.

When using a keystroke-based (unit-modal) free pattern analysis, it can be par-
ticularly difficult to determine the exact number of enrolled patterns that are able 
to make a final choice for identity verification when the process is conducted in 
repeated mode. This is because the number of patterns that can do so is dependent 
on the specific keystrokes that are being analyzed [20]. Another important issue that 
has to be answered is how to combine patterns that have never been registered 
before in order to reduce the amount of administrative work that is required for the 
whole process. The selection of the appropriate monitoring mode (whether it should 
be continuous or periodic) and the evaluation of the appropriate interval length for 
periodic monitoring are two additional difficulties. Other tough challenges include 
the identification of the correct monitoring mode. It is not possible to establish the 
efficacy of the logic to protect the system framework from impostors during iterative 
user identity verification using only the standard metrics that are required in order 
to measure the correctness of the classification. This is because it is not possible 
to measure the correctness of the classification using only the standard metrics. In 
order to verify the identity of users based on a variety of input patterns from any 
stroke-based input device with varying types and sizes, another challenge is how to 
design a generic processing model that can be adapted to any context. This must be 
accomplished without increasing the processing time or the overhead.

In the context of remote health care, the most significant drawbacks of MAC 
are its high cost, its inability to activate dynamic access rights, and its reliance on 
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a central authority to determine which kinds of resources may be accessed and 
by whom. In addition, MAC requires a central authority to decide which kinds of 
resources may be accessed. In a similar line, some of the drawbacks of DAC [21] 
include an inability to govern the flow of information during run time, ignorance of 
the incorrect assignment of permissions, and a lack of scalability in instances involv-
ing remote health care. Neither the MAC nor the DAC is able to control access in the 
case of a crisis. As a consequence of this, the health conditions seen in more remote 
places will render these efforts ineffective. Although the most widely used role-
based access model (RBAC) in healthcare has several advantages over traditional 
identity-based access control (DAC, MAC) [22], it still faces several challenges when 
it is deployed in the real world. Despite these challenges, RBAC has become the most 
widely used model for controlling access in healthcare [23]. In order to give patients 
therapy that is of sufficient quality, it is necessary to fulfill these requirements. RBAC 
is unable to detect whether a remote health resource is sensitive or not. It will not be 
effective if patient–doctor links are created on the basis of identity rather than role 
in order to avoid the assignment of any clinician to a patient who has certain symp-
toms [24]. When the system framework generates a high number of access requests 
all at once, it is hard for the framework to decide whether or not to provide access 
within a reasonable length of time. This is because the framework does not have 
enough information to make an informed decision. It makes it more difficult for the 
medical professionals to have timely access to the medical reports of their patients. 
The RBAC is unable to supervise the sequence in which surgeons perform proce-
dures in order to give patients the correct treatment. The drawbacks of traditional 
RBAC are mitigated in attribute-based access control (ABAC), often referred to as 
[25]. This is because ABAC is used in the context of its use on the traditional Internet. 
However, since there is a lack of knowledge about all of the features, it is hard to 
describe the policy in advance. This makes it difficult to determine whether or not the 
option made about access control is the proper one. When there are more users and 
more characteristics in an ABAC system, the system will become more complicated 
and less adaptive as the number of users and characteristics increases. We have 
acknowledged that the purpose of our research is to develop a model for dynamic 
access control that takes into account a variety of perspectives. The first issue to take 
into consideration is the fact that traditional techniques of access control will not 
work very well in a remote health scenario [26]. Consider, as an additional point of 
interest, the fact that models of access control were designed particularly for fully 
automated IoT [27] environments that cannot be used for applications with minimal 
budgets, scenarios with limited resources, and the need for human connection.

3	 VISION AND ARCHITECTURE

Since the IoT is still in the process of being developed, each researcher has their 
own unique perspective on it. In light of the many points of view presented in this 
study, three concepts have been presented [28]. The cohesiveness of the many con-
cepts is made abundantly obvious in Figure 2.

•	 A vision centered on the Internet
•	 A vision centered on semantics
•	 A vision centered on things

Embedded systems and networking play a significant part in things-oriented 
vision. This is a key component. In general, we make use of sensors in order to sense 
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the various physicochemical properties of the surroundings or atmosphere. Take, 
for instance, RFID and NFC; in addition, we are able to make use of Wi-Fi technology, 
WiMAX technology, Bluetooth, and a variety of other wireless technology interfaces. 
The sensor, which is coupled to the gadgets that make up the IoT, is able to detect all 
of the factors that are present in its environment. In order to get up-to-the-minute 
information, this concept will be put into practice.

Internet-oriented vision: The concept that underpins Internet-oriented vision 
is to link various intelligent gadgets by means of the Internet. This gadget utilizes 
Internet protocol ID in order to interact with other devices via the Internet. This 
vision offers the integration of the Internet and the smart gadgets that are linked to 
it, as well as the smooth monitoring of the surrounding environment. There are a 
number of different protocols that are standard that are used to describe Internet-
oriented services. The globalization of these protocols in order to provide support 
for any Internet services was the primary motivation behind this approach.

Fig. 2. Vision of IoT
Source: Created by the authors.

Vision oriented toward semantics: The primary goal of vision oriented toward 
semantics is to disentangle the raw input from any and all interpretations. This raw 
data that was taken from a variety of sensors contains information that is relevant. 
The semantic model has complete authority to choose relevant information from 
among the many possible interpretations. This approach makes use of semantic 
middleware, which, afterwards, serves as the foundation for semantic integrations 
in the physical world. Sensors are often responsible for the conversion of the phys-
ical quantities into their digital equivalents. Getting varied data is made easier by 
using a variety of sensors, such as those for temperature, pressure, and humidity, 
respectively. Actuators are the devices that are utilized for transforming digital sig-
nals into physical properties. This conversion may take place in a variety of different 
ways. Because of this, the combination of sensors and actuators may be employed 
as transceivers to send and receive the signals [29]. The whole architecture will be 
linked to the Internet so that the input and output operations may be controlled and 
monitored remotely. The diagrammatic representation of the detailed information 
may be seen in Figure 2. In human health data records, such as monitoring blood 
pressure, detecting blood glucose levels, and measuring heart rate, sensors and actu-
ators are employed. Examples of these types of measurements include: The IoT can 
function in a more effective manner if it has access to these digitized health moni-
toring data. Researchers from a variety of backgrounds have conducted a number of 
studies on the topic of how well sensors may be utilized over the Internet [30].
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4	 HEALTHCARE TRENDS

The progression of technology, its benefits, and the many different functions that 
may be carried out by medical equipment are the primary factors that are considered 
when classifying healthcare [31]. Recent technology progress will make a future con-
tribution to the expansion of healthcare in a variety of ways. These kinds of devices are 
used frequently in all electronic gadgets that are related in some way to smartphones 
[32]. For example, modern smartphones have health sensors that are kept inside as 
accessories, and these sensors can be used to monitor a person’s health simply by hav-
ing them worn, as is the case with smart wristwatches. This kind of equipment that 
supports m-health may be used to monitor both public and private health; in addi-
tion, it confers additional benefits on both the general population and members of the 
medical community [33]. The IoT may be broken down into the following categories 
depending to the functionalities involved [34]. i) It can be used to monitor and track. 
ii) It can be used for the recognition, encryption, and authentication of data. iii) A sens-
ing and robotic system for the automatic collection of data. It is essential to provide an 
explanation of the potential uses of IoT as well as the emerging subjects in this area.

Access through Mobile Device: In the healthcare industry, as well as in hospitals, 
patient records are often kept in a digital format that is sometimes referred to as 
E-records or electronic health records. These records provide a number of advan-
tages, including fast access to patient data and the ability for clinicians to observe 
patients. Through the use of a specialized application on a mobile device, such as a 
smartphone, the reliability of this system may be improved. Therefore, we may now 
replace the “word e-Health” with “m-Health,” which refers to the practice of moni-
toring a patient and his data using an application on a mobile device [35].

Consultation Using a Virtual Approach: By utilizing remote connections, this 
method, shown in Figure 2, simplifies and streamlines processes for medical pro-
fessionals and academics. Making connections distant for the purposes of perform-
ing surgery and giving lectures is now seeing a spike in popularity among medical 
professionals and academics [36]. The surgeons may now do their work from the comfort 
of their own homes with the assistance of medical robots and midwives (telemedicine). 
By using virtualization, it will be possible to make this system more stable while also 
cutting down on the amount of time needed for medical treatment. In a small number 
of nations, obtaining an appointment in a hospital might be an extremely difficult task.

Tracking and monitoring are two of the most important functions that these medi-
cal devices are responsible for doing. With the aid of other smart gadgets that include 
sensors, we will be able to monitor the patient’s health if we use this particular equip-
ment. Medical professionals can use the information obtained from these sensors to 
analyze the data and then treat the patient appropriately based on those results.

Patient observation through wireless: This is used in order to wirelessly observe 
a patient while he or she is at a faraway location. For this purpose, we make use of a 
transmitter and receiver that are linked between the patient and the doctor and are 
attached to both internal and exterior equipment. For instance, a wireless pacemaker 
can send information to the attending physician in the event of a medical emergency, 
such as a malfunction in the device, a change in blood pressure, or any other scenario. 
This information can then be used to manage, monitor, and administer treatment in 
the shortest amount of time possible. There are sensors included inside the gadget that 
collect data and send it to the careers so that continuous monitoring may take place.

The elderly may be monitored at home or at a hospital using this equipment, which 
was specifically designed for that purpose. For autonomous monitoring that does not 
need human interaction, this gadget comprises a smartphone equipped with a receiver 
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as well as a transmitter that is designed to be connected to the patient. This monitoring 
gadget constantly collects data from the patient and sends that data to a smartphone. The 
information is then sent from the smartphone to the person who is responsible for the 
patient’s care. When the device detects an emergency, it immediately sends the data to 
nearby hospitals. As a result, it lowers the risk of complications during treatment as well 
as the cost of treatment itself because the necessary steps are taken to admit the patient 
as soon as possible. The data that is sent to the hospital will be utilized for post-analysis, 
which is performed with the assistance of real-time data that is easily accessible in the 
database. This analysis will take place after the data has been sent. With the use of IoT, 
a variety of sources can be searched in order to gather data related to patients. When 
this information is utilized, medical professionals are able to make significantly more 
informed decisions, which ultimately benefits the patient’s overall health. In addition, 
IoT makes it possible to conduct a video consultation, which connects many physicians 
located in any part of the globe to respond to a medical emergency in a single minute. 
People in today’s society place a greater emphasis on receiving treatment that is both 
quicker and more effective, as well as therapy that is more economical.

5	 TASKS AND CHALLENGES

IoT is facing lots of challenges, just like other technologies do, such as social and 
ethical ones, getting permission from regulatory board, and promoting the market 
as well as technical flaws and challenges to overcome due to the fact that regulatory 
boards and the government are involved in all aspects of IoT activity; the protection 
of personal information is a primary issue. Therefore, the government as well as 
other sectors that are engaged are taking the required measures in promoting pri-
vacy and security in order to prevent the theft of data and the infiltration of others.

Interoperability: Interoperability is a significant difficulty since there is a vast deal 
of technology present practically everywhere, making it difficult to combine all of these 
technologies into a single system. Integrating all of those technologies presents a num-
ber of significant hurdles. Therefore, in order to accomplish the integration of all tech-
nologies with the internet of things, we need a protocol framework. However, since 
we are so far behind in developing integration standards, this presents a significant 
challenge and is of the utmost importance. Because of this restriction, it will be exceed-
ingly difficult to make any additional progress toward improving interoperability.

Inadequate assistance from the government—It is critical that the government 
organizations and regulatory board provide support for the protection of individuals’ 
privacy and security. They need to insist on a standard committee to organize and sup-
port devices connected to the internet of things as well as the purposes such devices 
have for the general population. This situation has to be rectified so that services related 
to the internet of things may be carried out in a more effective manner. Currently, 
there is insufficient assistance from government agencies and regulatory boards.

“Scalability” refers to a cloud network that is utilized by IoT to link or intercon-
nect millions of people all over the globe. Because of this, a massive quantity of data 
has to be handled by sensors. Managing all of this information while also making 
IoT more efficient is one of its major challenges. In addition, this raw data has to be 
evaluated in an efficient manner in order to generate findings in real time for a few 
different types of emergency scenarios.

For the patient’s protection and safety, IoT devices are linked to their cellphones and 
surgically implanted in various regions of their bodies. People who are using implanted 
devices in their bodies and who are uninformed of the negative influence of the device, 
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which may lead to some injury in the body, particularly if it is used by elderly people, 
are at the highest risk of this happening to them. This is the largest hazard.

Because the IoT relies on wireless communication, there is the potential for security 
breaches to take place, and this is the aspect that has to be improved upon. Individuals’ 
privacy is another concern that must be addressed. It is required that the personal 
information of the patient as well as his health records be protected. Any compromise 
in the system’s security, of any kind, will result in severe exploitation of the system.

We are in possession of the technology that is expanding at a rate that is far 
quicker than any other technology. However, there are still a few obstacles that 
stand in our way, such as the fact that the IoT has limited energy, memory, and pro-
cessing capacity. When it comes to the design of an IoT-enabled device, this presents 
a significant difficulty.

6	 METHODOLOGY

The IoT travel itinerary is shown in Figure 3. This demonstrates the progression 
of technology from 2000 to 2020.

Fig. 3. Architecture of IoT in healthcare
Source: Created by the authors.

At this time, we have a desire for faster logistics, in which RFID tags play a significant 
role and contribute to the prevention of loss. The second adjustment will first focus on 
monitoring, food safety, and the administration of documents. Additionally, we refer to 
them as applications for vertical markets. After the year 2010, there was a significant 
improvement in IoT, which allowed individuals and all objects to be located anywhere 
on the globe. In order to do this, they depend on cloud computing and smartphone 
technology in addition to the sensors they utilized for monitoring and managing the 
data. Because of this, there was a significant shift in the technology, which resulted in 
the development of teleoperation and telemedicine. These fields allow users to monitor 
and operate items from a distant place, making them extremely helpful for medical 
facilities. By using telemedicine, medical professionals can monitor and regulate a 
patient’s condition from almost any location in the universe. It is likely that by this time, 
data collected from sensors will be connected to the real world through IoT.
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7	 FUTURE HEALTHCARE SYSTEMS

Two experiments are conducted to assess the effectiveness of the proposed dia-
betes system. The first experiment is conducted on the data acquired by the diabetes 
application, while the second experiment uses the benchmark Pima Indian diabetes 
dataset. The diabetes application captures the PHR information of 240 individuals, 
150 of whom have diabetes and 90 of whom do not.

Ingestible sensor: The next generation of medical technology will consist of 
ingestible sensors, which may be as simple as a tablet that is taken orally and passed 
through the intestines to monitor and send the necessary data to a centralized hub. 
The primary purpose of these tests is to determine whether or not the medication that 
we are now taking is effective. These gadgets do not need a battery or an antenna 
to function properly. After being ingested, it absorbs liquids from the stomach and 
initiates a series of chemical events in order to activate the sensor. This technol-
ogy not only monitors but also evaluates things such as x-rays, biopsies, blood tests, 
blood sugar levels, and heart rates without the need for any kind of external physical 
inspection. These capsules are most helpful for those who regularly take medication, 
particularly for conditions that are considered chronic. As the sensors transmit data, 
the data will be linked up with the real world, and in an emergency, it will reach the 
relevant medical facilities or healthcare person. Figure 4 provides a visual represen-
tation of the complete system.

Fig. 4. IoT in federated healthcare
Source: Created by the authors.

Digital medicine: The digital version of medication is an improvement over 
the traditional method. Because the medication, rather than being cleared by a pill, 
will function as a tracking system, its moniker, “digital medicine,” reflects this inno-
vation. The patient takes a medication that continuously monitors the changes that 
are taking place inside the body and transmits those changes to either the outside 
environment or a centralized hub. At the hub, we are able to carry out all of the 
necessary observations and monitoring while the doctor keeps a close eye on every-
thing. The patient will get a report detailing the changes that are taking place inside 
their own body, providing them with the ability to keep track of their condition in 
real time and making this method more effective.
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Algorithm 1: Proposed Secured Transmission

call translate (claim expression, WFI) /
 phase for identifying workflow instances call fragment (WFI) / WFI broken down into a sequence of tasks 
do while (q is not empty) /
 waiting queue q task = operator /
 an operation operator being assigned to a task
Fix(source) = Si /
Set the source to the object’s owner.
Fix(destination)= Sj/
 destination set to object claimer/user call eval trust (Si, Sy) / trust evaluation phase
if 0.6 or trust value is less than 1.0, then trust level will be 1.
otherwise, if 0.1 ≤trust value ≤0.5 then,
trust level=2
otherwise, if trust value < 0.0 then,
trust level=3

7.1	 A statistical investigation based on the case study

Mountaineers have been used in a demonstration to illustrate a point. It is of the 
utmost importance to keep an eye on those who participate in dangerous activities 
such as mountain climbing or adventuring since each year there are a great number 
of fatalities that occur all over the globe as a direct result of inadequate monitoring 
of mountain climbers. In this presentation, a system consisting of a monitoring band 
and a smartphone equipped with an application has been exhibited. The moun-
tain climber will be equipped with a wristband, and the touring adviser or other 
authority responsible for arranging the event will have access to a smartphone. 
A wristband equipped with sensors will carry out continuous monitoring of the par-
ticipants and will communicate with the participants’ smartphones via an ad hoc 
protocol. Through the use of long-distance communication protocols, it is possible to 
conduct remote surveillance [37]. If the gadget detects any kind of aberrant function-
ing, it will sound an alert, and then appropriate measures may be done immediately. 
The device configuration and a snapshot of the application are shown in Figure 5.

Fig. 5. Ingestible sensor network
Source: Created by the authors.
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The measurement of the subject’s heart rate with regard to the period of time is 
shown in Table 1. Additionally, Table 2 provide a comparison of the different com-
munication protocols that are used for efficient communication over short and long 
distances, respectively.

Table 1. Illustration of heart rate vs. time period using sensors

S. No Time Period Heart Rate (bpm)

 1 00:00 82

 2 00:30 86

 3 01:00 89

 4 01:30 100

 5 02:00 110

 6 02:30 103

 7 03:00 105

 8 03:30 120

 9 04:00 80

10 04:30 86

11 05:00 89

12 05:30 118

13 06:00 114

14 06:30 132

15 07:00 123

16 07:30 145

Source: Created by the authors.

7.2	 Communication standards surveyed

Table 2. Comparison of short-range communication standards

Bluetooth Low Energy ZigBee(XBee Module)

Band of operation 2.4GHz (2.402–2.480 GHz Utilized)

Topology 40 channels 79

Range π/4 DQPSK GFSK

Data rate 3 Mb/s LE Coded PHY (S = 8): 125 Kb/s

Suitability for healthcare ≤100 mW (+20 dBm) ≤100 mW (+20 dBm)

Source: Created by the authors.

Personal healthcare records of individuals are frequently used in the literature 
for the diagnosis of various disorders. In addition, there are no known studies on the 
use of PHR in the context of diabetes diagnosis. The purpose of this approach is to aid 
in the proper identification of illnesses by physicians and doctors. Disease diagnosis 
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may be regarded as a more precise identification of the disease’s symptoms. Once the 
symptoms are appropriately diagnosed, the condition is simple to treat. However, 
it is observed that these medical systems need significant processing power and 
resources. Medical systems are also reported to be computationally intensive [38].

Numerous scholars handle the problem of missing values in medical data by 
either detecting the missing value and deleting the corresponding data instances 
from the dataset or by using certain default techniques for filling the empty value, 
such as mean, median, neighbor, etc. However, neither approach produces excel-
lent outcomes [39]. In addition, the presence of outliers in the data impaired the 
performance of the classifier. A small number of academics are also interested in 
the identification of outliers in medical datasets, although the topic has not yet been 
exhaustively investigated. This paper examines the effectiveness of PHR for diabetes 
diagnostic accuracy. Therefore, this paper provides a technique for monitoring dia-
betes patients utilizing their PHR. In addition, criteria are defined for the accurate 
diagnosis of diabetes. On the basis of PHR information gathered by a diabetic appli-
cation, these guidelines are formulated [40].

This application is used to gather PHR information from various users and is 
also deployable in a mobile environment. Consequently, the purpose of this paper is 
to design a rule-based monitoring system for precise prediction and monitoring of 
diabetic illness [41].

8	 CONCLUSION

The IoT is putting hitherto insurmountable obstacles, such as previously unavail-
able capabilities, into reach of almost everyone on the planet [42]. The IoT is seeing 
significant expansion in the field of healthcare, particularly in the areas of patient 
monitoring and medical recommendation, both of which can now be accomplished 
in a fraction of a second using an application [43]. This expansion is particularly 
notable in the areas of patient monitoring and medical recommendation. In today’s 
environment, technology has made things easier for patients and their treating doc-
tors by networking the whole world and delivering data in real time [44]. This is 
because technology can now provide more accurate information [45]. Because of 
these distinct benefits, we are able to provide the service in any region of the world 
in the shortest amount of time feasible. In spite of the challenges, developed and 
developing nations alike are striving toward the common objective of developing an 
advanced Internet of Things device that, if successful, would lead to improvements 
in medical treatment.
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