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Abstract—There are many differences between the routing 
protocol design of a wireless sensor network and wireless 
ad-hoc network. Highly restricted resource and frequent 
node failure are two major challenges. Relevant technical 
research into wireless sensor network has become an issue 
of intense interest. In recent years, achievements in research 
on routing protocol of wireless sensor network have been 
summarized, analyzed and compared. Features of wireless 
sensor networks have been introduced and key factors of its 
routing protocol design have been introduced. According to 
the realization features of protocol, routing protocol of 
wireless sensor network has been divided into five catego-
ries, and each category of important protocols has been 
elaborated and analyzed. Finally, the features of these pro-
tocols are summarized and compared and the development 
trend of such research has been forecasted. 

Index Terms—wireless sensor network, sensor node, sink 
node, routing protocol. 

I. INTRODUCTION 
With the continuous development of sensor technology 

and wireless communication technology, wireless sensor 
network has drawn great attention. A wireless sensor net-
work is composed of a group of sensor nodes via a wire-
less connection. It configures a large number of micro 
intelligent sensor nodes in an ad hoc manner and collects 
and processes target information in the area covered by 
the network via collaboration. The wireless sensor net-
work has a prospective wide application in military moni-
toring, environmental monitoring, earthquake and climate 
forecasting, rescue and relief and underground explora-
tion, as well as in deep water and outer space [1].  

Energy resource, computing power and bandwidth of 
nodes in a wireless sensor network are limited so the rout-
ing protocol design of a wireless sensor network is very 
different from the traditional mobile ad hoc network. Im-
portant objectives of the routing design of a wireless sen-
sor network are to reduce energy loss and improve the life 
cycle of the network. Previous tasks of traditional 
MANET routing protocol design were to provide high-
quality service in a mobile condition. However, MANET 
routing protocol cannot be applied to the wireless sensor 
network due to different design objectives [2].  

In recent years, research on WSN routing protocol has 
become a topic of great interest in the research into wire-
less sensor networks. Relatively important WSN routing 
protocols were summarized in this thesis and they are 
classified into five categories according to the realization 
feature of protocols: flooding routing protocol, hierar-
chical routing protocol, routing protocol oriented on data, 
routing protocol based on position information and routing 

protocol based on QoS. The most typical routing protocols 
of these five categories are introduced respectively. The 
structure of the wireless sensor network and key factors of 
the routing protocol design are introduced in Section 2; 
existing WSN routing protocols are classified and the 
typical routing protocols of each category are introduced 
in Section 3; routing protocols are analyzed and compared 
in Section 4; and finally the thesis is summarized. 

II. DESIGN REQUIREMENTS FOR WSN ROUTING 
PROTOCOL 

A. Structure of wireless sensor network 
Development of a micro electro-mechanical system and 

low-power and high-integration digital equipment results 
in low-overhead, low-power and micro-volume sensor 
node. Such a sensor node is composed of a sensing unit, 
data processing unit, communication unit and portable 
power and it can collect data, monitor signal and deliver 
information.  

A wireless sensor network is composed of a large num-
ber of low-overhead micro sensor nodes deployed in the 
monitoring area and it forms an ad hoc network system 
via wireless communication. It is aimed to sense, collect 
and process the information of the monitoring object in 
the area covered by network. The structure of the wireless 
sensor network is shown in Figure 1. A large number of 
sensor nodes are distributed in the monitoring area to 
collect and monitor data of an object and transmit the data 
processed by collaboration with sink nodes. The sink 
nodes transmit information to task management nodes via 
the Internet or communication satellite. Each sensor node 
in the wireless sensor network combines the functions of 
node and router of a traditional network [3]. Apart from 
collection of local information and data processing, it can 
store, manage and integrate the data forwarded by other 
nodes and coordinate some special tasks together with 
other nodes. 
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Figure 1.  Wireless sensor network structure 
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Compared with the traditional wireless MANET net-
work, the wireless sensor network has the following 
unique features: 

(1) Highly restricted resource: as the resource limit of 
the sensor node is powerful, transmitting power, on-board 
resource, processing ability, communication bandwidth 
and storage capacity are all restricted in a low scope. 

(2) No global identification: the number of sensor nodes 
is great and the overhead would be very large if not main-
taining global identification. Therefore, being different 
from traditional routing protocol, global identification is 
generally not adopted in the sensor network [4, 5]; 

(3) Many-to-one communication: different from point-
to-point communication of a traditional network, almost 
all the applications in the sensor network require multiple 
source sensor nodes to transmit the data acquired to spe-
cific sink nodes [7]. 

 (4) Big data redundancy: multiple source sensor nodes 
can acquire large amounts of similar data so the amount of 
data redundancy of the sensor network is large. As wire-
less sensor network is greatly different from the traditional 
MANET, and the design objectives and realization meth-
ods of their routing protocols are different. Therefore, 
MANET routing protocol cannot be directly applied in the 
wireless sensor network. 

B. Key factors of WSN routing protocol design 
The major technical challenge of wireless sensor net-

work is to complete sensing, communication and control 
functions when energy resource, computing power, stor-
age space and communication ability of nodes are highly 
restricted. Therefore, the main design objective of the 
routing protocol of the wireless sensor network is to estab-
lish an effective energy path, form a reliable data forward-
ing mechanism and realize the maximum life cycle of 
network. The structure of the wireless sensor network has 
the following key factors affecting its routing protocol 
design. 

 (1) Network dynamic: most network system structures 
assume the sensor node is static and the sink node is mov-
able. Whether the monitoring object is moving or static 
depends on the specific application. For example, in the 
application for military target tracking, the monitoring 
objective is dynamic and moving, and in the application 
for forest fire prevention, the monitoring object is still [8].  

(2) Network topology: divided into fixed and ad hoc to-
pology configurations. In a fixed topology, sensor nodes 
are configured manually and data are transmitted via the 
preset path; in an ad hoc topology, nodes are scattered 
randomly in an ad hoc form. 

(3) Data sending mode: the data sending mode can be 
divided into continuous mode, event-driven mode, re-
quest-driven mode and mixed mode subject to different 
application demands. Continuous mode means that the 
sensor nodes send data periodically subject to preset time 
intervals; event-driven mode and request-driven mode 
mean that the sink nodes produce a corresponding event or 
request to trigger data sending; mixed mode is a combina-
tion of the above modes. 

(4) Node type: generally all the sensor nodes are iso-
morphic. If a sensor with a different function is needed in 
a specific application, there are isomorphic sensor nodes. 
Recently, some suggest replacing the sensor node with 

three functions of data forwarding, sensing and collecting 
with special node with weak resource limitation.  

(5) Path selection: there are two selection modes of 
multi-hop and single hop. Sending energy of broadcast 
frequency identification is in direct proportion to the 
square of the distance. As energy consumption of the 
multi-hop path is less than that of a single-hop path, the 
multi-hop path is adopted. However, the overhead of to-
pology management and link connection of a multi-hop 
path is large, so a single-hop path is more effective when 
the distance between the sensor node and sink node is 
short. 

As WSN is highly correlative with application, the 
WSN routing protocol has diversity as well and it is diffi-
cult to evaluate which protocol is better. Generally, the 
following indexes are required to evaluate whether the 
routing protocol design of a wireless sensor network is 
successful. 

(1) Energy effectiveness/life cycle: energy effectiveness 
is the most important factor in the sensor network design. 
Reducing energy consumption as much as possible to 
prolong the life cycle of the network is the primary goal of 
WSN routing protocol design [9]. 

(2) Reliability/fault tolerance: sensor node loses are eas-
ily due to energy exhaustion or environmental interference, 
but a partial sensor nodes’ lose will not affect the task of 
the entire network. 

(3) Scalability: there may be hundreds or thousands of 
sensor nodes in some applications and the routing design 
will collaborate with a large number of nodes. 

(4) Delay: delay time of the sensor network refers to the 
time from observer sending the request to receiving re-
sponse information. Delay must be reduced as much as 
possible during the design of the routing protocol. 

III. WSN ROUTING PROTOCOL ANALYSIS 

A. Classification of WSN routing protocol 
Data are transmitted reliably between sensor nodes and 

sink nodes in the wireless sensor network via the protocol. 
As the wireless sensor network is highly correlative with 
the application, a single routing protocol cannot meet 
different application demands. Subject to the features of 
different applications, many routing protocols have been 
studied. These protocols can be generally classified into 
five categories: flooding routing protocol, hierarchical 
routing protocol, data-oriented routing protocol, position-
based routing protocol and QoS-based routing protocol. 

(1) Flooding routing protocol: this is an old routing pro-
tocol. It does not need topology structure to maintain 
network and routing computation and the node receiving 
information would directly forward the data package to an 
adjacent node. For an ad hoc sensor network, flooding 
routing is a relatively direct method, but it can case mes-
sage “implosion” and “overlap” easily. Energy limit is not 
considered here so it has a flaw of a “blind spot of re-
source”. 

(2) Hierarchical routing protocol: the basic idea of such 
a protocol is to cluster sensor nodes and communication 
within a cluster is completed by cluster head nodes. Clus-
ter head nodes can gather and integrate data to reduce the 
transmission amount, and finally the cluster head node can 
send integrated data to the sink node. This mode can meet 
the scalability of the sensor network and maintain the 
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energy consumption of the sensor node to prolong the life 
cycle of the network.

(3) Data-oriented routing protocol: this protocol names 
the data in the sensor network in a specific description 
method. Data transmission is based on data request and 
depends on data naming. All the data communications are 
restricted within a local area. Such communication no 
longer relies on a specific node but relies on the data in the 
network, so a large number of repeated and redundant data 
transmitted in in network is reduced, unnecessary over-
head is saved and network life cycle is prolonged.  

(4) Position-based routing protocol: this forwards re-
quests or data to the needed area by use of position infor-
mation of a node to narrow the transmission scope of data. 
In fact, many routing protocols of the sensor network 
assume the position of a node is given, so nodes can be 
divided into different domains subject to position infor-
mation of a node. Data transmission based on domain can 
narrow transmission range, reduce the communication 
amount of intermediate nodes and prolong the life cycle of 
the network. 

(5) QoS-based routing protocol: the energy-aware QoS 
route must guarantee the effective use of band width and 
efficient energy path in the entire connection time. QoS-
based routing protocol applies to real-time applications 
such as real-time tracking of military targets and emer-
gency event monitoring. 

B. Flooding routing protocol 
(1) Flooding protocol 
Flooding is a traditional flooding routing technology. It 

need not maintain the topology structure of the network to 
implement routing computation. Node receiving infor-
mation can forward data packages to all the adjacent 
nodes in broadcast form. This process will be executed 
repeatedly until the data package reaches its destination or 
reaches the preset maximum hop number. 

Although the idea of flooding protocol is simple and 
easy to implement, it has defects of message implosion, 
massage overlap and blind spots of resource. Message 
implosion means the same message is sent to the same 
node via different paths. As shown in Figure 2, node D 
receives two messages sent from node A. Message overlap 
means nodes that are placed in the same area monitor the 
same message and they generate a similar data package to 
the same adjacent nodes. As shown in Figure 3, node C 
receives a message about r from nodes A and B. Blind 
spot of resource means a large amount of energy is con-
sumed while the limit of energy use is not considered. 
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Figure 2.  Flooding protocol implosion 
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Figure 3.  Flooding protocol messages overlap 

(2) Gossiping protocol 
Gossiping protocol is the improvement of flooding pro-

tocol and nodes that send data do not transmit data in 
broadcast form, but rather forward data to an adjacent 
node at random. 

Gossiping protocol can avoid message implosion and 
save energy but it cannot solve the problems of partial 
message overlap and overuse of resources, and it may 
increase the transmission delay from terminal to terminal. 
A simple example about the delay of gossiping protocol is 
given in Figure 4. Node F needs the data produced by 
node A. If node C selects an adjacent node D to forward 
data copy (X) at random in the transmission, finally node 
F will receive the data. In this way, node C not only re-
ceives data copy (X) twice but also delays A->B->C->E-
>F into A->B->C->D->C->E->F. As a result, transmission 
delay is increased. 
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Figure 4.  Gossiping agreement delay 

C. Hierarchical routing protocol 
LEACH (Low-Energy Adaptive Clustering Hierarchy) 

protocol [6] is the first hierarchical routing protocol in the 
wireless sensor network. Most subsequent hierarchical 
routing protocols were evolved from LEACH. 

The main idea of the protocol is to select a cluster head 
node at random and evenly share the relay communication 
service of the wireless sensor network in order to evenly 
consume the energy of nodes in the sensor network and 
further prolong the life cycle of the network. LEACH 
protocol has two stages: cluster preparation stage and data 
transmission stage. The total number of times of these two 
stages is called a cycle. 

In the cluster preparation stage, a node is selected as a 
cluster head at random. The cluster head node broadcasts 
messages to the surroundings, and other nodes select a 
cluster to join in, subject to the intensity of the broadcast-
ed messages they received, and then inform the corre-
sponding cluster heads. A cluster head communicates with 
a sink node directly and the cluster members only com-
municate with the cluster head in their own cluster. The 
establishment process of a cluster head is to first select a 
number in the random numbers from node 0 to node, and 
if the number in the current cycle is smaller than the 
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threshold value T(n), the node is the cluster head node. 
The computation formula of T(n) is as follows:

( )
,
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Where p is the percentage of expected cluster head 
nodes in sensor nodes, r is current cycle number and G is 
the set of nodes that do not become cluster head nodes in 
the last 1/p cycle. In the data transmission stage, nodes 
collect monitoring data constantly and transmit them to 
the cluster head, and the cluster head integrates data and 
sends them to the sink node. The cluster head is reselected 
in the next working cycle. 

LEACH protocol selects cluster heads at random to 
guarantee the high energy consumption overhead of data 
transmission between cluster head and sink node is evenly 
shared by all the sensor nodes so that nodes that lose ef-
fect due to energy exhaustion are distributed at random. 
When compared with common multi-hop routing protocol 
and static cluster algorithm, LEACH can prolong the life 
cycle of a network by 15%. As LEACH assumes all the 
nodes can directly communicate with cluster head nodes 
and sink nodes and adopts continuous data transmission 
mode and single-hop path selection mode, it does not 
apply to the application of a large monitoring range and 
the dynamic cluster brings extra overhead of topology 
change and a large broadcasting amount. 

(2) TEEN protocol 
TEEN protocol has the same cluster mode as LEACH 

protocol, but the cluster head nodes form a hierarchical 
structure subject to the distance between them and the sink 
nodes. TEEN protocol has a corresponding reaction to a 
dramatic change in the sensing attribute. This characteris-
tic is favorable for network operation in an interactive 
mode in a real-time environment. For each sensing attrib-
ute, TEEN protocol defines hard and soft thresholds to 
determine whether to send the data of this attribute. Data 
can be sent out only when the following two conditions 
are met: 

 (1) The attribute value of current data is larger than the 
hard threshold. 

(2) The difference between the attribute value of current 
data and the attribute value sent previously is larger than 
the soft threshold. TEEN protocol forms a cluster via data 
center so adjacent sensor nodes form a cluster. The pro-
cess proceeds constantly until the cluster reaches the sink 
nodes. The hierarchical structure after TEEN protocol 
generates clusters is shown in Figure 5. When a cluster is 
formed, the cluster head node will broadcast soft and hard 
thresholds. As users generally do not need all the data, 
cyclic data transmission is unnecessary. Therefore, the 
TEEN protocol saves much more data transmission over-
head than the LEACH protocol. 

A defect of TEEN protocol is that if an attribute value 
of data cannot reach the threshold, the node will not send 
out data and the user cannot receive any data from the 
network and cannot know whether all the nodes are dead 
or not. 

(3) PEGASIS protocol 
PEGASIS protocol is established on the basis of 

LEACH protocol. The node in PEGASIS only communi-
cates with the adjacent node that is the closest to it to 
avoid a large amount of communication overhead caused 

Gathering nodeGathering node

Level of cluster headLevel of cluster head

General nodeGeneral node

The secondaryryr cluster headsThe secondary cluster heads  

Figure 5.  TEEN protocol generates clusters 

by frequent selection of a cluster head. All the nodes 
form one cluster and one node is selected as the cluster 
head in every cycle. In PEGASIS protocol, a chain is 
formed by a greedy algorithm, which means a node sends 
out progressive energy decrease signal to find the adjacent 
node closest to itself to establish a chain that contains all 
the nodes in the network as shown in Figure 6 (a). Then 
the cluster head is selected dynamically. Assuming N 
nodes in the network are numbered by 1-N natural num-
bers and the cluster head selected in the jth cycle is the ith 
node, then i=j modN (value is N when i=0) is satisfied and 
the cluster head communicates with the sink nodes via a 
single hop. 

C1

C2

C3

C4

C5

 
(a) Using the greedy algorithm to generate chain 

C1 C2 C3 C4 C5

C3 Gathering nodeGathering node

 
(b) The path of the data transmission to the gathering node 

Figure 6. PEGASIS protocol

When a cluster head is selected, nodes at both ends of 
the chain send data to the next nodes towards the middle 
of the chain and nodes that receive data integrate their data 
with received data and send the integrated date to the next 
nodes. Finally all the data are transmitted to the cluster 
head node. The cluster head node then integrates two 
groups of data and its own data and forms a data package 
and sends it to the sink node as shown in Figure 6 (b) (c3 
is cluster head). If the node that is far from the receptor is 
the cluster head, the communication overhead between the 
node and sink node is too large, which will result in prem-
ature death of the node. So, PE-GASIS sets a distance 
threshold value. If the distance between the node and the 
sink node exceeds the threshold value, the node will not 
be the cluster head. When the data from the two ends are 
all transmitted, a new cycle of selection and transmission 
will begin. 
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PEGASIS protocol avoids large amounts of communi-
cation if LEACH protocol causes frequent selection of 
cluster heads, and it provides an effective chain-type data 
aggregation, which significantly reduces the number of 
times and amount of communication data transmission. 
Nodes always communicate with the closest node and 
form multi-hop communication mode so energy is effec-
tively reduced and the lifetime of the network is increased 
dramatically. Simulation result shows that when compared 
with LEACH protocol, the life cycle of the sensor network 
of PEGASIS protocol can be prolonged one to three times 
for different applications and network topology structures. 
The defects of PEGASIS protocol are that a single cluster 
method makes the cluster head become the key point and 
its failure would result in routing failure. Furthermore, all 
the sensor nodes must have the ability to communicate 
with the sink node, and if the chain is too long, data 
transmission delay will be increased so it does not apply 
to real-time application. Finally, the chaining algorithm 
requires nodes to know positions of other nodes so the 
overhead is very large.  

D. Data-centered routing protocol 
(1) SPIN protocol 
SPIN protocol is the earliest data-centered routing pro-

tocol which solves problems of "implosion" and "overlap" 
in arithmetic through a negotiation mechanism. Nodes of 
SPIN protocol use three kinds of information to com-
municate: ADV, REQ and DATA. After nodes generate or 
receive the data, to avoid blind spread, ADV information 
which contains metadata is used to notify adjacent nodes, 
while adjacent nodes which need data make a request 
using REQ information, and data is sent to the request 
node through DATA information. 

Figure 7 shows the route setup and data transmission of 
SPIN protocol. In Figure 7 (a), node A notifies node B of 
data description which it possesses; node B makes a re-
quest to node A in Figure 7 (b); node A transfers data to 
node B in Figure 7 (c); Figure 7 (d) shows that node B has 
received information, and sends ADV information to its 
adjacent node; Figure 7 (e) shows that node which needs 
this data sends REQ information to node B; Figure 7 (f) 
shows that node B transfers data to the request node. 
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Figure 7.  SPIN protocol routing establishment and data transmission 

The advantages of SPIN protocol are that small ADV 
information reduces the problem of implosion; the over-
lapping of information is resolved through data naming; 
nodes decide whether to make an ADV notice according 
to their own resources and application information, thus 
avoiding the problem of blind utilization of resources. 
Compared with flooding and gossiping, SPIN protocol 
saves energy. The disadvantages of SPIN protocol are that 

when all adjacent nodes of nodes that generate or receive 
data do not need this data, it will make data unable to 
further transmit, and relatively farther nodes may be una-
ble to receive the needed data; when a sink node needs all 
data, its adjacent nodes easily consume energy; SPIN 
protocol reduces the data implosion, but ADV implosion 
still exists. 

(2) Directed Diffusion Protocol [10] was a milestone in 
the development process of data-centered routing protocol, 
and other data-centered routing protocols are all im-
provements based on this protocol or are proposed with 
similar key ideas. The main idea of Directed Diffusion 
Arithmetic is to use one set of properties to name data on a 
network and communicate based on this data. Directed 
Diffusion adopts a data transfer mode which is driven by 
request. A new directed diffusion process will start when a 
sink node sends a request command to a certain event, and 
the process includes the three stages of requests for diffu-
sion, initial gradient establishment and data transmission, 
as shown in Figure 8. 

In the stage of data transmission, the sink node will 
send a piece of strengthening selection information to an 
adjacent node which receives the new data first. The adja-
cent node which receives the strengthening selection also 
sends a strengthening selection to its adjacent node which 
firstly receives the new data to spread this request infor-
mation which bears a larger gradient value, and finally a 
path with the largest gradient value will be formed. Target 
data can transmit data by following this strengthen path at 
a higher data transmission rate, and other paths formed by 
nodes of lower data transmission rates can be used as 
alternative paths in order to increase network reliability. 

E. Routing protocol based on QoS 
SAR Protocol is the first routing protocol to ensure QoS 

in wireless sensor networks. In order to improve the ener-
gy efficiency and fault-tolerant capability, it provides a 
multipath routing with table driven. In the protocol, all 
single-hop nodes adjacent to a sink node create spanning 
trees by taking themselves as roots. In the process of cre-
ating spanning trees, QoS parameters of energy resources, 
priority of the data packet, and the delay and packet loss 
probability of nodes are all considered. After the creation 
of spanning tree is completed, one sensor node may be-
long to multiple trees, thus reversely establishing multiple 
paths to sink nodes with different QoS parameters. When 
transmitting data, a node will select one or several paths to 
transmit according to energy resources and QoS. Any 
local error will automatically trigger local path reconstruc-
tion in order to realize error recovery by the enforcement 
of consistency of routing tables of each node on each path. 
SAR Protocol maintains these multiple paths from sensor 
nodes to sink nodes. This not only provides QoS guaran-
tee, but also has a fault-tolerant capability, and is easy to 
recover. But the disadvantage is that a large number of 
redundant routing information in nodes wastes storage 
resources, and routing information maintenance, the up-
date of QoS parameters of nodes and energy consumption 
information all require a larger overhead. 

IV. COMPARISON OF WSN ROUTING PROTOCOL 
CHARACTERISTICS 

This section compares the performance and characteris-
tics of routing protocols of wireless sensor networks from 
the  aspects of  life cycle,  extendibility, path selection, en- 
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TABLE I.  THE WIRELESS SENSOR ROUTING PROTOCOL 

Algorithm The life 
cycle 

Expand 
sex 

Path selec-
tion 

Energy 
awareness 

Data ag-
gregation 

Location 
information 

Stored in-
formation Mobile nodes Real 

time Reliability 

Flooding short bad Multi-hop None None No need None A sensor node 
Gathering node bad better 

Gossiping longer bad Multi-hop None None No need None A sensor node 
Gathering node bad better 

LEACH longer bad Single hop have have No need have None bad better 
TEEN longest good Multi-hop have have No need have None good bad 
PEGASIS longest bad Multi-hop have have No need have None bad bad 

SPIN longest bad Multi-hop None have No need None A sensor node 
Gathering node bad bad 

DD longest good Multi-hop have have No need have A sensor node 
Gathering node bad good 

Rumor longest good Multi-hop have have No need have none bad better 

GPSR longer good Multi-hop none none need none A sensor node 
Gathering node bad better 

GEAR longest good Multi-hop have none Need none A sensor node 
Gathering node bad better 

SAR longer Bad Multi-hop have none No need Have None Good Good 
SPEED longest bad Multi-hop have none Need have none good good 

 
ergy awareness, data aggregation, location information, 
information storage, mobile nodes, real-time and reliabil-
ity (fault-tolerant ability). Table 1 shows the results of 
comparison between various kinds of routing protocols as 
mentioned above. Since the design of routing protocol of 
wireless sensor networks is closely related to application, 
in practical application, at the time of selecting the routing 
protocol, the specific application and characteristics of all 
routing protocols will be considered comprehensively. 

V. CONCLUSION 
Compared with the traditional wire network and wire-

less MANET network, resources are highly restricted and 
nodes are easy to lose efficacy in wireless sensor networks, 
thus the design of its routing protocol faces new challeng-
es. This paper summarizes and analyzes the research 
achievements of routing protocols of wireless sensor net-
works in recent years, and divides them into flooding 
routing protocol, hierarchical routing protocol, data-
centered routing protocol and routing protocols based on 
location information and QOS. The paper makes corre-
sponding algorithm analysis on each kind, and finally 
compares and summarizes the characteristics of these 
protocols. With the continuous development of the appli-
cation, the routing protocols of wireless sensor networks 
still have many problems that need further research, and 
the following are the main points: 

(1) Effectiveness of energy: In wireless sensor networks, 
frequent data communication expends a large amount of 
energy; reduces data traffic, restrains transmitting unnec-
essary data on nodes, and improves energy efficiency, 
which are priorities in the design of WSN routing protocol. 

(2) Reliability: Nodes of wireless sensor networks easi-
ly lose efficacy. How to calculate routing through network 
information that is easy to get from nodes, make sure that 
routing is easy to recover when breaking down, and how 
to highly reliably transmit data are key matters to be 
solved in the design of routing protocol.  

(3) Real-time: In the near future, real-time transmission 
of image and video will become a very common applica-

tion requirement in wireless sensor networks. The re-
search and design of routing protocol that has a high 
transmission quality, small transmission delay, and meets 
real-time demands have a broad application prospect. 
(4) Security: The inherent characteristics of wireless sen-
sor networks make its routing protocol susceptible to 
security threats. Application fields of high a security level, 
such as military applications, present new requirements 
for the security of routing protocols. Research on such 
aspects is still in initial stages at present. 
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Figure 8.  Three stages of Directed Diffusion Protocol 
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