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ABSTRACT

This study examines the impact of data governance (DG), compliance (COM), and digital
oversight (DO) on system performance (SP) and security within mobile biomedical systems
in Indonesia’s healthcare sector. Employing Socio-Technical Systems Theory, the study inves-
tigates the role of regulations in enhancing operational efficiency and strengthening cyber-
security in digital healthcare. A quantitative cross-sectional design was utilised, with data
collected from 200 healthcare and biomedical technology professionals through an online
questionnaire. Relationships among variables were analysed using multiple linear regression.
The results showed that DG had the greatest positive effect on both SP and security, followed
by COM and DO. All these relationships were statistically significant (p < 0.001). This study
shows that adopting integrated governance frameworks, complying with regulations and
maintaining ongoing monitoring are important for making mobile biomedical technologies
more reliable and secure. It also adds new evidence by examining operational performance
and system security (SS) as distinct outcomes in mobile biomedical systems.

KEYWORDS
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1  INTRODUCTION

Mobile technologies have rapidly transformed healthcare by enabling real-time
patient monitoring [1], remote consultations, and ongoing biomedical data collec-
tion [2]. Mobile health (mHealth) apps and smart biomedical devices have made
healthcare more accessible [3], efficient and engaging for patients, especially in con-
nected healthcare systems [1]. However, these advances bring complex challenges
in data security [3], regulatory compliance (COM), and organisational control, espe-
cially given the sensitivity of biomedical data and the increasing frequency of cyber-
security threats [4]. Building secure and reliable mobile biomedical systems requires
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strong governance, strict COM and effective monitoring [5]. Biomedical systems han-
dle sensitive patient information [1], so weaknesses in mobile platforms can lead to
data breaches, disrupt operations and compromise patient safety [3].

Healthcare organisations and regulatory authorities have increasingly priori-
tised data governance (DG), COM management, and DO as critical mechanisms to
ensure the security and reliability of biomedical systems [4-6]. DG encompasses the
policies, standards and organisational structures that ensure data quality, integrity,
accessibility and confidentiality throughout the data lifecycle. COM involves adher-
ence to legal, ethical, and regulatory rules like the Health Insurance Portability
and Accountability Act (HIPAA) in the United States, the General Data Protection
Regulation (GDPR) in the European Union [7-8], and national healthcare data pro-
tection laws that control how biomedical information is collected, stored, processed
and shared in Indonesia [9]. DO means ongoing monitoring, auditing, and supervi-
sion to spot irregularities, enforce security measures and ensure accountability in
digital healthcare systems [8]. Together, these regulatory tools are now seen as key
factors for both performance and security in mobile biomedical technologies [9].

Although more studies are focusing on healthcare DG and digital regulation, most
studies still treat governance, COM and oversight separately rather than as inter-
connected regulatory mechanisms [10]. This gap matters because mobile biomed-
ical environments operate within fast-changing, distributed digital systems. These
systems need to balance operational efficiency, regulatory accountability and cyber-
security resilience simultaneously [10]. As a result, there are still insufficient studies
on how governance practices together affect system performance (SP) and security
in mobile biomedical technologies.

This study contributes to the digital health governance literature in several ways.
First, it develops an integrated regulatory framework that simultaneously addresses
governance, COM and oversight for mobile biomedical systems. Second, it extends
existing research by demonstrating, through empirical data, that operational perfor-
mance and system security (SS) are distinct yet interrelated technological outcomes.
This study provides practical guidance for healthcare administrators, biomed-
ical technology providers and policymakers aiming to enhance digital healthcare
governance, regulatory COM, and cybersecurity resilience within increasingly
mobile healthcare ecosystems.

2 RELATED LITERATURE

Mobile technologies have greatly changed how healthcare is delivered, how
patients are monitored, and how clinical decisions are made [11-12]. mHealth tools
such as wearable sensors, apps and cloud-based platforms help collect biomedical
data in real time, provide remote care and support personalised treatments [13].
These technological advancements have improved healthcare accessibility and
operational efficiency while enabling continuous patient engagement across digital
healthcare environments. However, the growing dependence on mobile biomedical
technologies has also intensified concerns regarding cybersecurity, patient privacy,
data protection and regulatory accountability [14]. The distributed architecture,
reliance on wireless communication networks and integration with third-party
platforms render mobile biomedical systems especially susceptible to cyber threats,
unauthorised access and data breaches [15]. As a result, healthcare institutions must
implement robust governance structures, enforce regulatory COM, and maintain
continuous DO to safeguard system reliability and patient data security [10].
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2.1 Datagovernance

Data governance plays a key role in ensuring the security of biomedical information
[15]. Itincludes the policies, standards, and accountability systems that guide how data
ishandled from start to finish [2]. Good governance keeps data accurate, clarifies oper-
ations, and helps organisations comply with regulations [7]. In mobile biomedical sys-
tems, these practices reduce risk by ensuring that data from mobile devices remains
reliable and secure [10-12]. Strong governance also encourages standardisation and
interoperability through clear management. However, there is still little research on
how governance directly impacts SP and security in mobile environments.

2.2 Regulatory compliance

Compliance plays a key role in making mobile biomedical systems trustworthy
by adhering to legal frameworks such as HIPAA, GDPR and Indonesia’s Personal
Data Protection Law. Protecting the confidentiality, integrity, and availability of
information helps build institutional legitimacy and patient trust [8]. On the other
hand, not following these rules can lead to financial penalties, damage to reputation
and more cybersecurity risks. COM is important, but it needs to be part of a wider
approach that includes governance and oversight to work well. Right now, there is
little quantitative evidence linking COM practices to measurable performance and
security outcomes in mHealth technologies [16].

2.3 Digital oversight

Digital oversight connects high-level governance with real-time COM [17].
It involves ongoing monitoring, auditing, access controls and the detection of unusual
activity to keep biomedical technologies secure. Studies show that strong over-
sight lowers cybersecurity risks and makes healthcare systems more reliable [18].
Oversight helps organisations identify weaknesses and enforce standards, keeping
them accountable under regulations [19]. In mobile biomedical settings, where data
is distributed and patient interactions occur in real time, ongoing oversight is crucial
for managing ongoing changes [20]. Still, most research has examined oversight in
isolation, without considering how it works alongside governance and COM. Although
some studies have examined governance, COM and oversight separately, there is lit-
tle empirical research on how these factors, taken together, affect the performance
and security of mobile biomedical technologies. Most existing literature focuses on
traditional healthcare IT or theoretical discussions, leaving a shortage of quantitative
evidence on integrated regulatory frameworks in today’s mHealth systems [21-22].
Mobile technologies also bring specific challenges, such as remote access and ongo-
ing data transmission, which set them apart from older systems [23]. This study aims
to fill these gaps by conducting a comprehensive empirical investigation into the
influence of interconnected socio-technical mechanisms on operational outcomes.

3  METHODOLOGY
3.1 Research design

This study used a quantitative cross-sectional design to explore how DG, COM
and DO affect SP and security in mobile biomedical systems. It was based on
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Socio-Technical Systems Theory, which examines how organisational governance
and regulations shape technology outcomes.

3.2 Population and sampling

The target population comprised healthcare professionals, IT managers, COM
officers, DG specialists and biomedical technology administrators engaged in
mobile healthcare systems in Indonesia. Respondents were selected from hospitals,
biomedical firms, digital healthcare providers and organisations involved in reg-
ulatory activities. The study used purposive sampling to select respondents from
hospitals, biomedical companies, digital healthcare providers and regulatory organ-
isations in Indonesia, resulting in 200 valid responses.

3.3 Data collection and ethical consideration

We collected data using an online questionnaire shared through professional
healthcare networks and institutional email. The survey focused on professionals
working with mobile biomedical technologies and healthcare information manage-
ment. Data collection lasted four weeks.

Participation was voluntary. Before starting the survey, respondents were told
about the study’s goals, confidentiality and anonymity. We did not collect any
personally identifiable information, and all responses were stored securely for
research purposes only.

3.4 Instrument design and reliability

We collected data using a structured questionnaire based on established studies
in healthcare governance, digital COM, and biomedical system regulation. The
instrument was designed to measure five constructs: DG, COM, DO, SP, and SS.
Table 1 shows that all measurement constructs had acceptable internal consistency
and were suitable for regression analysis. In this study, a Likert scale of 5, where
1 = strongly disagree and 5 = strongly agree.

Table 1. Instrument construct and reliability

Construct Reference Items Cronbach’s Alpha
Data Governance Sharma [2], Tiffin [16] 5 0.88
Compliance Sarabdeen [7]; Kharisma and 5 0.85
Diakanza [9]
Digital Oversight Vadisetty [10]; Anioke and Atima [20] 5 0.83
System Performance Tsvetanov and Pandurski [1] 3 0.86
System Security Baig et al. [5] 3 0.89

3.5 Data analysis

We analysed the data using SPSS software. Descriptive statistics and Pearson
correlation analysis were used to examine respondent characteristics and the
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relationships among variables. We also ran two separate multiple linear regression
analyses. Before doing this, we checked that the data met the assumptions of nor-
mality, linearity, homoscedasticity, and multicollinearity. To assess the significance
and strength of the relationships, we reported standardised beta coefficients (B),
t-values, p-values, and R? values.

4  FINDINGS AND DISCUSSION
4.1 Descriptive statistics

Table 2 indicates that respondents are from the diverse professional and organi-
sational backgrounds associated with the governance of mobile biomedical systems
in Indonesia. The majority were male (59%), and the predominant age group was
31-40 years (39.5%). These findings indicate that the sample primarily consisted of
mid-career professionals engaged in digital healthcare management and regulation.
Most respondents were IT managers (31.5%), followed by COM officers (26%) and
DG specialists (24%). This means the sample included people with direct experience
in healthcare technology, regulatory COM, and biomedical DG. Participants worked
in hospitals (43%), biomedical firms (30.5%), and regulatory agencies (26.5%), so
the survey included several sectors involved with mobile biomedical technologies.
Regarding professional experience, 46% of respondents reported 10 years, and
32% reported more than 10 years. This suggests that most participants were highly
familiar with healthcare information systems and digital regulatory environments,
which strengthens the reliability of the responses.

Table 2. Demographic profile of respondents

Demographic Variable Category Frequency Percentage (%)
Gender Male 118 59.0
Female 82 41.0
Age 21-30 Years 54 27.0
31-40 Years 79 39.5
41-50 Years 47 23.5
Above 50 Years 20 10
Position IT Managers 63 31.5
Compliance Officers 52 26
Data Governance Specialists 48 24
Healthcare Administrators 37 185
Organisation Type Hospitals 86 43
Biomedical Firms 61 305
Regulatory Agencies 53 26.5
Experience Less than 5 Years 44 22
5-10 Years 92 46
More than 10 Years 64 32
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Table 3 shows the descriptive statistics for the study variables. All measured
factors had mean values above 3.9, suggesting that participants viewed gover-
nance, COM, oversight, SP, and SS in the mobile biomedical system positively. SS
had the highest mean score (M = 4.20), followed by SP (M = 4.16). This shows
that respondents saw mobile biomedical systems as secure and effective. DG also
scored high (M = 4.12), indicating positive views of organisational policies and
data management. COM and DO had mean scores of 4.05 and 3.98, showing that
participants viewed regulatory adherence and monitoring in a positive light.
The low standard deviation across all constructs suggests a high level of consis-
tency in respondents’ perceptions. Figure 1 presents the mean scores for each
study variable.

Table 3. Descriptive statistics

Variables Items Mean Std. Deviation
Data Governance (DG) 5 412 0.61
Compliance (COM) 5 4.05 0.67
Digital Oversight (DO) 5 3.98 0.72
System Performance (SP) 3 416 0.59
System Security (SS) 3 4.20 0.57
5.0 7
4.5 -
4.0 1
3.5 1
§ 3.0
=
2.5 -
2.0 A
1.5
1.0 -
Data Governance Compliance Digital Oversight System Performance System Security

(DG) (COM)
Study Variables

Fig. 1. Descriptive statistics of study variables

4.2 Correlation analysis

Table 4 shows positive and statistically significant correlations among all the vari-
ables. DG had the strongest correlation with SS (r = 0.718), followed by SP (r = 0.684).
These results suggest that good governance practices are closely tied to better
security and operational results in mobile biomedical systems. The correlation coef-
ficients remained below the established multicollinearity threshold, demonstrating
acceptable relationships among the independent variables.
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Table 4. Correlation matrix

Variables DG COM DO SP SS
Data Governance (DG) 1
Compliance (COM) 0.612** 1
Digital Oversight (DO) 0.548** 0.587** 1
System Performance (SP) 0.684** 0.641** 0.603** 1
System Security (SS) 0.718** 0.672** 0.645** 0.701** 1

Note: (**p < 0.01).

4.3 Regression analysis for system performance

A multiple linear regression analysis was performed to assess the effects of DG,
COM, and DO on SP and SS. All Variance Inflation Factor (VIF) values were below 5,
indicating no multicollinearity concerns. Table 5 shows that the regression model
explained 58.4% of the variance in SP (R? = 0.584). This means that DG, COM, and DO
together played a key role in improving the operation of mobile biomedical systems.

Table 5. Model summary for the system performance

Adjusted R? Std. Error of Estimate
1 0.764 0.584 0.578 0.421

Table 6 shows that the ANOVA results were statistically significant (F = 91.338,
p < 0.001). This means the independent variables were strong predictors of System

Performance.
Table 6. ANOVA results for system performance
Model Sum of Squares df Mean Square F Sig.
Regression 4921 3 16.405 99.338 0
Residual 35.84 196 0.179
Total 84.3 199

Table 7 indicates that each independent variable exerted a significant positive
effect on SP. DG emerged as the strongest predictor (B = 0.398), followed by COM
(B=0.321) and DO (B = 0.267). These findings indicate that governance policies, reg-
ulatory COM, and monitoring mechanisms are critical for enhancing operational
efficiency and reliability in mobile biomedical systems.

Table 7. Regression coefficients for system performance

Hypotheses Variables B t-Value  p-Value VIF Decision
Hla Data Governance — SPS 0.398 7.892 p<0.001 1.634 Supported
H2a Compliance — SPS 0.321 6.118 p<0.001 1.52 Supported
H3a Digital Oversight — SPS 0.267 5.284 p<0.001 1.427 Supported
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4.4 Regression model for system security

The regression model shown in Table 8 explained 62.3% of the variance in SS
(R*=0.623). This result shows that the regulatory variables have strong explanatory
power for cybersecurity and data protection outcomes.

Table 8. Regression model for system security
Model R R? Adjusted R? Std. Error
1 0.789 0.623 0.617 0.403

The ANOVA results presented in Table 9 indicate that the regression model for SS
is statistically significant (F = 108.742, p < 0.001).

Table 9. ANOVA results for system security

Model Sum of Squares df Mean Square F Sig.
Regression 54.113 3 18.038 108.742 p<0.001
Residual 32.517 196 0.166
Total 86.630 199

Table 10 shows that DG had the strongest effect (8 = 0.437), suggesting that clear
governance frameworks are key to protecting biomedical information and improv-
ing cybersecurity. COM and DO also had significant positive effects, demonstrating
that adhering to regulations and ongoing monitoring are important for maintaining
the security of mobile biomedical systems.

Table 10. Regression coefficients for system security

Hypotheses Variables B t-Value  p-Value VIF Decision
Hib Data Governance — SS 0.437 8.014 p<0.001 1.634 Supported
H2b Compliance — SS 0.349 6.572 p<0.001 1.520 Supported
H3b Digital Oversight — SS 0.291 5.903 p<0.001 1.427 Supported

4.5 Discussion

The results indicate that DG, COM, and DO each have a significant impact on SP
and SS in mobile biomedical systems. Structured governance frameworks are essen-
tial for enhancing operational reliability and safeguarding sensitive biomedical
information. The strong impact of DG on SS and performance matches the findings
of Anioke and Atima [20], who showed that governance models using performance
metrics and regulatory oversight help improve healthcare system accountability
and effectiveness. These results also support the work of Anklam [29], who found
that new biomedical technologies require stronger governance to ensure digital
healthcare remains safe and reliable. This study adds to these discussions by offer-
ing evidence that governance mechanisms lead to clear improvements in both oper-
ational and cybersecurity outcomes in mobile biomedical systems.

Compliance was also shown to have a positive and significant effect on SP and
security. This means that following healthcare regulations, legal standards, and
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ethical guidelines helps build organisational trust, lowers regulatory risks, and
makes systems more stable. The study [24-26] demonstrates that regulatory frame-
works such as HIPAA and GDPR are essential for maintaining secure and stan-
dardised digital healthcare environments. Similarly, Kamnoore et al. [23] highlight
the growing importance of regulatory requirements for mobile medical applications
in healthcare systems. Salameh et al. [28] emphasised the increasing significance of
digital medical technologies and mHealth platforms within contemporary health-
care systems.

The observed positive effect of DO on both dependent variables suggests that con-
tinuous monitoring, auditing, and supervisory mechanisms are critical for ensuring
the security and efficiency of mobile biomedical systems. Tettey et al. [22] identified
cybersecurity oversight as a critical requirement for modern biomedical devices
and digital healthcare systems. The findings support Socio-Technical Systems Theory
by demonstrating that technological effectiveness in biomedical systems is signifi-
cantly influenced by organisational governance structures, regulatory processes,
and supervisory practices. These results are aligned with [27], which confirms that
operational performance and cybersecurity resilience depend not only on techno-
logical infrastructure but also on institutional controls and regulatory accountability
mechanisms. The findings suggest that healthcare organisations, biomedical technol-
ogy providers, and policymakers in Indonesia should strengthen their governance,
regulatory COM, and DO to help make mobile biomedical technologies safer and
more effective.

5 CONCLUSION AND RECOMMENDATIONS

This study examines how DG, COM, and DO affect SP and security in mobile bio-
medical systems in Indonesia. The results showed that all three factors improved
operational effectiveness and cybersecurity, with DG having the greatest impact.
These findings suggest that clear governance policies, adherence to regulations, and
ongoing DO are important for maintaining the reliability and security of mobile
healthcare systems. The study also supports Socio-Technical Systems Theory by
showing that how organisations are governed directly affects technological results
in biomedical systems. This study concludes that healthcare organisations should
strengthen governance frameworks, regulatory COM practices, and digital mon-
itoring systems to enhance cybersecurity and operational reliability. Additionally,
policymakers in Indonesia are encouraged to improve digital health regulations and
promote standardised governance practices to support the secure and sustainable
implementation of mobile biomedical technologies.
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