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Abstract—An Quality of Service(QOS) secure routing algorithm based on
ant colony optimization is put forward to solve a variety of security problems in
wireless sensor networks. The algorithm combines the ant colony optimization
algorithm with the credit evaluation mechanism, and introduces the node 's
credit as the control factor to obtain better security performance. The algorithm
first cuts the network topology according to the QOS requirements, kicks out
the nodes that do not meet the QOS requirements, and then quickly converges
the route to the optimal route according to the ant colony optimization method.
Finally, the security analysis of the algorithm is carried out from various aspects
of network layer attack. The experimental results show that the algorithm has
very good performance in wireless sensor networks. As a result, it is concluded
that it can be widely applied in wireless sensor networks.
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1 Introduction

With the development of computer and electronics industry, especially with the
development of multimedia networks, people are no longer satisfied with the accessi-
bility of information for wireless sensor networks, and they pay more and more atten-
tion to the research of quality of service (QOS) provided by wireless sensor networks
[1]. Therefore, how to take effective measures to ensure the application of wireless
sensor network service quality needs to become an important research area. However,
due to the fact that people first design routing protocols, they often pay attention to
the accessibility of data and ignore the security, which leads to a variety of security
problems in wireless sensor networks [2,3].

The group intelligent ant colony algorithm has the advantages of self-organization,
distributed computing and so on, and makes the algorithm solve the wireless sensor
network routing problem which has a strong advantage [4]. In this paper, we propose
a QOS secure routing algorithm based on ant colony optimization, which is designed
to meet the problem of security consideration in wireless sensor networks. The algo-
rithm combines the ant colony optimization algorithm with the credit evaluation
mechanism, and introduces the node's credit as the control factor to obtain better secu-
rity performance. The algorithm first cuts the network topology according to the QOS
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requirements, kicks out the nodes that do not meet the QOS requirements, and then
quickly converges the route to the optimal route according to the ant colony optimiza-
tion method. Finally, the security analysis of the algorithm is carried out from various
aspects of network layer attack.

2 Reviews

QOS routing task is to find a sufficient network resources to meet the QOS routing
requirements [5]. Ant colony optimization algorithm is widely used to solve all kinds
of NPC problems because of its global optimization and self-learning ability, and has
achieved quite a lot of results [6]. In recent years, researchers at home and abroad
have provided some strategies for QOS routing of antirex-based wireless sensor net-
works [7].

But these agreements in the design process focused on energy savings and data in-
formation accessibility, and did not pay attention to the security of network protocols.
With the development of wireless sensor networks, network security is becoming
more and more important, and even some applications are based on the security of
network protocols as a prerequisite [8]. Because wireless sensor networks are de-
ployed in an open physical environment, communication between nodes is susceptible
to communication by other malicious nodes, resulting in a lot of security problems in
the network itself [9]. For all these reasons, there are many types of attacks in the
network, some of the localized areas of the attacked network are affected, and some
networks are directly paralyzed. Therefore, the security protocol is an important as-
pect in the design of network protocols in wireless sensor networks.

In this paper, we propose a QOS secure routing algorithm based on ant colony al-
gorithm. Based on the ant colony algorithm, this algorithm combines the ant colony
algorithm with the credit evaluation mechanism, and introduces the credit of the node
as the control factor to get the better security performance. In this algorithm, the ant
colony algorithm uses the maximum and the minimum ant system, in order to give
full play to the initial search function in the ant colony network and the late conver-
gence of the network to the optimal route as soon as possible.

3 Methods

We introduce the credit evaluation mechanism, through the node of the existing
neighbor nodes on the node's credit evaluation to determine the node's credit. In the
ant colony algorithm, the reliability of the node is taken as the control factor, and the
ant colony algorithm is converged, taking into account the factors such as delay jitter
and link bandwidth, which converges to a routing link that satisfies QOS require-
ments.

By modifying the strategy of the pheromone update of the slave, we make the
pheromone update from the back to the ants to complete. The pheromone update is
only on the optimal path in such a way that the pheromone is released in the optimal
path in the current iteration or the pheromone is released on the currently optimal
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path. In this way, the malicious nodes in the network cannot let the forward ant to the
target node or the ant cannot return, so the path of the malicious node pheromone
concentration is low, so as to effectively avoid the wormhole attack.

3.1 Establishment of credit model

In the wireless sensor network, the system may face a variety of threats, especially
in the previous routing algorithm, and it often pay attention to the feasibility of the
data, while ignoring the security of the network. By establishing a security model, the
node with higher data forwarding capability in the network has higher credit value
than other nodes. Since the system cannot successfully forward the data to the desti-
nation node, it causes the node to have no high credit. Thus, in the process of routing
selection, the probability of other nodes to select the node is low, so as to improve the
security of the system.

When the trust model is established, the trust model is validated by the success rate
of the node forwarding to the target node and the retransmission rate of the node
packet in the most recent period. In the most recent period, the node can successfully
deliver the data to the next hop node of the target node. The higher the corresponding
credit value, the higher the retransmission rate of the node, and the lower the credit
value, the lower the node may be a malicious node.

1. Packet forwarding success rate
Forward success rate calculation formula is as follows:

Pr= Ns/ Na (1)

Among them, Ns indicates that a packet is forwarded successfully over a fixed time
interval, Na indicates that during this period, all nodes are transmitted to the data
packets of this node.

2. Packet retransmission rate

The packet retransmission rate represents the proportion of packets that are re-

transmitted over the packets passing through the node. The formula is:

Pij=n/m @)

Where n is the number of packets forwarded from i to the target node j, and m rep-
resents the total number of retransmitted packets.

The direct trust value of the node is the trust value of the node itself, the credit val-
ue of a node itself is as follows:

Ti=wTp+<LTr 3)

In which, ® and & are two parameter factors, Ti is the node credit value, 0+&=1, Tp
is the credit value obtained by forwarding the success rate, and Tr is the trust value
obtained by retransmission. The definitions are as follows:
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In the above expression, B is the forgetting factor, Tc is the current time, and tk is
expressed as the time of each sample.

The reliability of a node is determined by the trust of the node and other nodes, and
the error will easily come out with the deception of the malicious nodes, so the trust
value of node S to node D is S and all the common neighbor nodes of the node D.

Ip

Tr

3.2  Pheromone update

At the stage of the ant search, the ant is basically the same in each path, and the
ants randomly choose a path to explore the path of the target node. After a period of
time, the corresponding node on each path of the credit value is different, with high
credit value of the node is easy to be selected as the next hop node, lower credit nodes
or malicious nodes because of the lower trust value, the probability of being selected
as the next hop node is relatively low.

The ant is responsible for the pheromone update. In this ant colony algorithm, the
idea of the maximum and the minimum ant system is used to update the pheromone
only on the optimal path so far or on the optimal path in this iteration. Because the
malicious node has information such as high energy and bandwidth, it attracts the
source node to send the information to the node for forwarding. If the node is not
forwarded to the target node, the credit of the malicious node will be reduced. When
the ant is updating the pheromone, the forward ants do not pass through this point and
reach the target node, there is no backward node to update the pheromone of the node,
resulting in a decrease in the degree of credit on the node. In this way, it creates a
positive feedback process, makes it increasingly impossible for malicious nodes to
accept data and forward data, and results in malicious nodes failing to affect the net-
work.

3.3  Algorithm design

The algorithm uses the ant colony algorithm and introduces the node's credit value
calculation model. The forward ant selects the next node according to the principle
that the node with high credit value is selected.

The ant probability of selecting a next node j in an i node is calculated according to
the following equation:
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The heuristic information is calculated using the following formula:
0; otherwise
T (1= Ti; bandwidth (eij ) > Bmin R

Where Ti is the credit of node i, bandwidth (eij) > Bmin, which indicates that the
estimated bandwidth of the link between node i and node j is greater than the mini-
mum bandwidth required by the link. Obviously, this constraint controls local band-
width information, which ensures that the bandwidth of the entire link selected by the
ant is greater than the minimum bandwidth required.

The processing of the network link delay is processed by the backward slave. The
formula for the pheromone update used in the poster is:

tij = (1—k)zij + Arij ®)
Where Artij in the above equation is the updated pheromone and the updated phero-
mone is:

.o best
Atij=1/C ©)

3.4  Algorithm implementation steps

The flow chart of the algorithm is shown in Figure 1.

The algorithm is calculated as follows:

Network initialization. We initialize the credit value of each node, in the initial
stage because each node has not been data forwarding and processing, firstly, all the
node's credit value is set to a relatively low value.

Forward ant exploration stage. When the ant is in a node, according to the routing
bandwidth constraints, the next hop node cannot meet the demand of the QOS node
exclusion, so it selects a node from the remaining node as a forwarding node.

Calculate the credit value of each node of the next hop node, and select the next
hop node according to the probability.

When the ants do not reach the target node before, according to the probability of
the next hop node to select the next hop node.

After arriving at the target node, the forward ant becomes a backward ant, updates
the pheromone on the current optimal path as well as the pheromone according to the
formula in the above section.

Update the global pheromone.

The algorithm is terminated after a limited number of loops have been executed or
after the route converges to a fixed route.
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Fig. 1. Algorithm flowchart
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4 Results

4.1 Simulation and analysis of algorithm performance

In this paper, we use OMNET ++ 3.2 to simulate the algorithm and the simulation
network have 100 nodes. The lifecycle of a network is the lifecycle of a network from
deployment to failure to provide the user with perceptual information. In this experi-
ment, the lifecycle is exhausted by half of the energy deployed from the network to
the network. The coverage of the network is defined as 100 x 100 units, the energy
consumption of energy transmission is 0.002 transmission distance, the initial energy
value of the node is 5. At last, the performance of the algorithm is illustrated by com-
paring with the SPEED protocol.

The following figure shows the graph of the life cycle of the wireless sensor network
as the number of malicious nodes in the network changes, and Figure 2 is a malicious
node in the communication distance which is five times of the normal node measured
under the circumstances:
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Fig. 2. The network lifecycle changes the number of malicious nodes along the network

As can be seen from the above figure, when the malicious nodes in the network are
at a low level, because the improved ant colony algorithm based on the trust model
needs to calculate the trust value of the network node as well as the indirect trust val-
ue of a node requires the node's common neighbor node to be confirmed, so that the
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performance of the network node is less and the SPEED protocol is almost the same.
However, with the increase of malicious nodes in the network, because SPEED will
continue to send data to the malicious nodes, resulting in the node's energy quickly
consumed, as well as after establishing the trust model, the ant colony algorithm
based on the trust model will not send the data to the malicious nodes, thus effectively
reducing the influence of the malicious nodes and prolonging the network lifetime. As
the number of network nodes increases, the number of nodes affected by the network
changes, as shown in Figure 3:
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Fig. 3. The change of affected nodes with the number of malicious nodes

The figure shows that the ratio of nodes affected by the network changes as the
number of malicious nodes changes. As a result of the information model, the mali-
cious node is no longer used as a forwarding node, the network will converge to the
best route, and this will affect the malicious node is controlled in a certain degree.
With the increase of the number of malicious nodes, the nodes in the communication
node of the SPEED protocol will be affected by the malicious nodes, which lead to
the increase of the number of nodes affected by the malicious nodes.

4.2  Algorithm security analysis

Direct malicious behavior refers to the behavior of malicious nodes directly inter-
vening in the network, usually including discarding data bits, changing the data con-
tent, changing the packet address, frequently sending the forged number and so on.
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Since the credibility is used as a control factor in the system, any direct malicious
behavior of the point will result in a decrease in its own trust value. In the DOS attack
model, the malicious node will send the request information continuously. Since the
node is not authenticated, all the non-authentication request messages will be discard-
ed by the neighbor node.

Sinkholes attack is a more serious attack, which can hinder the base station to ob-
tain a complete and effective information. In general, this attack is the use of the node
itself claims that their own electricity sufficient, efficient and reliable, so that other
nodes with this node can form a forwarding path. In this protocol, the ant colony algo-
rithm includes forward ants and backward ants, as the ant through the node did not
reach the end point, the backward ants are less, and the higher packet loss rate caused
by lower credit, so that the convergence of the route to avoid convergence to the route
up, so, it effectively avoids the hole attack.

In the Hello flood attack model, a malicious node continually sends a connection
request to all neighboring nodes that it can access, thereby consuming the node's re-
sources. The easiest way to prevent Hello attacks is to have valid measures for both
parties to communicate. In this protocol, we use the mutual authentication mecha-
nism. Therefore, after receiving the Hello message sent by the malicious node, the
regular node sends the authentication request message repeatedly. If there is no au-
thentication reply, the node directly adds the malicious node to the tabu list.

5 Conclusions

The concept of credit is introduced, and the security of the algorithm is improved
by using the trust model. Then, the simulation environment and simulation results of
the algorithm are discussed, and the simulation results are analyzed. The major part is
that an ant colony-based security algorithm that can reduce the influence of malicious
nodes by the credit value is proposed, but the influence of nodes still existed, and the
algorithm could not resist the witch attack. Therefore, in the next step, the algorithm
can be combined with network authentication. The nodes in the network establish a
trusted connection through authentication, and the information communication is only
carried out on the trusted connection, which focuses on the key distribution of the
network and lightweight network authentication energy consumption issues.
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