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Abstract—The wireless sensor network (WSN) has penetrated into every
corner in our lives, ranging from national defense, biological medicine, envi-
ronmental monitoring, to traffic management. It is of great significance to study
the reliability of data transmission, a key determinant of the results of monitor-
ing events. The network reliability lies in fault tolerance: when some nodes or
links in the network fail, the data can be recovered at the sink node by selecting
the appropriate finite domain space. In this paper, network coding is used to
improve the reliability of WSN. Firstly, the author calculated the data transmis-
sion reliability and average energy consumption of network coding in single-
path and multi-path scenarios. Then, the average energy consumption of net-
work coding was compared with that of the traditional method. Finally, the reli-
abilities of the two different methods were simulated on MATLAB at different
channel loss rates. The experimental results show that the reliability of the net-
work coding technique is better than the traditional one at the expense of a
small amount of energy.

Keywords—Wireless Sensor Network (WSN), Network Coding, Reliability

1 Introduction

The wireless sensor network (WSN) has penetrated into every corner in our lives,
ranging from national defence, biological medicine, environmental monitoring, to
traffic management. The network is formed through self-organization of sensors de-
ployed in multiple sensing areas. In the WSN, the sensors can work cooperatively to
sense, collect and process specific information in the monitoring area, laying the basis
for real-time acquisition, processing and transmission of information [1]. It is of great
significance to study the reliability of data transmission, a key determinant of the
results of monitoring events.

The reliability of data transmission is an integral part of network reliability. The re-
search on network reliability can be traced back to the 1960s. However, the early
research mainly focused on communication networks, power networks and computer
networks. Originated from network reliability, the WSN reliability has not been uni-
formly defined yet. In Reference [2], the concept is defined as the probability of nor-
mal communication between nodes in the network under the given constraints. Refer-
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ence [3] gives the definition of the ability to deliver material, information and energy
under the specified conditions and within a desired time frame. Reference [4] defines
WSN reliability as the success rate of source-to-destination data transmission in the
network. Over the years, various models have been constructed to study the WSN
reliability. For example, Reference [5] constructs a Markov chain-based reliability
model in light of the state transition in both software and hardware. The model is
further improved in Reference [6] with a quantitative analysis method. References [7,
8] introduce a reliability modelling method based on Architecture Analysis & Design
Language (AADL), which quantifies the reliability following the idea of the General-
ized Stochastic Petri Nets (GSPN) model.

The WSN reliability is mainly reflected by such three parameters as data acquisi-
tion, data transmission and network coverage [9]. Among them, the data transmission
plays the most fundamental role [10, 11]. Traditionally, the reliability of data trans-
mission in the WSN are improved by Automatic Repeat Request (ARQ), Forward
Error Correction (FEC) and multi-path transmission. The reliability of data acquisi-
tion is often modelled as an overlay problem [12], while the network coverage is a
reflector of the monitoring quality and the reliability of the acquired data. By defini-
tion, network coverage refers to the ability to monitor each location in an area of in-
terest. The greater the network coverage, the greater the monitoring ability. The pa-
rameter is often measured by the K-coverage [13, 14], that is, the location or area of
interest is covered by at least K nodes. To meet different data reliability requirements
in the area of interest, the K value can be set according to the unused Quality of Ser-
vice (QoS).

Data acquisition is one of the many functions of the WSN. The successful opera-
tion of the WSN also relies on the reliable transmission of the acquired data to the
observer. However, the reliability of data transmission is traditionally explored based
on the reliable routing mechanism, and rarely from the perspective of network topolo-
gy. The one-sided focus on reliable routing mechanism is attributable to the fixed
topology of traditional networks. As sensor nodes grow denser in distribution and
greater in quantity, the network topology has become increasingly flexible, making it
possible to study data transmission reliability based on network topology [15-17].

In light of the above, this paper first introduces the composition and characteristics
of the WSN, and then calculates the reliability and average energy consumption of the
network under single-path and multi-path conditions. Next, the network coding tech-
nique was compared with a traditional method in terms of the average energy con-
sumption. Finally, the reliabilities of the two different transmission plans at different
channel loss rates were obtained by MATLAB simulation. The experimental results
show that the network coding technique achieves better stability than the traditional
mode at the expense of a small amount of energy, and that network coding is superior
to the traditional mode in multi-path routing.
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2 Composition and Characteristics of the WSN

2.1  Composition of the WSN

The WSN is a task-oriented wireless ad hoc network [18], that integrates sensor
technology, embedded technology, wireless communication technology with distrib-
uted information processing technology. The network monitors the target in real time
with various micro sensors, processes the monitoring data in an embedded module,
and transmits the data to the remote monitoring centre via wireless or physical net-
work. The WSN consists of four parts: wireless sensor nodes, sink node, transmission
network, and remote monitoring centre. Its structure is shown in Figure 1.
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Fig. 1. The structure of WSN

2.2 Characteristics of the WSN

The WSN, as the combination of various emerging technologies, carries many
characteristics that are not available in general networks [19].

1. Self-organization: the WSN is an ad hoc network formed with sensor nodes based
on the distributed network protocol. Without relying on any fixed infrastructure,
the network automatically adjusts the entry, exit and migration of nodes. In this
way, a plurality of active nodes can quickly form an independent network.

2. Decentralization: all nodes in the WSN have equal status and form a peer-to-peer
network. The nodes can join or leave the network momentarily at any time if nec-
essary. The status of some nodes does not affect the operation of the entire net-
work.
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3. Dynamic topology: In the case of battery exhaustion or failure, the WSN nodes
may exit the network following the pre-set procedures. Owing to the mobility of
sensor nodes, external wireless sensor nodes can be admitted to the network at any
time.

4. Multi-hop routing: The internodal communication distance is relatively short in the
WSN. The nodes can only communicate directly with neighbouring nodes. Distant
communication requires an intermediate node for data transmission. The multi-hop
routing in the WSN is accomplished by common nodes, each of which both re-
ceives and forwards information. The data is transmitted from each sensor node to
the sink node via multi-hop relay.

5. Redundant height: For the sake of system reliability and fault tolerance, the same
monitoring point is covered by the monitoring ranges of multiple sensor nodes.

6. Limited hardware resources: Under the constraints of price, volume and power
consumption, the nodes have much smaller computing power, program space and
memory space than ordinary computers. This excludes complex protocol hierarchy
from the design of node operating system.

7. Limited power supply: The sensor nodes are powered by battery, which cannot be
charged or replaced in many applications. When the battery runs out, the nodes
will lose their functions. Thus, energy-saving must be considered in the design of
the WSN.

8. Fault tolerance: The WSN boasts strong fault tolerance and robustness in that the
nodes can join or exit the network at any time, and that the network operation is
immune from the fault of any node.

9. Broadcast communication: the broadcast communication mode is adopted instead
of the point-to-point mode in traditional network.

10. Data processing: The traditional emphasis on connectivity is replaced by the focus
on data. The WSN nodes are required to possess such functions as data aggrega-
tion, fusion, capturing and compression.

2.3  Energy consumption of sensor nodes

The highlighting of energy-saving differentiates the WSN from traditional wireless
networks. The energy saving is no big deal in traditional wireless networks due to
continuous energy supplementation. By contrast, the WSN faces serious energy con-
straint because of the large number of widely distributed sensor nodes. Therefore, it is
the primary goal of WSN design to make efficient use of node energy and prolong the
life of the network.

There are three parts in the energy consumption module of sensor nodes, namely
sensor module, processor module and wireless communication module. All these
modules should be designed for the purpose of energy-saving. Hereinto, the power
consumption of the processor module depends on four factors: operating voltage,
operating clock, internal logic complexity, and manufacturing process, and calls for
the development of energy-efficient microprocessors and microcontrollers. Thanks to
the recent improvements in low-power circuits and system design techniques, it is
now possible to develop ultra-low-energy microprocessors and micro-controllers. The
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progress of integrated circuit has further lowered the energy consumption of proces-
sors and sensor nodes, making the wireless communication module the largest con-
sumer (Figure 2).

The wireless communication module has four states, including sending, receiving,
idle and sleeping. In the idle state, the module always monitors the use of wireless
channel and checks if data have been sent to itself. In the sleeping state, the commu-
nication module is shut down. The sending state marks the greatest energy consump-
tion of the module, followed closely by the idle and receiving states. By contrast, the
module has the minimal energy consumption in the sleeping state. Hence, the network
communication can be made more energy-efficient by reducing unnecessary forward-
ing and receiving, and speeding up the activation of the sleeping state. The efficient
use of energy may help to maximize the lifetime of the WSN.
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Fig. 2. The energy consumption module of sensor nodes

3 Transmission Reliability of Network Coding

In the WSN, reliable data transmission can be achieved at elevated redundancy.
For example, the ARQ transfers data packets by retransmission, the FEC adds redun-
dant packets to the source node, and the multi-path method transmits redundant pack-
ets via multiple paths. Moreover, the reliability of WSN data transmission is easily
affected by the quality of internodal communication. One of the most common ways
to enhance data transmission reliability lies in the reduction of channel loss rate with
redundant packets. The simplest topology of the WSN is the star network, and the
reliability model of the same network is different under different requirements (Figure
3).
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If network coding technique is used alone, it is impossible to avoid the channel loss
effect. After all, the effect is the same whether the sink node loses one packet only or
all packets at once. Thus, the network coding technique should be

combined with the redundant technology to improve data transmission reliability.
The popular ways to increase redundancy include multi-path transmission, retrans-
mission coding of data packets, and increasing redundant packets.

The FEC is encoded only at the source node and decoded at the destination node.
In network coding, however, the intermediate nodes can be recoded. Compared with
FEC, the network coding features better flexibility and fault tolerance. For example,
assume that 3 raw data packets are transmitted such that the last-hop node of the sink
node receives the encoded data packets x1, x2, x3 and x4, where x1 is linearly corre-
lated with the encoding vector of x2, and other data packets are linearly independent.
If the FEC is adopted, the node will forward the packets directly. Suppose the packet
x3 is lost after transmission, the sink node will not be able to decode the data packets
x1, x2 and x4 because the encoding coefficient matrix is not full rank. If the network
encoding is employed, the node will receive the 4 new encodings by encoding the
data packets, and the coefficient matrix of any three of these packets is full rank. Even
if a packet is lost, the sink node can decode it smoothly.

To disclose the advantage of network coding, the reliability of data transmission
and energy consumption of network coding were simulated with different paths. The
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reliability of data transmission is denoted as R and defined as the probability that the
sink node will receive the original data packet successfully after one transmission.

Definition 1: The average energy consumption E refers to the average energy con-
sumed by a successfully transmitted packet. It can be expressed as:

Total energy consumed )

average

- Number of packets received

Definition 2: The ratio of the average energy consumption in network coding to
that in the traditional mode can be expressed as:

c
average

= @)

average

3.1  Single-path transmission

In a multi-hop WSN, the packets are transmitted by sensor nodes via multi-hop
routing, the internodal communication quality is susceptible to channel effects, and
link failures are independent of each other. In the case of link failure, the sensor nodes
will not fail. Let us denote the channel loss rate as e, and the energy consumed by a
node to send a packet ase. Through an n time hopping, the probability for a packet to
reach p nodes is:

p=0-9) 3)

Assuming that the source node sends K packets, the probability for the sink node
to successfully receive K packets is:

P=0-e&)" “)

where the probability P is equivalent to the reliability R defined in the preceding
section.

The energy consumed to send a packet to the sink node via an n time hopping is
calculated as follows. Since the packet is lost after a certain hop, the total energy
consumed to send K packets can be obtained by induction.

E =Kne(l-e)" + 2 eiK(1-e)'e

i=

)

The number of packets received by the sink node is expected to be Kp, whereby
the average energy consumption is:

Kne(l-e)" + 2 cik(1-e) e

t t i=

average Kp - K(l _ e)”

=ne+ i gi(l-e)'"e (6)

i=1
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The average energy consumption ratio is:

ES 1
77 - taveraée — (n + )iu +1

E average [I’lé‘ + 2 [;‘l(l _ e)i—l—n e](K + m)(]—E)" (7)

By Formula (7), it is learned that n>1. In this research, random linear coding is
used for the simple computation of nodes.

3.2 Multi-path transmission

Suppose there exist L non-intersecting paths which are of equal length n, and the
source node sends K packets simultaneously through multiple paths to the sink node.
Then, the probability for any packet to successfully reach the sink node after one
transmission is:

p=1-1-0-"1" ®

Thus, the probability for the sink node to successfully receive K packets is Kp, that
is, the reliability R is,

B=pf={-I1-A-2"1"}" )

IfK packets are sent along the L paths, the total energy consumption is:

E', =LF, (10)
The average energy consumed to send the K packets along the L paths is:
t (. Et ' _ Er _ ot
average LK(l _ e)n LK(l _ e)n average (1 1)

When the network coding is employed in multi-path transmission, the intermediate
nodes only encode without increasing redundant packets. In this case, the total energy
consumed to send K packets is:

E.'=L[Kne(l-e)" + 2 gik(1-e) ' e]l+[(n-1)L +2] (12)

The number of packets received by the sink node is expected to be:
LK(I - 6)” (13)
Therefore, the average energy consumption is:

c v Ec '
average LK(I _ e)n (14)
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The average energy consumption ratio 7 is:

c [ '
' E average Ec [(n - I)L + 2]@

77 = ] " = 1
E e E. T 3000LK[1+ n(1-e) +(ne—n—1)(1—e)']

15)

4 Simulation Experiment and Result Analysis

The model given in the previous section was simulated in the environment of
MATLAB 7.0.

4.1  Single-path transmission

Suppose that the path length is 5, and the source node sends 3 packets to the sink
node such that the sink node receives 5 encoded data packets. Then, the reliabilities of
the network coding and the traditional method were simulated at different channel
loss rates.

As shown in Figure 4, the network coding has achieved better reliability than the
traditional method. This paper only considers the redundant coded packets at the
source node. The reliabilities of the two methods still decreased with the loss of chan-
nel. In a single-path, the network coding improved the reliability to a greater extent
than the traditional method at high channel loss rate of redudant data and with few
network encoding packets; however, the results were still not desirable. To fruther
improve the data transmission reliability of network coding, appropriate redundant
data packets should be added to the nodes.

Figure 5 presents the average energy consumption ratio of the two different trans-
mission methods. It can be seen that i increased with e. However, regardless of the
size of the e, the energy consumed by the single-path transmission combined with
network coding always exceeded the energy consumed by that combined with the
traditional method. This means network coding can improve the reliability of data
transmission in the network at the expense of a small amount of energy.

4.2  Multi-path transmission

Similarly, assume that 5 packets are sent from the source node along 3 paths, each
of which is 5 in length. Then, the reliabilities of the network coding and the traditional
method were simulated at different channel loss rates.

As can be seen from Figure 6, the network coding method outperformed the tradi-
tional method at the same redundancy. With the increase of the channel loss rate, both
method transmitted fewer redundant data, indicating that the transmission improve-
ment failed to offset link failure and results in longer paths.

Figure 7 illustrates the average energy consumption ratio between the two different
methods. It shows that network coding can improve the reliability of data transmis-
sion in the WSN at the expense of a small amount of energy.
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5 Conclusions

This paper calculates and analyses the transmission reliability and average energy
consumption of network coding in single-path and multi-path scenarios. The simula-
tion on MATLAB 7.0 indicates that the technique is more reliable than the traditional
method at the expense of a small amount of energy. In addition, the author also simu-
lated the reliabilities and the average energy consumption ratio of the network coding
and the traditional method. The experimental results verify that the network coding
technique is superior to traditional transmission.
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