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Abstract—Specific to security issues concerning identity authentication of
mobile applications, a quantum identity authentication protocol based on opti-
cal transmission and face recognition is put forward in this paper with consider-
ation of the unconditional security characteristic of quantum key. As for this
protocol, optical transmission technology is adopted to acquire quantum key
and identity authentication encrypted by quantum key can thus be realized, for
which key feature points of face image and user password serve as dual authen-
tication factors. Experimental result and security analysis indicate that this pro-
tocol can resist illegal attack and ensure security of identity authentication of
mobile applications, which also has great operating efficiency.

Keywords—Optical Transmission, Face Image, Quantum Key, Identity Au-
thentication

1 Introduction

With rapid development of digitization of information in recent years, modern in-
ternet technology has been changing people’s lifestyle gradually: Various web ser-
vices such as social network, long-distance education, instant messaging and e-
commerce have been integrated into people’s work, study and life. However, not only
did such web services bring convenience to people’s life, they also brought about
challenges concerning various Internet security and privacy protection issues. Serving
as the first line of defense for Internet interaction, identity authentication is the basis
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of all security issues and plays a very important role in overall Internet security. Iden-
tity authentication is used by both sides in communications to recognize each other’s
identity in order to prevent illegal user from using network information system and
prevent any user from using such system illegally. At present, identity authentication
technologies mainly include static password-based authentication technology, dyna-
mic password-based authentication technology, biological characteristic-based au-
thentication technology, PKI-based authentication technology, etc.Griffin [1] descri-
bes biometric-based cryptographic techniques for providing confidential communica-
tions and strong, mutual and multifactor authentication on the Internet of Things,
Anamonye [2] put forwardthe designing and implementing a stand-alone identity
authentication device using fingerprint technique, Tabassum [3] suggests the authen-
tication mechanism of Kerberos protocol under HDFS and provide security to the
communication channel with help of RSA, YU [4] aims to design a face recognition
system that can be used in the exam identity authentication system.Although various
researches provided some relatively feasible plans for identity authentication, the
currently used keys are generated by computers in a pseudo-random way and thus
follow a certain rule. With rapid development of computer technology, especially
emergence of quantum computer, it becomes very difficult for the method of classic
key generation and encryption to meet requirements of identity authentication in those
occasions requiring a high class of confidentiality.

Basic thought of quantum communication was successively put forward by Ben-
nett et al. in the 1980s and 1990s, mainly including quantum key distribution (QKD)
[5] and quantum teleportation [6]. Quantum key distribution can establish secure
quantum password and realize point-to-point secure classic communication through
the “one-time pad” encryption method. Security described herein refers to security
strictly proved by mathematical method, which can’t be done by classic communica-
tion so far. At present, Sharma [7] proposes a quantum identity based authentication
and key agreement scheme for cloud server architecture, Tanizawa [8] proposes a
new solution for developing secure network infrastructure based on QKD technology
to accommodate multiple applications. The proposed solution introduces 3 functions:
(1) a directory mechanism to manage multiple applications hosted on the QKD net-
work, (2) a key management method to share and to allocate the keys for multiple
applications, and (3) a cryptography communication library enabling existing crypto-
graphic communication software to be ported to the QKD network easily. However,
quantum keys are currently acquired via wired network.

Therefore, a quantum identity authentication protocol based on optical transmissi-
on and face recognition is put forward in this paper, for which quantum key can be
acquired via wireless network instead of wired network. By using optical transmission
technology, this protocol can convert a quantum key in a wired network into a QR
code firstly and the user can acquire the quantum key by scanning the QR code with a
mobile device. Based on a characteristic of face recognition, namely requiring no
field collection of a user’s information, key feature points of a facial image and user
password are used as two factors in two-factor authentication in order to realize two-
factor authentication of a user’s identity and further ensure safety of network informa-
tion.
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2 Protocol Architecture

The architecture of a quantum identity authentication protocol based on optical
transmission and face recognition is indicated in Figure 1 and the protocol is compo-
sed of Mall (Shopping Mall) and PP (Payment Platform), in which type of network
for Mall is local area network, for which participants include
QGW_A (QuantumGateWay Alice) , MS (Mall Server), QKWD (Quantum Key
Write Device) and USER; type of network for Payment Platform is local area net-
work, for which participants include QGW B (QuantumGateWay Bob) and PPS
(Payment Platform Server). QGW_A and QGW_B can generate symmetrical quan-
tum keys via a quantum optical fiber link. Quantum key at the QGW_A side is stored
in MS, while quantum key at the QGW_B side is stored at PPS; QKWD is used to
convert quantum key into QR code.

—7Z— Quantum fiber link

Classical network

Payment
Platform

Fig. 1. Protocol Architecture

Design requirements of this identity authentication should be considered from
three perspectives: Firstly, networks of Mall and PP should be trusted networks; se-
condly, it should be ensured that identity authentication data provided by USER will
not be illegally attacked; finally, high efficiency of the system should be guaranteed.
Authentication services of this system include the following functions:
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1. Quantum key distribution. QGW of Mall and PP realizes quantum key distribution
through quantum optical fiber link and generates quantum key.

2. Quantum key management. Quantum keys generated by QGW_A and QGW_B are
stored in MS and PPS and managed by MS and PPS based on use of quantum keys.

3. Quantum key writing. Based on optical transmission technology, QKWD can ac-
quire quantum key from MS and PPS based on quantum key required by identity
authentication. Embedded technology is adopted to convert quantum key into the
form of QR code.

4. Identity authentication. USER at the Mall side can collect facial feature infor-
mation through camera, acquire quantum key by scanning QKWD based on such
facial feature information, encrypt data by adopting “one-time pad” scheme and
send such data to PP side finally. PPS at the PP side should verify validity of iden-
tity of USER.

3 Protocol Scheme

This quantum identity authentication protocol is established at system application
layer based on conceptual design, including two phases, namely registration and iden-
tity authentication. Registration phase refers to the phase in which a new user uses the
system and each user only has one registration process. Identity authentication is the
critical operation in which a user logs on to the system, for which system will deter-
mine validity of user’s identity based on result of identity authentication.

3.1  User Registration Phase

User registration refers to the process in which USER applies for a valid identity,
for which the process is indicated in Figure 2.

Major steps are described as follows:

Step 1: QGW_A and QGW_B conduct quantum key distribution through quantum
optical fiber line. Quantum key distribution protocol adopts BB84 protocol [5], which
selects a certain physical quantity of single photon to carry single-bit information and
uses two different groups of orthogonal bases for two-dimensional Hilbert space of
single-photon polarization state, for which two groups of bases have the following
relation:

=)= B ()= 1)) .
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Fig. 2. User Registration Process

Step 2: QGW_A and QGW_Bgenerate quantum keys qk” and qkb , in which

qka is stored into MS and qkb is stored into PPS. Herein qkﬂ and qkb are binary
symmetric keys and expressed as:

qka = {qkaquaza“'5qkaiaqka(i+1)a' "aqkan }:qka,- E{Oal}a(l = la 23"'5”)

qkb = {qkbl’qk/ﬁ" ' "qkbi’qkb(m)" ' "qklm }’ qkhi E{O’l}’(l = 1’2’“ .’n) (2)

Step 3: USER can analyze information about key feature points of face images fd
captured by mobile phone by using face recognition technology.
Step 4: USER enters name and pwd and then calculates number of bytes occupied

byfd and pwd. Herein: Unit of n is byte; pwd is user’s password; name is user’s

name; fd is information about key feature points of face images, which can be ex-
pressed as Ja(i=1,2,3,-) .

Step 5: USER sends n and name to PPS.

Step 6: PPS makes an inquiry in personnel database of payment platform in order
to check whether the “name” exists. If such “name” is valid, MS success status will
be returned; otherwise, failure status will be returned.

Step 7: MS should make a judgment on return status of PPS. If return status is suc-

cess, MS should send quantum key qk” with n bytes to QKWD.

62 http://www.i-joe.org



Paper—A Quantum Identity Authentication Protocol Based on Optical Transmission & Face Recognition

Step 8: QKWD converts quantum key qk“ with n bytes into a QR code.
Step 9: USER activates QR code scanning program and scans the QR code dis-

played by QKWD in order to acquire encryption quantum key qk” .

En_Info =gk, ®(f,, pwd)

Step 10: Through encryption formula , USER can

encrypt key feature points of face image fd and user’s password pwd by using quan-
tum key and send encrypted data and name to PPS through classic optical fiber line,

En_Info

in which represents encrypted data.

Step 11: PPS reads quantum key qkb with n bytes and acquires decrypted infor-
De Info De _Info =qk, ® En_Info ”

mation through decryption formula

De _Info

which decrypted information includes information about key feature

point of face image fd and user’s password pwd. PPS inserts name, f“’ and pwd into
personnel database of payment platform.
Step 12: PPS returns status of successful registration to USER.

3.2 Identity Authentication Phase

Identity authentication is a process in which USER and PPS recognize each other’s
valid identity and require encryption of data through using quantum key in order to
ensure data security. Process of user identity authentication is indicated in Figure 3.

USER QKWD MS QGW_A QGW_B PPS

Quantum key
distribution
Send Send

Quantum key Quantum key

——1Input username—|
—Send username—

Verify username
Query database
n Byte S
Quantum key
[
Quantum key
to QR Code

Scan QR code

Get Quantum key

Get face_Info, pwd

nd Encrypt (f4, pwd), username

Decrypt and
Compare info

Fig. 3. Process of User Identity Authentication
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Steps are described as follows:
Step 1: QGW_A and QGW_B distribute quantum key and generate real-time

quantum keys qk, and ak, .
Step 2: qk“ is stored into MS and qkb is stored into PPS.

Step 3: In order to acquire quantum key qk“, USER should enter name into
QKWD and click the button GetQKey to acquire quantum key.

Step 4: QKWD sends the name entered by USER to MS in order to determine
whether the user is a valid user.

Step 5: MS sends name to PPS and then PPS makes an inquiry in the personnel da-
tabase of payment platform in order to check whether the user exists. If the user ex-
ists, quantum key number n of this user and Success will be returned to MS; other-
wise, “Failed” should be returned.

Step 6: MS sends quantum key with n bytes to QKWD.

Step 7: QKWD converts quantum key with n bytes into QR code.

Step 8: USER activates QR code scanning program and scans the QR code dis-

played by QKWD in order to acquire encryption quantum key qkﬂ .

Step 9: USER analyzes information about key feature point of face image fd cap-
tured by mobile phone by using face recognition technology. Encryption formula

En_Info = qk“ @ (fd , pwd) is adopted to conduct quantum key encryption of

information about key feature point of face image fd and user’s password pwd, and
encrypted data and name should be sent to PPS through classic optical fiber link.

Step 10: PPS reads quantum key qkb with n bytes and acquires decrypted infor-

De __Info De _Info =qk,® En _Info

mation through decryption formula . PPS

then makes a comparison between decrypted fd and P nd and information about
this user in the personnel database of payment platform. If such information compari-
son is successful, then go to Step (k); otherwise, identity authentication fails.

Step 11: Identity authentication is successful.

4 Security Analysis

This protocol has a relatively high degree of security, for which specific analysis is
provided as follows.

4.1  Security of Quantum Key

As for quantum key distribution, BB84 protocol is adopted. This protocol is based
on special laws of quantum physics, Heisenberg's Uncertainty Principle and Quantum
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Non-cloning Theorem [9]. This protocol enables both sides to acquire secure shared
key and can realize absolutely secure secret communication under strict mathematical
proof.

4.2 Brute Force Attack

Security of this protocol depends on secure sharing of quantum key and the “one-
time pad” encryption mechanism. In this mechanism, quantum key with a length
equal to message is used to generate random output without any statistical relation
with the original text and such quantum key can only be used for once. Shannon pro-
ves that: “One-time pad” mechanism can realize perfect confidentiality and has been
deemed as unbreakable [10].

5 Experimental Result & Analysis

5.1 Experimental Scheme

In this experiment, quantum key distribution device adopts quantum security gate-
way with a working frequency of 40M and 1*4 matrixed photon switcher. Topologi-
cal structure of network is indicated in Figure 4. Herein: KJCS represents key genera-
tion control server, which is used to control quantum key distribution process for the
entire quantum optical fiber link; SIP represents SIP server, which is used to establish
SIP user; Log represents log server, which is used to check operating state of the
entire quantum optical fiber line.

Quantum key distribution device generates quantum key through quantum optical
fiber link and classic optical fiber link can store quantum keys of both sides into PPS
and MS.

Switch Classic Optical Fiber Link
@ g Quantum Optical Fiber Link — — — —
S DN
) D

KICS SIP  Log Photon
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|
|
|
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! I
— |
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|
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Fig. 4. Topological Structure of Network
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QKWD uses ARM9 mini2440 development board and major parameters of

equipment are indicated in Table 1. See Table 2 for major parameters of USER’s
mobile device.

Table 1. Major Parameters of QKWD

Parameters ofHardware
oS CPU SDRAM Nand Flash | Touch screen
Fedoral4 S3C2440 64M 256M 4.3Inch

Table 2. Major Parameters of USER’s Mobile Device

Major Parameters of USER’s Mobile Device
os CPU RAM
Android5.1 8-core, 1.5GHz 2.0GB

5.2 Result & Analysis
QKWD converts quantum key of different bytes into QR code, for which the rela-

tion between number of bytes of quantum key and time of QR code generation is
indicated in Figure 5.

0.1 L

0.08. @/®/® 1

0.06-

Time ( Unit: ms)

% 50 100 150 200
Quantum Key Quantity ( Unit : Byte )

Fig. 5. Time of QR code generation

Mobile device should be positioned at the place 200mm directly above quantum
key writing device and QR code should be scanned, based on which the time relati-

onship between quantum key of different bytes and QR code scanning is indicated in
Figure 6.
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Fig. 6. Time of QR code scan

As for this protocol, four eye corners of two eyes, tip of nose, two corners of
mouth, points of intersection between extension line of two corners of mouth and
facial contour in a face image are selected as 9 key feature points, and length of user’s
password should be 6 characters. According to the ‘“one-time pad” encryption
scheme, 78 bytes of quantum key are needed. For the purpose of making an assess-
ment on operating efficiency of this protocol, the following symbols are adopted in

. . . T .
this paper to represent time needed by each operation: ~ X represents time needed by

QKWD for acquiring quantum key from MS; To represents time needed for realizing

. . T, : .
conversion of quantum key into QR code; ~ M represents time needed by mobile de-

vice for scanning QR code; T represents time needed for completing authentication
of user’s identity. Overhead time of each phase is indicated in Table 3. It can be seen
that life cycle of the entire protocol is 1ms, so this protocol has very high operating
efficiency.

Table 3. Overhead Time of Protocol

Process Time (ms)
T 0.003
T 0 0.049
T, 0.898
T, 0.008
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As indicated in Table 4, through comparison between this paper and some existing
reference papers such as Griffin [1], Yu [4] and Sharma [7], only the author of this
paper put forward the method of acquiring quantum key via optical transmission

technology and conducting absolutely safe identity authentication.

Table 4. Comparison between This Paper & Other Reference Papers

Reference Papers[1] & [4] Reference Paper [7] QOurs
Key Generation Pseudo-ran'dom Gen- | Quantum Key Distri- | Quantum Key Distri-
eration bution bution
Theoretically Abso- | Theoretically Abso-
fi f K -
Safety of Key | Non-absolutely Safe lutely Safe lutely Safe
Type of Network | Wireless Network Wired Network Wireless Network

6 Conclusion

In this paper, a quantum identity authentication protocol based on optical transmis-
sion and face recognition is put forward, which integrates various technologies such
as optical transmission, face recognition and quantum key. As for this protocol, opti-
cal transmission technology is adopted to acquire quantum key and face recognition
technology can recognize 9 key feature points of face image. Based on the “one-time
pad” encryption scheme, quantum key is used to encrypt and decrypt key feature
points of face image and user’s password. This protocol can ensure authenticity and
confidentiality of user’s information during registration phase and authentication
phase and can achieve a relatively high degree of security against illegal attack. Me-
anwhile, this protocol has great operating efficiency.
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