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Abstract—The purpose of this research is to design and develop an asset
supply chain management system-based IoT technology for Higher Education
Institutions (HEIs). Although nowadays there are computer-based asset infor-
mation management systems, the problem is that such a system cannot immedi-
ately monitor the status of the asset. There is some information that is not relat-
ed to reality, including a lack of asset movement records and information as to
the status of each asset, which could lead to the mistake in terms of the working
process which is unable to control and monitor a situation. Therefore, this re-
search applied the concept of supply chain management (SCM) and IoT tech-
nology in order to unsure good governance on the part of HEIs. This research is
focused on durable articles and the use of a Near Field Communication (NFC)
tag to communicate and exchange information with NFC-compatible
smartphones. In this case, it can identify and monitor the asset under considera-
tion and also assess associated information from any device. This solution can
increase efficiency and value in terms of the organization. Moreover, the design
diagram of the system leads to the development of asset supply chain manage-
ment system (ASCMS)-based [oT technology for HEIs. The evaluation of the
performance of this technology shows that the system operates at a great level
and that ASCMS-based IoT technology for HEIs it can be applied to ensure the
good governance of such institutions. In addition, this research can serve the in-
ternal organizational administration of Thai HEIs, involving dealing with work-
ing processes in line with real-life situations, relating to budget management,
organizational working behaviors, and service users’ requirements. All of these
aspects are analyzed based on good governance, including the rules of law,
transparency and values.

Keywords—Asset Supply Chain Management, Internet of Things, Near File
Commination
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1 Introduction

Global changes which have emerged in both digital and physical worlds result
from new technological phenomena that lead to people’s final decision-making with
regard to their business, marketing and career activities in different organizations
[52]. In fact, technology is integrated into everything, resulting in a digital service
based on intelligent systems. Stepping into the digital world, HEIs need to be driven
by advanced information technology to streamline workflows [2][3]. Not only does
technological innovation have an important role to play in HEISs, but it also focuses on
innovative strategies and information technology designed for dealing with new inno-
vations which promote added value within HEIs. Moreover, the number of HEIs’
assets used for different management purposes can link to asset control and monitor-
ing.

Changing storage locations, together with a lack of updated databases and a failure
to use valuable assets are induced by monitoring such a different asset items spent for
its longer time. Even if computers are used to store data, it may take several days to
track an asset in such a way as to get the information that is consistent with a real-life
situation. Therefore, mistakes in terms of ASCMS mostly occur during the working
process.

In order to enhance accurate asset flows appropriate for an HEI’s circumstances, as
well as to offer data security, low power use, and user-friendliness [7], this study
conceptualizes that both IoT technology and SCM through the use of the android
operating system, mobile applications and web applications, can be used in order to
identify and investigate a required feature of HEIs. Moreover, correct user authentica-
tion and authorization is essential when it comes to log-in, because its cloud compu-
ting application can be accessed anywhere and anytime from any device, allowing a
user to easily control and monitor assets.

2 Related Work

2.1  Asset supply chain management

HEIs’ assets relate to a range of university activities, so that effective asset man-
agement is needed to benefit the organization [47][48][53]. Therefore, the concept of
SCM is used to develop the ASCMS in order to effectively manage related activities,
and enhance the relationship of existing assets within an organization. The ASCMS
process is divided into four main processes: asset registration, asset control and
maintenance, monitoring asset management, and asset distribution [39].

Logistics relationships within the supply chain are divided into five parts: (1) In-
formation flows emphasizing the importance of exchanging accurate real-time infor-
mation between units; (2) Financial flows and payments for suppliers in the form of
debits and credits; (3) Asset flows along the chain, reverse flows in terms of returned
products, as well as office supplies under maintenance and destroyed office supplies;
(4) Demand in the form of the number of effective asset demands at reasonable prices
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for each university campus, and (5) Supply in the form of assets taken from required
purchasing management [15][39]. Thus, changes that occur in terms of quantities
demanded and quantities supplied within the supply chain directly affect not only the
equilibrium price, but also the equilibrium quantity. Therefore, managing the flows of
things that occur in each step of the supply chain is an important part of the supply
chain, with regard to the added value, the value chains and the successes of Thai HEIs
[15][50].

The function of ASCMS involves information-sharing within the system and be-
tween systems connected through its IoT Technology, which leads to effective, well-
organized management, and the control of assets [9]. Furthermore, devices display
information immediately when smartphones are near, due to the NFC tags that are
attached to each device within its specified period. As a result, asset monitoring is
done quickly, and the information noted above are also shared as part of an effective
management process [15][42][44][50]. The applications of SCM and ASCMS are
based on the needs of Chief Executive Officers (CEO), assets officers, and asset man-
agement officers dealing with asset-purchasing on the university campus. In terms of
good governance related to the rules of law, transparency and value, the application of
ASCMS in HEISs has led to well-organized organizational administration [23][53].

2.2 The Internet of Things (IoT)

IoT refers to the internet technology that is used to connect devices and physical
objects [6][56]. The RFID group defined the IoT as a global network of interconnect-
ed objects which are addressed through a standard communication protocol
[11][24][40]. For example, mobile phones are used to control or instruct devices to
work at nearer and longer distances by linking directly or communicating via the
Internet, respectively. It can also control systems such as turning them on and off,
switching on air conditioners, etc., from anywhere in the world. In fact, technological
applications all employ different devices and accessories for convenience
[14][16][55].

Most importantly, IoT technology is based on the concept of Radio Frequency
Identification Tags (RFID Tags) so that all objects leading to the specific location of
any device can be identified and possibly located around the world [22]. In addition,
storing information can occur in interchanging devices [56], and all smart objects can
be connected [31]. Thus, a world-wide network of interconnected objects is uniquely
addressable, based on standard communication protocols [8][34][35][51]. That is to
say, there are many different types of devices involved in this process. However, this
concept has transformed itself into a vision that connects the real world and the digital
world, and the concept of IoT has brought about the change in ICT innovation that we
see today.

In Figure 1, key concepts, technologies, and indicators classified in terms of the vi-
sion of IoT can be sorted into three major categories: internet-oriented (middleware);
things-oriented (sensors), and semantic-oriented (knowledge) [6][24].
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Fig. 1. “Internet of Things” paradigm as a result of the convergence of different visions
[6][24].

From this figure, we can see that the IoT technology has resulted in the conver-
gence of three visions, referred to as “the things-oriented vision.” This means that
“Things” such as RFID, NFC, etc. are mainly utilized in order to act as basic devices
[41][54]. Moreover, those devices are used for searching for objects, statuses, and
current location, and the use of RFID is supported by the Auto-ID Labs in research
collaboration with the EPC global [5].

With regard to the internet-oriented vision, devices can be connected anywhere
[6][21][38][43]. In addition, the IoT technology is not only implemented by the inter-
net protocol (IP), but it is also used as a technological network connected with intelli-
gent devices around the world, in order to control battery-operated embedded devices
[19][21][32], as well as to access such things or devices anywhere [21]. As a result,
things or devices can automatically communicate with other computers and services,
so that all of them can be used to facilitate human beings’ social interaction [19].
Changes caused by the internet will decrease in the digital world, whereas its speed
results from the connection of objects used in everyday life. Thus, [oT technology has
become a device designed for developing interconnected applications and services,
with working collaborations being mostly found at a high level.

According to the semantic-oriented vision with emphasis on fundamental ideas,
many devices will be used in communicating and connecting to the internet. There-
fore, data collection, storage, replacement, searching, as well as interconnection de-
signed with the concept of IoT technology, are extremely challenging
[12][33][38][58].

Semantic technologies will also play a significant role in IoT in relation to seman-
tic execution environments, loT-oriented architectures, as well as storage flexibility in
order to meet the requirements of communication infrastructure [1][10][18][58].
Moreover, web standards are being used once more to connect and integrate with the
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Web of Things, which are merged into the part of the real world shown in the World
Wide Web (WWW), and are simplified for IoT applications [25][26][27][28][29][30].
The relevant web standards are as follows:

e The Social Web: Open services and web engagement are designed to create and
support virtual communities such as OAuth, OpenID, Social Networks, etc. within
social networks [57];

e The Semantic Web: Contents are embedded in readable computers, and data are
interpreted within websites. In addition, more captions are illustrated for insightful
descriptions, and data are parsed from metadata. As it is indexed by search engines,
tools and techniques in data dissemination such as JSON-LD, Micro-formats, etc.
are published, connected, searched, and created on the web [38];

e The Real-Time Web: Many domains rely on real-time data to deliver outcomes in
a timely manner, and on-line services on information technology such as Web-
Sockets, etc. are needed for quick delivery [57];

e The Programmable Web: The ability to access data and APIs-opened services
such as REST, HTTP, JSON, etc., allows developers to easily create new mashups
[57], and

o The Physical Web: This extends to access in terms of information technology to
websites connected to physical objects, GPS sensor-installed smartphones, internet
connections, applications identified for different locations, Foursquare-converted
Google Place services designed for creating the Physical Web [57]. Its delivered
contents depend on its physical location.

2.3  Near field communication (NFC)

NFC is a wireless technology relating to close distance frequency. It is controlled
by Radio-Frequency Identification (RFID), which activates a contactless system oper-
ating at a distance of between 4 and 10 mm [9]. It is also a wireless communications
technology that brings the principle of RFID technology into shaping human social
interaction [13][17][20]. Using tags or smartcards, as well as identifying read-to-use
devices, can be also done using its NFC characteristics in order to automatically ac-
cess the system without resetting [45][46][49]. In terms of the advantages of NFC,
users’ personal security, low use of power, and user-friendliness are mostly satisfied
due to its operational short range, which is less vulnerable to data-spying than other
wireless technologies [7][9]. Most importantly, one thing that makes NFC stand out is
its automatic speed of performance with regard to matching devices. Contactless tags
can be used for various tasks such as e-finance, e-banking, e-ticket, warechouse man-
agement, etc.

NFC and RFID real-time processing technologies can track and monitor real-time
movement that happens in all SCM formats. Designing involving modern packaging,
raw material purchasing, production, transport database management, distribution of
products and semi-products, as well as product-refunding, and after-sales services can
also be monitored in this way [6][15].
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In addition, data services related to manufactured products are taken in terms of
organizations’ supply chains responding to marketing complexities. The results of
integrated application show that 120 days are used as the response time of traditional
organizations in terms of dealing with their customers’ requirements with regard to
product purchasing. On the other hand, the IoT applications of leading companies
such as Wal-mart and Metro take only a few days, because the IoT system can not
only check products in stock, but their security can also be facilitated [59].

However, NFC, wireless sensors and actuator networks (WSAN), as well as RFID
are all accepted as key components that can be connected to the real world and the
digital world [4][6][12]. In addition, devices such as those offering machine to ma-
chine communication (M2M), etc. will be able to be connected to the internet in the
future [22][43].

3 System Analysis and Design

3.1  Stakeholders
The design of the ASCMS are used by two major groups that include:

e Administrators who are responsible for planning, controlling, and managing the
ASCMS in terms of users’ databases; moreover, regulations as to its web applica-
tions, authorization, and users’ service cancellation procedures are also set up;

e Users are a group whose administrator’s privileges are offered in terms of internal
data accessibility, depending on the group’s various privileges.

The users’ duties and job descriptions are divided into three major categories as fol-

lows:

e The Chief Executive Officer (CEQ) is an HEI executive who can access all data
within the HEI system. The CEO’s asset reports can also be implemented for final
decisions on effective strategic management with regard to various aspects;

o Asset officers are those who manage all available assets through a web application.
Their main tasks include asset registration, NFC recording, controlling and mainte-
nance of assets, as well as sales distribution;

e Asset management officers are those who perform their monitoring asset man-
agement, and update their asset information through the mobile applications asso-
ciated with the system.

3.2  Process diagram

The IoT ASCMS process diagram illustrates a process by which smart phones and
assets can communicate automatically with a sensor. Furthermore, NFC is a commu-
nication medium over the Internet that is used to identify each asset’s data. The IoT
process is divided into two major aspects as shown in Figure 2.

e Monitoring asset management: The asset management officers use an NFC-
compatible smartphone in order to send a radio signal to detect assets in the area.
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When the system is connected with the asset’s Tag ID, it will show the information
on the smartphone with regard to the asset. If the information does not match with
the reality, the officers can save and edit the information real-time. The infor-
mation will automatically be saved and stored on the central system. The technolo-
gy behind the system will request/respond to the information through TCP/IP on
the internet (3G, 4G, WiFi) by exchanging the information in the JSON format
through the HTTP protocol to the REST service interface on the central system to
GET/POST information, and will process and store it on the web server and the da-
tabase server using cloud computing. The central system uses web service technol-
ogy which is part of the representational state transfer service (REST Service).

e Data management: Asset officers manage their equipment using a computer via
the ASCMS web application, and data about assets can be added, deleted, modi-
fied, and updated. Also, reported assets can be reviewed in the system.
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Fig. 2. 10T Process Diagram of ASCMS

3.3  Sequence diagram designed for monitoring assets

In terms of designing the ASCMS-based asset model found in the sequence dia-
gram, it is designed as a dynamic model or behavioral model that encourages internal
activities found in the ASCMS, which interacts with another object as shown in Fig-

ure 3.
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Fig. 3. Sequence Diagram: ASCMS-Based monitoring asset

In the procedures associated with monitoring assets, the user firstly selects the asset
check menu from the user menu. Then, the ASCMS on a mobile can display an asset
verification screen for the user. When the smartphone is found within the range of the
NFC Tag, it automatically detects the NFC tag, and the ID tag is then returned to its
ASCMS on the mobile to use the ID tag to request the information about the asset in
the central system. Next, the central system will return the asset information model
(JSON) back to the ASCMS on the mobile, and it finally displays the asset infor-
mation on the smartphone screen. When the user receives data about the asset, the
icon “Confirmation” is clicked. After that, the ASCMS on the mobile sends recorded
data on the monitored asset to the central system, which automatically calculates the
depreciation of the asset recorded in the database. Finally, the central system confirms
the situation with outputs to the ASCMS on the mobile, and onto the user’s monitor-
ing screen.

4 Mobile and Server-Side Application Architecture
The ASCMS software architecture focuses on the overview of software structures

in linkage with the correlations of sub-systems and their components. These are di-
vided into two major parts as shown in Figure 4.
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4.1 Part 1: Mobile application architecture

o The User Interface (UI) functions as the Android application’s screen monitor, as
is used by service users. It is also shown in the form of different output and input
data, supported by controlling the service users’ Android application;

¢ Business Functions are responsible for managing the Android application’s logic
used for calculating the required business options;

e The Data Model functions as a data processor which is designed to access data-
bases, files, and to stream data, as well as to convert other databases into data ob-
jects or serialization objects;

e The Communication Architecture functions as a communicator interacting with
its REST service and is designed for delivering other databases using its Android
application;

e The Application Utility is designed to access its library software supported for the
applications of writing logs, as well as data security, and reading/writing files;

e Sensor Layer is a piece of hardware which is installed with hardware accessories
to permit data accessibility and Android application, and

e The Hardware Layer is a part of the technological tags designed to access data
from assets, which are confirmed for the identification and examination of the re-
quired assets.

4.2  Part 2: Server-side application architecture

o The Web Interface is designed to access website services particularly in terms of
websites, REST services, and reporting via HTTP Protocol;

o The Data Model functions in the same way as its mobile application did;

o The Application Utility is designed for the optimum accessibility of the library
software, which facilitates the applications of writing logs, ensures data security,
and reading/writing files;

o Data Persistence functions as a database input or file system input that serves for
storing databases in the system.

Mobile Application Architecture

Server-Side Application Architecture

‘Web Interface

: T JSON

5 Y JSON

Data Model

Data Model

Application Utilities

Data Persistence

HTTP RESTful

Communication Architecture

Application Utilities

Fig. 4. Mobile and Server-Side Application Architecture of ASCMS
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The mobile application architecture, in combination with the server-side applica-
tion architecture, adopts NFC tags which are placed on the devices or things that need
to be assigned a serial number or a code. Within the NFC tag, the tag ID is logged to
retrieve information and then to display outputs about devices such as package codes,
the device’s name, asset management agencies, asset stores, etc. When the
smartphone with its ASCMS application is detected within the NFC range, the mobile
device driver (NFC) found in the sensor layer will send the NFC ID tag displayed
from the smartphone’s screen. Finally, all the data mostly found in the NFC are pro-
cessed in the ASCMS central system.

5 The Asset Supply Chain Management System-based IoT
Technology for HEIs

ASCMS is used to control and monitor assets, specify the order numbers according
to the Federal Stock Number (FSN), and use the NFC Tag to save and tag the asset
which allows an immediate examination of the information with regard to the asset.
The ASCMS application works on Android/OS. The users on the system need to pass
authentication and authorization in order to access the system. The ASCMS is divided
into two parts:

e The ASCMS application on the smartphone is the main application that is used to
monitor and control an asset as shown in Figure 6.

e The asset information management backend is recalled by the web browser to
manage the system through the Headquarter ASCMS Online Transaction Pro-
cessing system (HQ ASCMS OLTP) which processes the four types of information
from the database:

e Asset Transaction Processing which is divided into two parts: providing asset
data and saving asset data

e Master Maintenance and Backend Operation system: This is divided into six
main menus in the form of user management, asset registration, control and
maintenance of assets, annual asset management, distribution, and NFC tag.

e Batch Jobs is the annual calculation of assets in the scheduled time.

e The Monitoring System or Detection System is used to alert the organization to
internal defects and system malfunctionions. This makes it easier for the officers to
maintain and work in the system as shown in Figure 7.

Moreover, ASCMS has a management reporting system (MRS) which is used to re-
quest information about the report to the Headquarter Data Analysis and Report. When
the headquarters receives the information request, it will respond by sending the re-
quested information through the web browser in a report and graph form. MRS can be
divided into ten types of report: Report of Registered Durable Articles, Report of Asset
Control Registration, Depreciation Report, Report of Usage History of Durable Articles,
Report of Registered Assets, Report of Expired Durable Articles, Report of Repair His-
tory of Durable Articles, Report of Lent or Returned Assets, Annual Asset Management
Report, and Registration of Durable Goods Distribution.
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The researcher has tested the efficiency of the system with the use of black-box
testing. Software Specialist, System Analyst and Software Engineer were used to test
the working processes and the functions of the system, to detect any weaknesses, and
to improve the system, as shown in Table 1.

Table 1. The evaluation of the performance of an asset supply chain management system-

based [oT technology.
Evaluation Lists x S.D. Level of Quality
1. Module Test 4.42 0.55 Good
1.1 User 4.45 0.56 Good
1.2 Asset Registration 4.52 0.50 Great
1.3 Control and Maintenance of Assets 4.42 0.50 Good
1.4 Monitoring Asset Management 4.11 0.47 Good
1.4.1 Smartphone 4.25 0.44 Good
1.4.2 Backend 3.98 0.46 Good
1.5 Distribution 4.39 0.65 Good
1.6 NFC Tag 4.61 0.49 Great
2. System Test 4.55 0.50 Great
3. Usability Test 4.52 0.50 Great
4. Security Test 4.58 0.50 Great
Total Average Result 4.51 0.54 Great

According to Table 1, the results of the evaluation indicated a great level of satis-
faction with the system which indicates that it would be of value for use in Thai HEIs.
The test results can be divided into four parts: the Module Test indicated a good per-
formance level, the System Test indicated a great performance level, the Usability
Test indicated a great performance level, and the Security Test indicated a great per-
formance level. This testing procedure shows that the implemented system is in con-
cordance with the context diagram and the graphical user interface (GUI).
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6 Conclusion

In this paper, the design and development of the ASCMS can be used to serve Thai
higher educational institutions’ internal administration and their working processes in
line with real-life working situations, together with budgeting management, organiza-
tional working behaviors, and service users’ requirements. All were analyzed in terms
of its good governance including the rules of law, transparency and values. The con-
cept of SCM and IoT technology can be used in terms of asset information manage-
ment, in conjunction with logistics (Information Flows, Financial Flows, Asset Flows,
Demand, Supply) and the processes that take place throughout the supply chain, in-
cluding the impact that good governance has on the such a chain. The ASCMS is
divided into 2 parts: 1) ASCMS mobile applications and 2) the backend of the
ASCMS which is divided into 6 main menus: User Management, Asset Registration,
Control and Maintenance of Assets, Annual Asset Management, Distribution, and
NFC Tag. Users can access the information following the rights of users. Moreover,
the management reporting system can represent the information which will be applied
with regard to planning, monitoring, controlling and decision making in terms of the
asset in the future. In this case, 10T tags can use the NFC to connect with smartphones
which can be used to identify and monitor the asset. However, the ASCMS should be
improved with regard to the movement of assets and real-time notification, along with
the assets’ locations and coordinate identification. In addition, HEIs should apply
Tags Technology or others smart sensor systems to detect signal at a long distance, so
that the system will be more efficient. However, this solution will increase the cost of
the devices used.
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