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Abstract—The reliability of the Internet of Things (IoT) system is analyzed
and studied through ordered binary decision diagram (OBDD) to improve its
design, application, and development. Based on the OBDD analysis, a reliabil-
ity evaluation method named as enhanced node expansion (ENE) is proposed.
This method provides an effective solution for the reliability assessment of IoT
with large scale and complex network structure. A link importance assessment
method based on OBDD analysis is also established. The proposed method can
accurately and effectively evaluate the reliability of the IoT network and is
practical for discussing the reliability, design, and development of this system.
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1 Introduction

In 2005, the concept of “the Internet of Things (IoT)” was formally proposed by
the International Telecommunications Union (ITU). ITU pointed out in the ITU Inter-
net Report 2005: the Internet of Things that the 21st Century is an omnipresent “In-
ternet of things communication era when all objects from cars to roads, furniture to
houses and even the world can communicate with each other according to their needs
through the network [1]. At the end of 2008, the chief executive of International
Business Machine first proposed the concept of “intelligent earth”, namely, embed-
ding sensors in every place around the world and adding labels to all items including
cars, clothing, and toothbrushes. These objects are generally connected to form the
IoT, and their management, adjustment, and integration are achieved through large-
scale servers and “cloud computing.” Ultimately, "Internet + networking = the intelli-
gent earth" is formed, and IoT is predicted to be the next wave for the information
industry [2].

ToT has recently made great progress and has been widely used in many industries,
such as, food safety, public safety, health monitoring, intelligent transportation, secu-
rity, and environmental protection. The network scale is expanding from laboratories
to buildings and then to communities, with a convergence of different systems. With
the expansion of the network scale, many problems of IoT are exposed: the work
environment of IoT is complex and mainly uses the wireless way to transmit the sig-
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nal, the stability of the communication link is deficient, the terminal of IOT is widely
distributed, and the structure is simpler than the terminal of the computer network and
thus faces the shortcomings of the terminal work deficiency and vulnerability to at-
tack. The network is a mobile network without a fixed topology, and the overall con-
nectivity of the network is not guaranteed. The applied industries of IoT, such as food
safety and intrusion detection, require that IoT provides rapid and accurate response
to unexpected events, users, and managers and realizes the accurate communication
between people and things. The infrastructure of the network must also have an eco-
nomic department. This network requires coordinated operation of the system in an
efficient and reliable mode, and reliability is fully considered in the network design,
deployment, and network management phases.

2 State of the art

Ordered binary decision diagram (OBDD) is a standard expression form of Boole-
an function and a new data structure. Based on OBDD, Boolean functions can be
effectively expressed and operated, which can be regarded as a new abstract data type.
The successful application of OBDD in large-scale integrated circuit logic synthesis
and verification has attracted attention from academia and industrial application cir-
cles. To date, OBDD technology and its industrial application have made considerable
progress and produced considerable research results.

Bernasconi studied the fault tolerance of OBDD and designed an elastic version of
the data structure, that is, self-repair OBDD, which makes the reduced OBDD elastic
to errors in the indexes. The indexes are related to the input variables or in the pointer
of the node. These strategies take advantage of the inherent redundancy of data struc-
tures and efficiently implement the redundant introduced [1]. Ali et al. proposed a
decision support framework for air traffic management rescheduling based on ground
delays, changing initial flights, and flight cancellations. This method is based on the
use of time Petri net (TPN) to simulate the air traffic network. A state space represen-
tation method of time Petri net based on binary decision diagram is introduced. This
tool, known as the time reduced ordered binary decision diagram (T-ROBDD), can
represent a large state space of TPN with a small data structure, and can effectively
operate the set [2]. Li et al. changed the access structure of access strategies described
in cipher-text policy attribute-based encryption (CP-ABE) and proposed a CP-ABE
system based on ordered binary decision diagram (OBDD). The new system takes full
advantage of OBDD's powerful descriptive ability and high computational efficiency
[3]. Bollig believed that for a given function, the size and width of the OBDD are
very sensitive to the selection of the variable sort, but the calculation of the optimal
variable ordering for the OBDD size is called NP-hard. The optimal variable ranking
relative to the OBDD size is not necessarily optimal for the complete model or the
OBDD width, and the relationship between the optimal variable ordering about the
size and width is almost unknown. He explored this relationship, used a new simpli-
fied idea, and showed that the complete OBDDS size and width minimization prob-
lem is NP-hard's [4]. For tight class results of function classes represented by K layers
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of ordered binary decision diagrams determined by polynomial size, Brosenne et al.
studied uncertainty, where the layer was driven by the same variable. K is a constant
that shows that a similar hierarchy collapses for existence, parity, and most accepted
modes [5]. Bibilo presented a multilevel representation algorithm for incomplete
definitions of Boolean function systems with various initial functions. Multilevel
representation is based on Shannon decomposition. The experimental results show
that the proposed algorithm is effective for the synthesis of library element logic cir-
cuits [6]. Marugan et al. believed that enterprises needed to optimize any decision
made to improve their competitiveness. The relationship between reasons and deci-
sions is influenced by the decision-making process, and the best solution for each
logistical or organizational problem could be established by finding the main reasons
involving the best decisions. The decision process is analyzed qualitatively and quan-
titatively using the logical decision tree and binary decision diagram. Moreover, a
new kind of different ranking method is proposed for the logical decision tree of sev-
eral case studies [7]. Khadiev discussed the famous K-OBDD model and proved the
breadth-based hierarchy of Boolean function classes based on K-OBDD. The proof of
the hierarchy is the sufficient condition that Boolean functions are represented as the
complex properties of K-OBDD and Boolean function-server application function.
The function is the modification of the known pointer jumping (PJ) and indirect stor-
age access (ISA) function [8].

Most scholars studied the theory and calculation method of OBDD; however, only
a few focused on its application to the reliability of the IoT. Therefore, in view of the
above situation, this paper analyzes and studies the reliability of the IoT by using
ordered binary decision diagram.

3 Method

3.1  Analysis of the architecture of the IoT

The 10T is a huge information system, covering all aspects of information technol-

ogy, including, coding, sensing, communication, network, and many other aspects,
with a variety of architectures. The structure of the IoT proposed by China mainly
includes three parts shown in Figure 1.
The bottom is the perceptual layer, which mainly realizes the object information ac-
quisition through the sensor and ratio frequency identification (RFID) electronic tags.
It also transforms the features of the objects into data that can be transferred and pro-
cessed. The middle is the network layer, mainly including the Internet (IPV4 and
IPV6), mobile network (2G, 3G, and 4G), and radio and television network, to realize
the long-distance transmission of information. The upper is the application layer,
which realizes the specific intelligent application and completes the information ex-
change between objects and between people and objects. The IoT can be understood
as a data collection link added on the basis of the existing Internet, which transfers the
data collected by the sensor, the information of the electronic label and all kinds of
other information to the existing network to realize the interaction of the information.

22 http://www.i-joe.org



Paper—Reliability Analysis of the Internet of Things Based on Ordered Binary Decision Diagram

Internet of things system

Human-computer
interaction

Hardware manufacturing
technology

Application
layer

Data processing Program development

Network Data field distance

Long distance
layer transmission

communication

JINOII0 pajeISau]
£3ooupo) aremyos
PIEpuE)s pue 99po))

Short distance
communication

Short distance
transmission of data

H
H
H
H

Perceptive
layer

Data acquisition H Perception, detection

Process of information

processing Key technology

Fig. 1. Typical architecture of the IoT

The perception layer is the end, collecting object information in the IoT. This layer
is located at the bottom of the three-layer structure of the IoT, which digitizes the
physical characteristics of the objects. Therefore, the perception layer is the founda-
tion of the whole industrial chain and the link with the largest total demand. The most
important technology for the application of the perception layer is RFID. RFID refers
to the use of radio frequency signals to achieve non-contact transmission. The system
is usually composed of an electronic tag, a reader and an upper unit, as shown in Fig-
ure 2. The workflow of the RFID system is that the reader sends the encoded infor-
mation around the transmitter through the transmitting antenna. When the label enters
the working area of the transmitting antenna, it receives the signal and activates the
label. The activated tag determines the reader's request and permission information
according to the received information and completes the corresponding operation
according to the judgment result. If the outcome is a read command, then the tag
sends the corresponding information to the reader through the antenna, and the reader
receives the data and sends them to the upper unit main system for related processing.
If the outcome is the written command, then the tag modifies the internal data in ac-
cordance with the reader's request.

S Reader
Computer network system %\ N

Fig. 2. Basic composition of RFID system
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The network layer is located in the middle of the three-layer structure of the IoT
and mainly connects the perception layer to the traditional network, the user access,
and the communication of information according to the application layer. The main
technologies include wireless ad hoc networks and traditional wired and wireless
networks. Wireless ad hoc networks (AdHoc) can independently build networks with-
out the support of fixed network facilities. All nodes in the network have equal status,
no special central control node exists, and the nodes can communicate directly with
those in their own communication range. When the distance between the destination
node and the source node exceeds the direct communication distance of the node, they
can communicate through the intermediate node forwarding data, that is, the data
must pass through more jumps so that they can reach the destination. This communi-
cation requires that nodes in the network not only have the functions required by
ordinary mobile terminals, but also have the routing function of message forwarding.
AdHoc network is not dependent on fixed and special network facilities. This system
can quickly establish and close the network and can also access Internet or cellular
wireless network. This feature provides a favorable guarantee for its extensive use in
the IoT.

The application layer is the interface between the IoT and users (people, organiza-
tions, and other systems), which is combined with the specific needs of the industry to
realize the diversified application of the IoT. The key technologies include complex
data management and open-loop management of different application systems.

3.2 Reliability analysis

Reliability theory had originated in the early 1920s. The earliest research area was
machine maintenance, but it did not receive enough attention. During the Second
World War, a large number of war equipment and equipment encountered the large
scale of scrap in the process of transportation and storage due to low reliability. As a
result, countries began to pay attention to reliability research, which has become the
focus of many researchers. With the development of science and technology, all kinds
of systems become increasingly large and complex, and the working environment
diversifies. This outcome increases system requirements to not only accuracy but also
high reliability.

The general definition of reliability given by C.Ebelingtl is that reliability refers to
the probability that the product completes the specified function within a given time
under the prescribed operating conditions. The product contains everything from the
system, equipment to components. Specified conditions refer to all external condi-
tions of a product when it is in operation, including, natural environment, use,
maintenance, and other conditions. The prescribed function refers to the performance
technical index of the product. In general, with the improvement of the performance
index and technical requirement, the possibility of the product's completion of the
specified function will be reduced. This definition defines the three basic elements of
reliability, including conditions, time, and functions. Reliability is a kind of probabil-
ity that varies with time where the product does not fail. In many cases, reliability
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degree is used to measure the probability of reliability, expressed as R(t), which indi-
cates the probability of a product working normally in time t, as shown in formula (1).

R(z)=P(T>t)=1—F(t)=f;f(t)d(t)' (1)

In (1), T indicates the normal working time of the product, and f(t) is the product
failure distribution density function.

The large number of terminal devices in the IOT is the basis for realizing the func-
tion of the system. Only when the equipment is working normally and without fault
can the system function be operated. The reliability of the equipment is characterized
by the inherent reliability of the system itself. Many terminals are in the state of un-
manned surveillance for a long time. Human interference occurred during the work,
which requires the terminal to have high reliability.

Communication in the IoT greatly differs from general communication. The main
difference is the large number of nodes in the IoT. Communication is not a single
one-to-one communication but a multi-to-one communication. The working environ-
ment of the communication node is complex, and the structure of the node is relative-
ly simple, easy to be disturbed and attacked by the outside world. The node in the IoT
is dynamic and the communication link is unstable. The reliability of communication
in the environment of IoT is analyzed in the light of the situation of electromagnetic
interference and the movement of communication nodes.

The network is the core of the IoT. The reliability of the IoT represents the reliabil-
ity of the system to a certain extent. The reliable connectivity of the network is the
main direction of the research of network reliability, but the connectivity of the net-
work cannot fully reflect the reliability of the network. Assessing the reliability of the
network from all aspects is necessary, including the network connectivity rate, net-
work capacity, delay, and packet loss rate, which are the main contents of the reliabil-
ity of the IoT.

3.3 Reliability evaluation based on ordered binary decision diagram

Binary decision diagram (BDD) is an efficient structured expression of Boolean
functions. BDD can reduce the storage space by classifying the equivalent state of
Boolean functions into the same structure. The if-then-else Boolean operator is x—yy
and y; is Xx—Yo,Y1=(XAyo) V (-xAy;). The Boolean expression consisting of only the
if-then-else Boolean operator, the Boolean variable, and the Boolean constants 0 and
1 is called INF paradigm. If the expression of Boolean variable x in the Boolean ex-
pression t is marked as t[x=1 and the expression of x valued 0 is marked as t|x=0, then
it is not difficult to find the equivalent form of the Boolean expression t:

t=x—t|_,t]_

2

The above formula actually gives a way to transform the Boolean expression t into
an equivalent INF paradigm. The similar equivalent transformation of Boolean varia-
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bles in t is performed one by one, the process is represented by a tree graph then the
binary decision diagram (BDD) can be obtained.

A O0E 0o

XAy XA YA Z

Fig. 3. BDD expression of Boolean function

In Figure 3, the Boolean function f=x V' y/\z is taken as an example to illustrate the
structure form of BDD. BDD has a hierarchical feature, which consists of multi-layer
circular nodes and the bottom two rectangular nodes. Each layer can have multiple
circular nodes, but all round nodes in the same layer except the lowest layer corre-
spond to the same Boolean variables; the lowest two nodes are rectangular, represent-
ing logical true or logical false. Each circular node has two directional edges to point
to the next layer. One edge is marked with a solid line and the other, a dotted line: the
solid line edge points to the bottom structure when the node takes 1, also known as
the 1- child; the dashed line edge points to the bottom structure when the node takes
0, called the 0- child. The same Boolean function can generate different structures but
equivalent BDD through different order of variables. Therefore, by optimizing the
order of variables, the number of nodes in BDD can be reduced, and the overall com-
putational complexity can be reduced.

If the BDD is created for a Boolean function in a clear sequence of variables, the
result is an ordered binary decision diagram, namely, an ordered BDD. Breadth First
Search (BFS) has been proved to be an effective OBDD ranking principle, and this
BFS principle is also adopted here. From the above analysis and method, any Boolean
function can be transformed into a non-circular ordered binary decision diagram is-
sue.

In the ToT network, a number of node clusters are placed in the area to be moni-
tored, and each node cluster is composed of many sensor nodes. The data monitored
by the sensor node will be sent to the Sink end of the data terminal. In data transmis-
sion, certain nodes in the cluster serve as intermediate nodes to relay data between
other clusters and Sink terminals. As far as monitoring environmental data targets are
concerned, the reliability of the IoT network is the probability that there is at least one
efficiently working data connected path between the Sink end and the sensor node.
According to the description of the undirected graph model in Figure 4, the reliability
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of the IoT can be defined as the connectivity probability between the two nodes in the
undirected graph, that is, the reliability of the two terminals networks. The two termi-
nals here refer to the two endpoints of the Sink end and sensor nodes in the IoT.
Based on the research methods and results of the two terminals’ reliability of the IoT
network, this system can be similarly used in the reliability of K-end network between
K endpoints and the full-end network reliability between all endpoints in the network.

Clusterl

O Sensor node

. Intermediate node

D Cluster head
I Sink end

Fig. 4. Undirected graph representation of Internet of things

According to the above analysis, the IoT can be represented by an undirected ran-
dom graph G= (V, E), where V is a set of nodes and £ Cp x} is a set of edges. For
each node v;, the probability of normal work is p;, and the probability of failure of the
node is (1-p;). The edge between the node v; and node v; is written as v;;, whose prob-
ability is pjj, and the probability of failure at that edge is (1- p;j). The undirected ran-
dom graph G= (V, E) model is applied to study the two-terminal reliability of the IoT,
based on the following two assumptions. One is to assume that the failure of nodes
and edges is statistically independent. The second one is to assume that the topologi-
cal structure remains the same.

The reliability of graph G= (V, E) can be represented by the following Boolean ex-
pression:

6= v ((x)rf(G.)
vE{adjacenmadeq/s} . ( 3 )

In (3), s is the source node, v is the node adjacent to s, X is the Boolean variable of
the node, and G___ is the subnet of the network G after the source node s expands to

the node v. According to this expression, the construction function of OBDD of net-
work G can be constructed recursively by the following four steps. The first step is to
determine whether the current source node is adjacent to the final target node. If it is
adjacent, it returns to bddtrue; if the current source node has no node adjacent to it, it
returns bddfalse; otherwise, it will continue the next step. The second step is to re-
move useless redundant nodes to avoid invalid operations. In addition to the source
node and the final target node, if a node has only one edge connected to it, then the
node is a redundant node. The third step is to check and compare the subnet hash table
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to see if a subnet OBDD that is isomorphic to the current subnet exists in the hash
table. If an isomorphism sub OBDD exists in the hash table, then it will return to
isomorphic subnet OBDD. If no isomorphic subnet OBDD exists, then proceed to the
next step. This discriminating step can avoid repeated construction of isomorphic
subnet OBDD and save considerable computation time. The fourth step is to perform
the Boolean operations on the OBDD and store the result robdd (G) in the hash table.

Tobda (G') = Vobdd (xj)and Tobdd (Gs=>w' );

Tobdd (G) = Tobad (G)Or Tobda (G ') . 4)

As an example, Figure 5 is the OBDD structure of the network G built by the ENE
method, in which vy is the source starting point, vs is the target node, and
=xoA((x1AX3) V (x2AX4))AXs.

Fig. 5. OBDD structure of network G

According to the Shannon decomposition theorem:
S =bgf, +bgf, 5)
The reliability of the network can be calculated as follows:
Jra (G) = fret-obaa (robdd (G)) =
Pr(x‘ = l)xﬁ‘el—obdd (robdd (G) [ )
+Pr(xi =O)Xf;‘el—abdd(’;)bdd(G)|x,=0)' (©6)
In (6), , (G) indicates the OBDD construction function of the network G,
Fout (G) |, means the OBDD construction function of subnet when x;=1, and

r

it (G)], -, Tepresents the OBDD construction function of subnet when x;=0.
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The reliability of G= (V, E) can be calculated through a series of calculations. The
failure factor is not taken into account in the reliability obtained. By variable permuta-
tion, the variable displacement is conducted by adding the edge variable for the node
variable x in equation (3). (x;) is replaced to (x;)/\(x;), and the x;; is a Boolean varia-
ble of the edge e;;. The reliability formula (6) is changed accordingly.

Jra (G) = (pi/' Xp,')xfrel-obdd (Vobdd (G) |x/:l)

+(1_pij xpj)xf;elfnbdd(rgbdd(G)|x,.=0) )

In (7): pjis the probability of node v; working normally, and pj; is the working
probability of edge e;; between node v; and node vj. At this point, through the iterative
calculation of OBDD structure and reliability, the results of network G two-terminal
network reliability calculation can be obtained.

The main operation of the ENE method lies in the recursive call process. Each
nested call is the reliability calculation of the subnet of the current IoT network, and
the ENE method uses the hash table and the three-level variable long bit vector label
method to avoid the repeated calculation of the isomorphic subnet. In addition, the
recursion process can be figuratively understood as the non-repeated traversal of the
vertex of graph G. Therefore, the two-stage operation OBDD construction of ENE
method and the complexity of reliability calculation process are both less than O(n).
According to the above analysis, the total complexity of ENE method is less than
O(2n). If the edge order is optimized, the complexity of ENE method can be reduced
to O(n).

3.4 Link importance analysis of IoT based on ordered binary decision
diagram

The importance of the network link of the IoT is an evaluation method of the link
to the reliability of the IoT. The fragile links in the IoT can be determined by analyz-
ing the link importance. Based on this result, the fragile link can be enhanced. This
method not only effectively reduces the network failure probability, but also reduces
the loss caused by network failure. At present, the research calculation of the fault
probability related measure still lacks an effective analysis method for large scale
network analysis. Figuring out which link importance analysis method is practical and
efficient is also necessary.

Based on the application of ordered binary decision diagram (OBDD) in network
reliability, a link importance evaluation method named BO (Birnbaum OBDD) is
proposed. The BO method fully considers the link fault randomness. By analyzing the
network reliability of link failures, the Birnbaum measure of the link is calculated to
achieve the quantitative calculation of the link importance. The BO method takes the
calculation of the network reliability as the key step and combines the efficient
OBDD structure with the hash table. By identifying the isomorphic subnets in the
calculation, the redundant state and repeated calculation can be reduced to improve
the computational efficiency.
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For the IoT with n links, the Birnbaum measure is defined as follows:

=8F([) O<i<n
oF () (8)

In (8), F(t) indicates the fault distribution function of network G; F,(1) suggests

the fault distribution function of link e;. From the relationship between the reliability
and the fault distribution function, the Birnbaum measure of link e; satisfies the fol-
lowing formula:

17 (t)= , Os=i<n
0R, (1) ) )

In (9), R(r) means the reliability function of the network; R, (¢) represents the reli-

ability function of the link e;.

For the IoT network G with n links, if its corresponding OBDD structure is
OBDD(G), then the Birnbaum measure of the link e; of the network G can be calcu-
lated as follows:

1! (1)= REL, (0BDD(G)|, ,)- REL, (0BDD(G), , | 0

4 Results

4.1 Reliability verification of the IoT

This paper implements the ENE method in C language and compares it with the
method of studying the unreliable node network and the method of studying the edge
unreliable network through the experiment. The former comparison method uses the
variable order optimization method of Singhal to compare the experiment. The latter
one uses the heuristic edge order optimization method of Le. Several benchmark net-
works are tested in the experiment, and the test results are recorded in Table 1. These
networks used in testing are often used as benchmark test networks in the literature
for verifying and testing the correctness and efficiency of reliability algorithm.

In Table 1, the computing time used to calculate the reliability of nine IoT net-
works is recorded. The table is divided into two parts, which corresponds to the two
contrast experiment results in the contrast experiment. The left half of the table is the
comparison experiment result of the unreliable node calculation method. In the exper-
iment, all the nodes have the same work probability value of 0.9. The right half part of
the table is the comparison realization results of the unreliable edge calculation meth-
od. In the experiment, all edges have the same working probability of 0.9. The relia-
bility of these test networks is verified by the reliability analysis tool. The data rec-
orded in the table marked "ENE calculation time" and "comparison method calcula-
tion time" are the average computing time of the corresponding method. In the exper-
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iment, after each method runs 20 times, the average computing time is recorded as the
time overhead in the table. The execution time more than one hour is marked as "-" in
the table.

In the contrast experiment of unreliable nodes, from the data from the left half of
the table, networks 1 — 4 and network 7 can be seen. These networks are small in
scale and simple in topology, and there is little difference between the average opera-
tion time of the ENE method and the contrast method (Singhal method). However, for
networks 6-8-9, the scale is relatively large. The ENE method is obviously faster than
the Singhal method. Particularly with network 6, the Singhal method has more than 1
hour of operation time, whereas the ENE method only takes 2.14083 seconds. The
experimental results show that the larger the network size is, the faster the ENE meth-
od is compared with the Singhal method.

From the experimental data of the right half of Table 1, we can see that the average
computing time of the ENE method and the contrast method (Le method) has little
difference in the calculation time of the reliability of the unreliable edge network. For
networks 1 — 5 and network 7, the network size is smaller, and the correlation be-
tween the nodes is less. The operation efficiency of the comparison method — Le
method is slightly better than that of the ENE method. However, for networks 6-8-9,
the scale is large, the proportion of the associated edges is relatively large, and net-
work 8 is obvious. Because the Le method's edge order optimization process increases
the computational complexity, the operation time of the ENE method is better than
that of the Le method. The experimental results show that in a large network and
complex edge structure, ENE method is faster than the Le method.

Table 1. Algorithm running time comparison
Unreliable node comparison experiment Unreliable edge comparison experiment
(node work probability of 0.9) (edge work probability of 0.9)
Network i i
b Comparison ENE calcu- Comparison ENE calcula-
number Lo method calcu- .. L. method calcu- L.
Reliability L, lation time | Reliability Lo, tion time
lation time (seconds) lation time (seconds)
(seconds) Seconas (seconds) secona:
1 0.764413 0.09625 0.05022 0.995586 0.06315 0.06453
2 0.742912 0.12634 0.06132 0.994295 0.07142 0.07025
3 0.784694 1.26127 0.35257 0.997020 0.36022 0.37532
4 0.747435 0.09423 0.06549 0.987290 0.05213 0.05121
5 0.448035 0.26110 0.10132 0.883169 0.06244 0.08542
6 0.066000 - 2.14183 0.304190 3.91820 3.20265
7 0.691833 0.09765 0.05613 0.971253 0.04422 0.04621
8 0.609532 72.68643 4.38168 0.964374 9.14888 6.35073
9 0.707858 57.93066 5.40461 0.975457 6.04330 5.73701

The two parts of the experiment show that the ENE method is not only applicable
to the reliability calculation of the unreliable network of nodes and edges but also has
good operating efficiency in the IoT network with large scale and complex internal
structure.
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This section assumes that the reliability of each node is R;=0.88, the reliability of
the system is Ry=0.95, and the effective node coverage of the normal work of the
system is 1=80% to illustrate the practicability of the optimized model. The correla-
tion diagram between system reliability and node number is shown in Figure 6.
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Fig. 6. Correlation diagram between system reliability and node number

As can be seen from Figure 6, the system reliability is not a monotonous number of
nodes, thus finding out the number of nodes corresponding to the reliability of the
first method is necessary. This example shows that when the IoT system contains 40
nodes, resources are saved the most, and the reliability is 0.9557, which fulfills the
required system reliability of 0.95.

4.2  Verification of the importance of the IoT

The BO algorithm is tested and verified, and the verification code is implemented
in C language. The BDD function library designed by Nielsen is used for reference. In
the experimental environment, the hardware running computer is configured as
1.8GHz frequency CPU and 512MB memory, and the software operating system
adopts Linux system Fedoral3.

The maximum calculation overhead of link importance assessment BO algorithm is
based on the computation of reliability. Therefore, the time cost of computing reliabil-
ity is used as the key parameter to evaluate the efficiency of the algorithm. In the
experiment, the improved binary decision diagram (MBDD) method is used as a ref-
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erence to verify the efficiency of the BO algorithm. The test network is a large num-
ber of networks selected from the classic reliability literature. These networks are
often used as benchmarking networks to test the correctness and efficiency of the two
contrast algorithms. The source nodes and destination nodes are represented by black
dots in each network graph. The experimental comparison assumes that the link fail-
ure probability of these networks is 0.9. The result of the run test is listed in Table 2.
Comparing the two algorithms in the calculation time of reliability, BO algorithm has
high efficiency in computing large scale network, especially when calculating the
reliability of No.4 test network and No.6 test network, the time gap between MBDD
algorithm and BO algorithm is quite large. In addition, from Table 2,the BO algo-
rithm has a very low overhead when calculating the link importance of the network.
For example, for No.6 test network with hundreds of links, the computational cost is
only more than 10 seconds.

Table 2. Comparison results between reliability and important link analysis experiment

MBDD calcula- | BO calculation . BO calculation
Network num- - . -, L . The most im- .
ber Reliability tion reliability | reliability time ortant link importance

time (seconds) (seconds) P time (seconds)

1 0.99706 0.46173 0.00361 0 0.05219

2 0.99531 1.13262 0.08769 1,2 0.73401

3 0.90358 0.96726 0.06543 2,3 0.82931

4 0.96347 137.042 0.38056 1 5.41832

5 0.78348 12.64221 0.13412 1 2.4334

6 0.30332 732.84412 0.62818 1 11.4319

5 Conclusion

The IoT two-terminal network connectivity reliability is studied under the known
network topology. First, the ENE method is proposed based on the OBDD analysis
method, which is used to study the two-terminal reliability evaluation of the IoT net-
work with unreliable nodes and edges. Experimental verification of nine benchmark
networks shows that the operating efficiency of ENE method is better than that of
other methods for large networks. The Birnbaum is used to measure the importance of
the IoT link and BO algorithm based on the OBDD analysis method is proposed. The
value of the Birnbaum measure is obtained by the reliability calculation to evaluate
the link importance of the network. Through experimental comparison, the ability of
the BO method to accurately and effectively analyze the importance of network links
is verified. Moreover, compared with the contrast method, the BO method can also
calculate the quantized value of the importance of the link, so that the order of the
importance of any link can be compared, indicating that the BO algorithm is better.
The method proposed here has practical value for promoting the reliability research of
IoT and guiding the design and development of IOT system.
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