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Abstract—This paper aims to disclose the features of virus propagation in
wireless sensor networks (WSNs). To this end, the author analysed the data trans-
mission mode of WSNs which follow IPv6 protocol. Then, the virus propagation
in such networks was simulated and discussed under different scenarios. Based
on the simulation results and the traditional virus propagation model, a new
model was put forward to describe the virus transmission in IPv6 WSNs. The
proposed model lays a theoretical basis for relevant studies and the guarantee of
WSN security.
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1 Introduction

With the dawn of the big data era, wireless sensor networks (WSNs) have evolved
from independent closed networks for data collection, processing and utilization to a
stub network that provide the collected data to the other data communication networks
(DCNs). In the latest WSNs, each sensor node serves as a data collector and command
execution, while the remote high-performance computers or even supercomputer is re-
sponsible for analysis and processing of advanced and complicated data. In this way,
the sensed data can be fully exploited at a low energy consumption.

As shown in Figure 1, WSNs are usually connected with other DCNs via gateways,
forming heterogeneous WSNs. By this connection method, all communication traffics
between WSNs and DCNSs are converted through the gateway. Despite solving the lack
of IP address space, this approach may increase the chance of single-point failure and
threaten the network reliability. What is worse, the gateway connection only supports
uplink data propagation, failing to accurately control WSN nodes by upstream termi-
nals. In this case, it is impossible to implement applications with bidirectional data
propagation requirements on WSNs.

The emergence of IPv6 WSNs has offered a good solution to the above problems.
This type of WSNs not only provide a massive amount of address resources, but also
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facilitate the inter-network connection of heterogeneous WSNs [1]. [IPv6 WSNs can be
connected with other DCNs without the gateway. The communication traffics are no
longer converted at the gateway. Instead, the sensor nodes can achieve direct commu-
nication with other DCNs. In general, IPv6 WSNs suppress the chance of single-point
failure, enhance the network reliability, and enable the terminals of other DCNs to ac-
curately control one or a group of sensor nodes.
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Fig. 1. Gateway connection between WSNs and DCNs

The proliferation of IPv6 WSNs, great changes have taken place in the data
propagation behaviour in WSNs, raising new concerns about WSN informaiton
security. The introduction of IPv6 to WSNs eliminates broadcast traffic and optimizes
network bandwidth. However, the multicast and broadcast features of IPv6 may alter
the original data propagation mode of WSNs, and also the features of virus propagation
and network attack. To ensure the data security, it is necessary to explore the data prop-
agation features of IPv6 WSNs.

2 Propagation Dynamics Model of Complex Networks

The research into complex networks mainly aims to determine the physical and log-
ical topology, understand the stability and functional features, and ascertain the rela-
tionship between network topology and dynamic propagation of data. Among the di-
verse studies on propagation dynamics in complex networks, the spread of biological
viruses remains as the focal point of the research. Over the years, virus propagation
models with different dynamic features have been created for biological viruses like
malaria, influenza and SARS[2-4].
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Considering the lack of empirical data, the virus communication in DCNs is often
examined based on the existing propagation models of biological viruses. The current
models are coupled with different environments to form new virus propagation models.
The typical biological virus propagation models include: susceptible infectious (SI)
model [5], susceptible infectious susceptible (SIS) model [6], susceptible infectious re-
covered (SIR) model [7], worm-anti-worm model [8], etc.

In these models, the different individuals in the population are abstracted to a number
of individual states according to their respective states. There are usually three states:
susceptible (S), infected (I) and recovered (R). The S state, also known as the healthy
state, means that the individual is not immune to the virus; the I state means that the
individual has been infected by the virus, which is capable of infecting the healthy node;
the R state means that the original infected virus has been cleared, and the individual is
now healthy and immune to the virus.

2.1 ST model

The SI model is the simplest virus propagation model. In this model, there are only
two states for each individual: S and I. When a susceptible individual is infected by the
virus, it turns into and remains in the infected state. The schematic diagram of the model
is shown in Figure 2.

S '—ﬂ* 1
Fig. 2. The SI model

The differential equation of the model can be expressed as:

S0 = IS () "
= BIOS®

To sum up, the SI model satisfies the following definitions:

(1) There are only two individual states: S and I.

(2) S(t) and I(t) are respectively the number of susceptible individuals and the num-
ber of infected individuals in the network at time t.

(3) When a susceptible individual comes into contact with an infected individual, the
susceptible individual is infected with the virus carried by the infected individual at the
probability of 8. The probability § varies with the virus types and individuals.

2.2 SIS model

Similar to the SI model, the SIS model has only two states for each individual,
namely, the susceptible state and the infected state. This model differs from the SI
model in that, when a susceptible individual is infected, the virus it carries can be re-
moved by scavenging means, turning it back to the susceptible state; then, the
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individual can still be infected again by the same virus. The schematic diagram of the
model is shown in Figure 3.
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Fig. 3. The SIS model

The differential equation of the model can be expressed as:
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To sum up, the SIS model satisfies the following definitions:

(1) There are only two individual states: S and I.

(2) S(t) and I(t) are respectively the number of susceptible individuals and the num-
ber of infected individuals in the network at time t.

(3) When a susceptible individual comes into contact with an infected individual, the
susceptible individual is infected with the virus carried by the infected individual at the
probability of 8. The probability S varies with the virus types and individuals.

(4) By scavenging means, the infected individual can be restored into a susceptible
individual at the probability of y. The probability y varies with the scavenging effect
and virus types. After being restored to the susceptible state, the individual can still be
infected again by the same virus at the probability of 5.

2.3 SIR model

Unlike the former two models, the SIR model has three states for each individual. In
this model, after the virus on the infected individual is cleared, the individual becomes
immune to the virus, that is, it will not be infected again by the same virus in future.
The schematic diagram of the model is shown in Figure 4.
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Fig. 4. The SIR model

The differential equation of the model can be expressed as:

as(t) _
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To sum up, the SIR model satisfies the following definitions:
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. There are there individual states: S, I and R.

. S(t), I(t) and R(t) are respectively the number of susceptible individuals, the num-
ber of infected individuals, and the number of individuals immune to the virus in the
network at time t.

3. When a susceptible individual comes into contact with an infected individual, the
susceptible individual is infected with the virus carried by the infected individual at
the probability of . The probability 5 varies with the virus types and individuals.

4. By scavenging means, the infected individual can be restored into a susceptible in-

dividual at the probability of y. The probability y varies with the scavenging effect

and virus types. After being restored to the susceptible state, the individual becomes
immune to the same virus.

N —

3 Effects of IPv6 on Propagation Features of WSN Data

The WSNSs serve as the perceptive layer in the overall architecture of the Internet of
things. There are many nodes in each WSN, some of which have mobility. To ensure
the validity of the sensed data, the data security must be protected at the WSN nodes.

The IPv6 WSNs come into being to fulfil the demand from sensor networks for ad-
dress resources. The use of IPv6 protocol can provide WSNs with a massive IP address
space. Compared with IPv4, IPv6 does not need to use IP address allocation servers
like DHCP to implement IP address settings. Instead, the sensor nodes in [IPv6 WSNs
can quickly set a globally unique IP address using the EUI-64 mechanism inherent in
[Pv6. This unique identifier allows the terminals of other DCNS to send precise control
signals directly to the sensing node. Moreover, the integrated IPSec feature in the IPv6
protocol enables encrypted propagation of the sensed data, and thus protect the confi-
dentiality.

In the IPv6 protocol, IP addresses fall into three categories according to their func-
tions: unicast address, multicast address and anycast address. Each category corre-
sponds to a unique way of data propagation. Specifically, the unicast address identifies
a single network interface for point-to-point communication, i.e., unicast communica-
tion. The multicast address identifies a group of network interfaces for point-to-mul-
tipoint communication, i.e., multicast communication. Note that multicast communica-
tion sends the data to a few nodes rather than flood the entire network as broadcast
communication. In other words, multicast communication has a limited range of data
propagation. The anycast address functions similarly as the multicast address. The only
difference between the two lies in data propagation. In anycast communication, when
the terminal sends data to an anycast address, only one optimal network interface can
receive data. Anycast communication can achieve the optimal data propagation at the
network layer.

The anycast data propagation method was first defined in RFC 1546 [9] published
by the International Engineering Task Force (IETF) in 1993. This document describes
the anycast data communication, and suggests assigning a separate address space like
multicast, aiming to promote the use of anycast. Besides, RFC 1546 discusses the im-
pact of anycast on transport layer protocol and proposes some modifications to the TCP
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protocol. Nevertheless, these modifications are difficult to implement, owing to the ex-
tensive use of the TCP protocol. As a result, anycast communication is rarely used in
the IPv4 era.

To embrace the new addressing architecture of IPv6, the IETF revised the design
framework for anycast communication in 1998 and released a new definition of anycast
protocol in RFC 2373 [10]: in anycast communication, when a source sends data to an
anycast address, the data is only sent to a network node with the lowest metric from its
routing protocol. An anycast address no longer uses a separate partitioned address
space, but the same address space as a unicast address. The new definition solves the
technical obstacles to the use of anycast in the IPv6 era. In IPv6 addressing, anycast
communication may appear as unicast and multicast in various network environments.

The introduction of IPv6 not only alters the way of data communication of WSNSs,
but also the propagation behaviour of abnormal traffics like viruses and network at-
tacks. Nonetheless, IPv6 is a mixed blessing to WSNs: on the upside, it facilitates inter-
network connection of heterogeneous WSNs; on the downside, it brings new threats to
information security. Currently, IPv6 WSNs often use the clustering architecture for
networking (Figure 5). The sensor nodes only communicate with the head node of the
local cluster, and the latter communicate with the head node of the superior cluster or
other networks. Logically, IPv6 WSNs are a hierarchical DCN.
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Fig. 5. Cluster Structure of IPv6 WSNs

4 Empirical Analysis on Data Propagation Behaviour of IPv6
WSNs

In IPv6 WSNSs, the traditional broadcast communication is replaced by multicast and
anycast, resulting in changes to the data propagation mode and virus propagation be-
haviour of WSNs. The multicast data propagation and anycast data propagation are
illustrated in Figures 6 and 7, respectively.
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Fig. 7. Anycast communication on [Pv6 WSNs

4.1 Virus propagation experiment for IPv6 WSNs

To disclose the virus propagation features of IPv6 WSNs, an [IPv6 WSNs simulation
experiment was designed to verify virus propagation behaviour and set up an example
model for virus propagation in IPv6 WSNs.

The topology of IPv6 WSNs change continuously with the variation in node energy
consumption and communication quality. However, the node death is not considered
because the focus of our research lies in the features of virus propagation in a stable
network. The simulation experiment was carried out in the following steps:
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1. 250 sensor nodes were randomly deployed in a 100mx 100m area. For convenience,
the data acquisition nodes were placed at the centre of the area.

2. The WSNs were clustered by the popular low-energy adaptive clustering hierarchy
(LEACH) algorithm, so that the sensor nodes could self-organize into a data propa-
gation network. Figure 8 shows the adjacency relationship between cluster head
node and neighbouring nodes. In Figure 8, the x in the centre of the area is the gate-
way node, the circles are cluster head nodes, and the black dots are common sensor
nodes.

3. Three sensor nodes were randomly selected to be infected with a virus at the proba-
bility of 100% and serve as the initial virus sources. Then, each infected node could
infect its neighbouring nodes at the probability of p; . Meanwhile, each infected
node could be restored as an immune node at the probability of p,.. The multicast
communication mode was adopted for the communication between each head node
and the sensor node in its cluster, and the anycast communication mode was adopted
for the communication between each sensor node and its neighbouring nodes.

4. The network health of IPv6 WSNs in the process of virus propagation was calculated
and the overall performance of the network was evaluated objectively. For a new
virus, it is impossible to determine its code features, killing method and immuniza-
tion strategy at the first time. Hence, the sensor nodes infected by the virus might
not be scavenged and immunized properly at the first time. According to the exper-
imental results, the peak number of infected nodes generally appeared at about 3
time-steps and at 10 time-steps at the latest. Thus, delayed immunization experi-
ments were performed at p, = 0.1, p, = 0.5, and p, = 0.9, respectively, with pg = 0.5.
The results of these experiments are displayed in Figures 9~11.
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Fig. 8. Adjacency relationship between cluster head node and neighbouring nodes
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4.2  Analysis on virus propagation behaviour

To visualize the impacts of p, and p, values on network health, three groups of sim-
ulations were carried out with multiple combinations of p, and pg values. The simu-

lated results are shown in Figure 12.
From these simulations, it can be seen that the network quickly converged to the

steady state after the start of virus infection. However, the network health underwent
considerable ups and downs in the convergence process, which directly affected the

data propagation function of the network.
Comparing the network health at p; = 0.1 and thatat p; = 0.3, it is clear that, when

a virus with known features (i.e. p; was small) entered the network, the proportion of
healthy nodes remained at a high level albeit increase of the value of p,.. By contrast,
when a new virus (i.e. p; was large) entered the network, the proportion of healthy
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nodes was extremely low from time to time, despite the adoption of effective virus
scavenging and immunization measures (p, = 0.9). In this case, the network was un-
stable and likely to collapse. In addition, with the growth of the value of pg, the half-
lives of viruses in [Pv6 WSNs exhibited a gradual decreasing trend. Thus, the impacts
of new viruses should be the focus of the research on virus immunization for IPv6
WSNs, and the viruses must be cleared as soon as possible to ensure the effect of virus
removal and immune algorithms.
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4.3  Construction of virus propagation model for IPv6 WSNs

In light of the above experimental data, a new virus propagation model was created
with both multicast and anycast modes for IPv6 WSNs based on the existing biological
virus propagation models of complex networks.

According to the SIR model for biological viruses, the following equation is valid
for WSNs at time t:

N@)=S@)+1(t) +R(t) 4

where S(t), I(t), and R(t) are respectively the number of susceptible nodes, the
number of infected nodes, and the number of immune nodes in WSNs at time t.

Let r. be the communication radius of the sensor nodes and A be the area of the
WSNs. Then, the node degree distribution of the WSNss can be expressed as:

P(k) = e-<t> <>t (5)

k!
The average degree distribution is:
<k>=nr’p (6)

where p = % is the node density.

In WSNs, each head node communicates with the sensor nodes in its cluster via
multicast communication. Thus, each healthy node is infected at a probability of B,.
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As for the common nodes, the anycast mode is usually adopted for their communication
with neighbouring nodes, aiming to achieve network connectivity with the minimum
energy. Since anycast only propagates the virus to a sensor node, each healthy node is
infected at a probability of B,/p’, where p’ = N(t)/mr,?. Suppose there are § head
nodes and (1 — &) non-cluster head nodes in I;. According to average degree distribu-
tion, the SIR model in IPv6 WSN5s can be defined as:

SO — 810 2 5(0) L2 (1 - )10 2 5(0)

t p

2O — B 810) ™5 () + L2 (1 - 6)1 () T S(8) ~ 1 () ()
p

L0

To accurately depict the network health of IPv6 WSNs, and assess whether WSNs
can realize normal data propagation, the health degree of WSNs can be defined as:

S(t)+R(t)
1(t)

H= 9)

5 Conclusions

This paper explores the features of virus propagation in IPv6 WSNs. Considering
the lack of empirical data in relevant research, sufficient examples were examined to
determine the virus propagation behaviour of IPv6 WSNs. Different types of viruses
were taken into account, and their impacts on network performance were investigated
one by one. On this basis, a virus propagation model was construction for [Pv6 WSNs
in light of the classical virus propagation models of complex networks. The research
findings shed new light on virus propagation and immunization in IPv6 WSNs.
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