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Abstract—The growing number of reported cyber-attacks pose a difficult
challenge to individuals, governments and organizations. Adequate protection of
information systems urgently requires a cybersecurity-educated workforce
trained using a curriculum that covers the essential skills required for different
cybersecurity work roles. The goal of the CyberMaster expert system is to assist
inexperienced instructors with cybersecurity course design. It is an intelligent
system that uses visual feedback to guide the user through the design process.
Initial test executions show the promise of such a system in addressing the enor-
mous shortage of cybersecurity experts currently available for designing courses
and training programs.
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1 Introduction

Cybersecurity has become one of the most important challenges around the world.
According to a compilation published by the USA-based Identity Theft Resource Cen-
ter (ITRC), the unauthorized access to confidential information and data breach that
affected US organizations and customers have reached 1579 notifications with almost
179 million records exposed. This amounts to an alarming increase especially when
considering ITRC reported 1,039 breaches in 2016 and just over 36.6 million records
exposed. Among the types of breaches are those resulting from hacking, unauthorized
access, data on the move, insider theft, accidental exposure, human error/negligence
and physical theft [1]. Recent research revealed that nearly 70% of critical infrastruc-
ture companies have reported at least one security breach during 2015 that led to the
disruption of operations or the loss of confidential information. Hacking remains the
leading type of cyber-attack with techniques used ranging from low-tech exploits, such
as phishing and social engineering, to more advanced techniques such as malware/ran-
somware, backdoors, exploitations, or zero-day attacks [2, 3].

Cybersecurity National Action Plan (CNAP) is a comprehensive plan that was
developed in the USA but can be applied worldwide to address the cybersecurity threat
by taking action to expand the cybersecurity workforce, to enhance cybersecurity edu-
cation and training, and to improve cybersecurity curriculum. However, several diffi-
culties exist that hinder the spread of cybersecurity education and training including:
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lack of cybersecurity skills, lack of resources in rural areas and the shortage of high
quality cybersecurity courses.

e Poor cybersecurity skills: Despite the existence of cybersecurity training and per-
sonnel development programs, they are not enough as they are limited in focus and
lack unity of effort [2]. There are not enough cybersecurity experts within the US
federal Government or private sector. Although the above statement is specific to
the situation existing currently in the USA, it is likely to be applicable to many other
countries. In order to maintain technical advantage over perpetrators of cybercrime
to secure information systems and communication networks, it is essential to de-
velop skilled, cyber-savvy workforce and an effective pipeline of future employees
[4]. This requires that cybersecurity education reaches all students in the country,
especially, high school and college students.

o Rural districts: Major obstacles exist to expanding the efforts to deliver high-cali-
ber education in rural areas [5]. Rural districts in the USA make up more than half
(57 percent) of all public districts in the country, while educating approximately one-
quarter (11 million) of all students nationwide, which make scaling and innovating
across the country a big challenge [6]. Rural schools often face geographical isola-
tion, shortages in specialized staff, poor physical working conditions and resources
[7] making access to educational programs inadequate [5]. Better technology and
telecommunication can lower those barriers [5] and maximize the natural advantages
of rural schools and alleviate the disadvantages [8].

o Course quality assurance: Well-designed courses are those designed in a way that
ensures good course design and appropriate content while fulfilling student study
requirements [9]. Evaluations of the developed courses can be difficult to quantify
and may involve more than just surveys to collect meaningful data [9]. In addition,
courses undergo constant revisions [10, 11]. Usually, participant evaluations and/or
assessment tools are often used to solicit feedback and collect data to evaluate the
quality of design and course material [12]. A number of resources are required to
apply these evaluation instruments including human resources and time, which are
two restricting factors especially when it comes to rural districts. Automated evalu-
ation of the quality of a course design can be the way to address this challenge.

In an effort to inspire solutions and innovations in cybersecurity curriculum devel-
opment, the US National Institute of Standards and Technology (NIST) published the
National Initiative for Cybersecurity Education (NICE). It is a partnership between gov-
ernment, academia and the private sector focused on cybersecurity education, training,
and workforce development [13]. The NICE framework consists of seven categories,
31 specialty areas, 369 Knowledge, Skills and Abilities (KSAs), and 65 competencies.
In addition, it has 444 tasks under the various specialty areas.

This paper presents an interactive course design system for the rapid development
of cybersecurity curriculum and training by novice instructors. It utilizes a highly visual
interface and artificial intelligence techniques like rule-based inferencing to guide the
design process. The system is based on a cloud-computing platform, which offers ad-
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vantages such as simplified software installation and maintenance, in addition to cen-
tralized control over versioning. Moreover, end-users can access the service anytime,
anywhere, share data and collaborate more easily.

The paper starts with a brief discussion of related work, especially the application of
expert systems. Section 3 explains how knowledge gathering takes place in the expert
system presented in this paper and how knowledge is represented using concepts maps.
Section 4 describes the role of user model in providing tailored feedback for user guid-
ance. Section 5 discusses how evaluation of designed courses takes place. The paper
ends with concluding remarks in Section 6.

2 Related Work

The education of the cybersecurity workforce must include considerations of the se-
curity and privacy of urban and rural areas, curriculum development and rapid devel-
opment of training programs. At the same time, teachers, students, engineers, military
personnel and government employees must be trained in cybersecurity in light of the
latest developments in computer networks and data communication. For example, in-
corporating the Internet of Things (IoT) architecture and security into the current cur-
ricula will empower students to gain the knowledge of how IoT can be used in a smart
cities setting, while also allowing them to master the skills necessary to design secure
IoT systems [14]. With the cybersecurity area evolving fast and the level of relevant
expertise lagging behind, systems based on artificial intelligence techniques can play
an important role to help improve the situation.

Intelligent systems, a.k.a. smart systems, is everywhere around us, starting from
smart thermostats to smart cars. Adding intelligent features/capabilities to any system
can reduce the workload on the human user and complement the user's efforts to achieve
the desired tasks. Expert decision making systems are a widely used intelligent tech-
nique to support decision making in a specific domain. They have been used success-
fully in the medical domain to diagnose heart diseases [15, 16, 17], anemia [18], and
diabetes [19]. Expert systems have been used in engineering for fault diagnosis [20,
21], and also in other domains including career guidance [22]. Expert systems are usu-
ally used to address the lack of human and/or time resources. One example is an expert
system for career guidance used in African high schools to address the shortage of hu-
man and time resources that the process of quality career guidance demands [22]. Other
expert systems were developed for providing academic advice to students to address
the shortage of capable human advisors [23], assist novice users in using new software
[24], and help make decisions on appropriate public transport alternatives to the car in
certain cities [25].

Although there are expert systems developed to help with designing courses in dif-
ferent areas, none of these systems targeted cybersecurity. As yet, there is no intelligent
system that can make use of cybersecurity experts' knowledge and the NICE Frame-
work to guide novice instructors and trainers with the development of cybersecurity
courses and study programs.
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3 CyberMaster: An expert system to assist with Cybersecurity
Course Development

An expert system is a computer system that emulates the decision-making ability of
a human expert. Expert systems can assist people in the decision making in several do-
mains as mentioned earlier. CyberMaster is an expert system developed to guide the
development process of cyber security courses using the power of knowledge stored in
its knowledge base. The different components of CyberMaster are the knowledge base,
user model, inference engine and user interface. The following subsections present the
details of each component.

3.1 Knowledge base

Expert systems use mainly if-then rules to reason about and solve complex problems
[26]. The bottleneck in developing any expert system is knowledge gathering [27].
CyberMaster used information extracted the NICE Framework (see Fig. 1) to build the
knowledge base.

NICE
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Fig. 1. An overview of the NICE Framework

The first step to building the knowledge base was to identify knowledge units and
map them to corresponding work roles and KSAs, and then represent them in a way
that is accessible by the expert system. The main issue for most cybersecurity educators
attempting to use the NICE framework to design their courses is that all the framework
data are spread over a master Excel spreadsheet file, which is hard to navigate and use.
Our study shows that there are three types of mappings in the framework: one-to-one,
one-to-many, and many-to-many. Excel may be fine for one-to-one and one-to-many
relationships; however, for many-to-many relationships, Excel produces a large number
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of duplicates. Accordingly, for many-to-many mappings, we used two-dimensional vis-
ual mapping techniques that map specialty areas to competencies and KSAs (see Fig.
2). This was followed by the creation of a visual mapping of the curriculum.
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Fig. 2. Mapping of Specialty areas to KSAs

Curriculum visual mapping: The curriculum visual mapping connects knowledge
units to skills and abilities based on the cross-reference of NICE framework and CAE
framework. The NICE framework lists knowledge, skills, and abilities needed to suc-
cessfully complete cybersecurity tasks for students or cyber professionals. Fig. 3 shows

the representation of the NICE Framework as database schema.
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Fig. 3. NICE Database Schema
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In this work, competencies in NICE framework are considered as assessments. Map-
ping specialty areas to competencies allows checking that the content discussed in a
course is assessed appropriately. This many-to-many mapping is linked with KSAs
keeping the completeness in course content. Fig. 4 is the visual representation of the
mapping of specialty areas with corresponding competencies.

Competencies 4/65
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Fig. 4. Mapping of a Specialty Areas to Competencies

Concept maps for knowledge representation and extraction: Concept maps pro-
vide a way to represent organized knowledge (concepts) based on a person’s under-
standing of a domain of knowledge [28]. They are graphs consisting of nodes (vertices)
representing concepts and edges connecting these vertices. These edges may be labelled
with the type of relationship between the pair of connected nodes. Concept maps were
used in many disciplines as a formal or semi-formal diagramming technique [29]. Con-
cept mapping systems used in education and knowledge management emphasize flexi-
bility of representation to enhance learning and facilitate knowledge capture [30], in
addition to being a way to represent terminology variance, informality, and organiza-
tional variation. These factors make it difficult to match elements between maps in
comparison, retrieval, and merging processes [30]. Matching algorithms for the
knowledge elements in educational concept maps were introduced in [30-32]. Concept
maps and expert systems are soft tools used for knowledge modelling [33] where es-
tablishing a concept map was considered as the first step in curriculum development
[34].

Concepts maps were used to model the NICE framework and an analysis algorithm
was used to extract knowledge stored in them for use by the expert system. The rela-
tionship between concept map nodes represented the relevance or closeness of associ-
ation between two components in the course being designed. This was expressed im-
plicitly without using any labels in the visual display of the concept map; instead, the
thickness of the edge was used to show the strength of a relationship. A concept map
showing relationships between the different components in a course is shown in Fig. 5.
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Fig. 5. A concept map showing strong association between two specialty areas RSK and ARC

Knowledge acquired from concepts maps and represented in the form of rules. Ex-
ample facts extracted from the concept map shown in Fig. 5 are:

connect_cat_sa sa wt("SP", "RSK", "ARC", 0.67)
path cat sa wr ksa("SP", "ARC", "001", "K0212")
path cat_sa wr_ksa("SP", "RSK", "001","K059")

The above facts represent the connections between the different concepts (nodes) as
follows: The first of the above facts is defined by the relation 'con-
nect cat sa sa wt', where, the first parameter indicates the category name, the sec-
ond and third parameters indicate the specialty areas of interest and the fourth parameter
is the strength of the connection (1 indicates maximum possible connection strength).
This information is used later by the graphical user interface for visualization purpose.
'path cat sa sa wt' is another fact that provides a full path between a category and
a skill or ability. The fact takes category name as the first parameter, specialty area,
work role and KSA in the second, third and fourth parameters respectively.

3.2  User modeling

User modeling is a subarea of human computer interaction that focuses on the pro-
cess of building up and modifying a conceptual understanding of the user [35] to pro-
vide customization and adaptation to the user’s specific needs. The user model in
CyberMaster aims to track the user’s interaction with the system and to build a model
for user performance. For example, if the user chooses specialty area A and specialty
area B to be included in their course, the user model adds this information to the user
model with an indication of the strength of the connection/association between those
specialty areas. The user model then provides this information to the inference engine
to reason about the user’s performance and provide tailored feedback to the user.

3.3 Inference engine

The inference engine applies logical rules to the knowledge base. For example, If
the connection between specialty area 1 and specialty area 2 is a weak connection and

76 http://www.i-joe.org



Paper—CyberMaster: An Expert System to Guide the Development of Cybersecurity Curricula

the connection between specialty area 2 and specialty area 3 is a weak connection then
it is deduced that the connection between specialty area 1 and specialty area 3 is a weak
connection. It does also make use of the rules in the knowledge base and the user model
to provide tailored feedback to the course designer.

3.4  User interface

The user interface allows the user to interact with CyberMaster. Using the interface,
the user is able to explore and interact with the visual maps for the developed courses,
see Fig. 6. The user interface also provides an editor, which the user can use to create
or modify a course.

-] 8 = = PR

Fig. 6. Example screenshot of the graphical user interface

4 Course Evaluation

Each new course created in CyberMaster is represented as an incremental tree (See
Fig. 6) which is then transformed and saved as a concept map that holds all the course
components, strength of connections, and course tags. The curriculum evaluation com-
ponent in CyberMaster provides an overall evaluation for the concept map in which a
final score is computed based on the strength of the connections between the different
components including specialty areas, work roles and KSAs. This score provides a
measure of how good the curriculum design is. Moreover, CyberMaster provides recom-
mendations on how to make the design better; for example, information is provided on spe-
cialty areas and/or KSAs that can be added or removed from the current design to enhance
the curriculum design (see Figure 7). The user has the freedom to apply the recommenda-
tions or leave the course as is.
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Fig. 7. An example screenshot of user feedback provided by CyberMaster

5 Conclusion

This paper presents work in progress to develop an expert system to guide instructors
while developing cybersecurity courses in a rapid and reliable way. The system con-
tributes to changing the current status of cybersecurity education by helping instructors
anywhere in the world to develop cybersecurity courses. The culmination of this work
is a robust, fully usable online curriculum development tool that can be used by both
novice as well as experienced cybersecurity educators. The system evaluates every
course design for quality in terms of its cohesiveness —how well the course components
fit together — and conformity to a published framework for cybersecurity curriculum
design. It provides a normalized course evaluation score to indicate the closeness of the
curriculum to the framework. Initial test results show that CyberMaster can guide users
to develop curricula following the NICE framework for cybersecurity education. Alt-
hough, the interactive and guided design process currently ensures conformity of the
course content with the NICE framework, additional cybersecurity education frame-
works can be added as an option in future.
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