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PAPER

Survey Paper on Cyber Warfare

ABSTRACT
Cyberspace warfare has emerged as a critical new front in national security, presenting com-
plex challenges due to its multifaceted nature. This paper dissects cyber warfare across its 
physical, syntactic, and semantic layers, detailing common attack vectors such as reconnais-
sance, access, denial-of-service, and espionage. Motivations range from financial gain to polit-
ical disruption, and attacks can take various forms, from preludes to conventional war to 
clandestine cold war tactics. Non-state actors such as cyber terrorists further complicate the 
landscape. Tools such as sniffers aid attackers, while firewalls offer some defense. The poten-
tial implications of cyberwar are stark, including disruption of essential services, economic 
damage, and national security threats. Understanding the ongoing discourse surrounding 
cyberwar, as reflected in the alarmist, skeptical, and realistic perspectives in the literature, is 
crucial for navigating this complex and evolving field.
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1	 BACKGROUND

Operation Aurora, which started in China in 2006, was a targeted malware oper-
ation that took advantage of Internet Explorer zero-day vulnerability to target at 
least 30 significant companies, including Adobe and Google. The hack made it pos-
sible for malicious malware to infect users’ PCs. Hackers appeared to have access 
to many software products’ source codes. Five personnel of the People’s Liberation 
Army’s Unit 61398 were allegedly “assigned” to launch a widespread spear phishing 
(also known as “spear fishing”) campaign with the goal of hacking into top US firms. 
Hackers targeted American trade secrets in this campaign, which primarily featured 
breaches at 141 corporations across 20 major industries between 2006 and 2014. 
For instance, Westinghouse is accused of stealing plans for specific types of nuclear 
power plants. This was the first time the term advanced persistent thread was coined 
[1]. The rise of cyber warfare marks a significant shift such as conflict, driven by 
the increasing reliance on digital technologies and the interconnectedness of global 
systems. Unlike traditional warfare, cyber warfare is conducted through the virtual 
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realm, targeting the critical infrastructure and information systems that modern 
societies depend on. This form of warfare leverages the anonymity and asymmetry 
of the cyber domain, allowing actors to engage in conflict without direct physical 
confrontation. Significant incidents in the history of cyber warfare, such as Stuxnet, 
the Ukraine power grid attacks, WannaCry, Not Petya, and the SolarWind breach, 
highlight the evolving nature of this threat. The Stuxnet worm, which targeted Iran’s 
nuclear centrifuges, represents a milestone in the use of cyber weapons to achieve 
strategic objectives. It demonstrated the potential of cyber-attacks to cause physical 
damage to critical infrastructure [6]. The cyber-attacks on Ukraine’s power grid in 
2015 and 2016 demonstrated the potential for cyber warfare to disrupt critical infra-
structure. These attacks caused widespread power outages and highlighted the vul-
nerabilities in national power systems [7]. The WannaCry and Not Petya ansomware 
attacks caused significant disruption and financial loss across multiple countries and 
industries. These attacks highlighted the global nature of cyber threats and the poten-
tial for widespread impact [8]. The SolarWind breach in 2020 compromised numer-
ous US government agencies and private sector companies, underscoring the risks 
posed by supply chain vulnerabilities in software. This incident has been described 
as one of the most sophisticated and damaging cyber-attacks in recent history [9].

2	 INTRODUCTION

Cyberspace has emerged as a new and critical domain of warfare, presenting 
unprecedented issues for national security and global stability. The digital age has 
ushered in a new era of conflict, one fought not on physical battlefields but within 
the complicated networks that underpin modern society. Cyber warfare, the use of 
cyber-attacks to disrupt, damage, or manipulate an enemy’s critical systems, has 
emerged as a potent weapon in the arsenals of nation-states and non-state actors 
alike. This review paper delves into the current state of cyber warfare, exploring its 
evolving landscape, the growing sophistication of attacks, and the challenges faced 
by defenders. Cyber warfare has become an integral component of modern con-
flict, with its implications stretching across national security, international law, and 
global economic stability. Attackers may have diverse motivations, from straight- 
forward financial gain through ransom demands to complex factors rooted in his-
torical hostilities and religious beliefs. Understanding these motivations is crucial for 
comprehending the dynamics of cyber conflict [5].

2.1	 Benefits of cyber warfare

Cyber warfare offers several strategic advantages for state actors, including 
asymmetry, deniability, and cost-effectiveness. It allows nations to engage in conflict 
without the use of conventional military force, potentially reducing casualties and 
infrastructural damage.

Asymmetry. Cyber warfare enables smaller states or non-state actors to chal-
lenge more powerful adversaries by exploiting vulnerabilities in critical infrastruc-
ture and information systems [10].

Deniability. The anonymous nature of cyber-attacks allow states to deny involve-
ment, complicating attribution, and response efforts [11].

Cost effectiveness. Compared to traditional warfare, cyber-attacks can be con-
ducted at a fraction of the cost, making it an attractive option for state and non-state 
actors alike [12].
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2.2	 Attacks over different layers

This section discusses the various types of attacks with respect to layers.
Attack on physical layer. Cyberwar involves some traditional warfare tactics, 

such as physical destruction of computers and networks, interference with commu-
nication channels, and compromise of human users, which pose significant threats. 
These attacks aim to gain physical access to networks or disrupt their operational 
integrity [2].

Attacks on syntactic layer. Cyber weapons that destroy, tamper with, corrupt, 
monitor, or otherwise harm the software running computer systems can be used to 
launch attacks on this layer. These weapons include malware, or malicious software 
such as worms, Trojan horses, spyware, and viruses that can infiltrate current soft-
ware with corrupted code, allowing a computer to carry out operations that the user 
did not intend [2].

Attack on semantic layer. Semantic layer attacks also referred to as social 
engineering manipulate how human users perceive and interpret computer- 
generated data in order to fraudulently obtain sensitive user data, including pass-
words, bank account information, and classified government information. The most 
common social engineering approach is phishing, in which hackers send innocent- 
looking emails to specific recipients, asking them to reveal confidential information 
for what appear to be authentic intentions [2].

2.3	 Characteristics of cyber war

Following are the main characteristics of cyberwar.
Organized. Attackers or hackers will employ a structured approach to penetrate 

the system with ease. They are able to obtain more effective results by employing 
procedures that are rationally ordered [4].

Enormous. When an attack is launched, the attackers typically operate on a mas-
sive scale, infecting almost billions of computers globally and resulting in massive 
data loss and financial damage [4].

Regimented. The attacks are planned in such a way that the harm they do is so 
great that it jeopardizes the organization’s ability to function [4].

Not spontaneous or Ad Hoc. Attacks that are planned and executed with 
extreme precision in order to inflict the greatest amount of destruction [4].

Demanding time and resource. Since organizing an attack takes time and 
money, they will be prepared far in advance [4].

2.4	 Forms of cyberwar

Cyber warfare encompasses various forms of attacks, each contingent on the 
adversary’s objectives, motivations, and overall strategy. The nature of these attacks 
can range from converting actions exploiting the anonymity of the internet to overt 
attempts at disrupting critical infrastructure [5].

Cyberwar as prelude to conventional war. One strategic use of cyberwar is 
as a prelude to a real war. Attackers may launch cyber-attacks to cause disruption, 
confusion, and fear, aiming to diminish the targets will to fight and facilitate a quick 
capitulation. This approach parallels a traditional bombing campaign preceding a 
physical attack [5].
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Cyberwar alongside conventional warfare. In certain scenarios, cyberwar is 
fought concurrently with conventional warfare. The focus is on targeting vital infra-
structure, economic entities, and communication systems to disrupt the enemy’s 
ability to effectively engage in the conflict [5].

Disruption of ally’s response. Cyberwar tactics can extend to disrupting or 
slowing down an ally’s response to a conventional attack against the intended tar-
get. For instance, launching cyber-attacks against the US before an attack on Taiwan 
could delay the American response, allowing the aggressor to establish control more 
effectively [5].

2.5	 Cyber cold war dynamics

A cyber-cold war involves routine, clandestine attacks between adversaries, 
probing each other’s systems and defenses. The anonymity of the internet allows for 
uncertainty in attribution, keeping the opposing side off balance without the risk of 
a conventional response [5].

Non-governmental actors in cyberwar. Cyberwar is not restricted to conflicts  
between governments. Organizations and cyber terrorist groups may engage in 
battles, launching attacks to create economic disruption and target entities perceived 
as adversaries [5].

Web account password cracking tool. An application downloaded from the 
Internet is used to “steal” a Yahoo email user’s password. To access this email system, 
a user must input their password and user ID. Password entry appears to be reason-
ably secure. However, there is a method to go beyond the setup [3].

Sniffer tool. A sniffer on a network system is a software tool used to mon-
itor network data. Sniffers can, however, also be employed as a tool for hacking 
hub-connected intranets. While some sniffers monitor TCP/IP traffic and filter out 
information in various formats, others give connection information such as TCP con-
nection packets, bytes count, and interface statistics [3].

Service level network protection tool. One tool for preventing outside hackers 
from accessing a local area network is a firewall. Students get a firsthand look at the 
functioning and consequences of implementing a firewall during the cyberwar. It is 
not a “silver bullet,” though. Certain popular ports are vulnerable to hacker attacks 
and must be kept open to the outside world [3].

2.6	 Types of cyber attacks

This section discusses various latest types of attacks that could play a vital role in 
cyber warfare.

Reconnaissance attack. This kind of attack uses services and unapproved detec-
tion system mapping to steal data [4]. Example: packet sniffers, port scanning, ping 
sweeps and distributed network services (DNS) queries.

Access attack. It is an attack in which the perpetrator obtains access to a device 
that he is not authorized to use or access [4]. Example: port trust utilization, port 
redirection, dictionary attacks, man in the middle attacks, social engineering attacks 
and phishing.

Denial of services. Hacking into a system by turning off the network in order to 
prevent authorized users from using it [4]. Example: Smurf, SYN Flood, DNS attacks.

Cyber espionage. It is the act of using the internet to spy on others for gaining 
benefit of some sort [4]. Example: Tracking cookies, RAT controllable.
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Passive attack. An attack that is mainly concerned with eavesdropping with-
out meddling with the database [4]. Example: traffic analysis, release of mes-
sage contents.

Active attack. An attack in which the attacker leaks the data transmission 
to all parties, thereby acting as a liaison and enabling severe compromise [4]. 
Example: masquerade, reply, modification of message.

Malicious attack. It is an attack that is caused for deliberately to cause severe 
harm resulting in large scale disruption [4]. Example: Sasser Attack.

Non-malicious attack. Accidental attack due to mishandling or operational mis-
takes with minor loss of data [4]. Example: registry corruption, accidental erasing 
of hard disk, network layer attacks, multi-layer attacks.

3	 IMPLICATIONS OF CYBERWAR

The following are the implications of cyber warfare.

3.1	 Disruption of essential services

Cyber-attacks can cripple critical infrastructure, potentially leading to blackouts, 
transportation delays, financial instability, and widespread chaos [2].

3.2	 Economic impact

Businesses face substantial financial losses due to data breaches, intellectual 
property theft, and operational disruptions caused by cyber-attacks [2].

3.3	 National security threats

Cyber warfare can compromise defense systems, disrupt military operations, and 
erode public trust in government institutions [2].

4	 LITERATURE REVIEW

Cyberwar is characterized by a lack of consensus on its definition, reflecting the 
multifaceted nature of this evolving field. Since its emergence into public conscious-
ness in the 1980s, scholars have grappled with diverse and sometimes contradictory 
perspectives, ranging from considering cyberwar as an imminent existential threat 
to skepticism about its classification as “war.” Hughes and Colarik’s cyberwar arti-
cles fail to offer explicit definitions. Three overarching themes—alarmist, skeptic, 
and realistic—pervade the literature, shaping discussions on the immediacy and 
nature of the cyberwar threat. Furthermore, the debate extends to the applicability 
of existing international law and norms to cyberspace, highlighting the need for a 
comprehensive framework that goes beyond traditional legal structures to address 
the unique challenges posed by cyber conflicts. This study examines the future of 
cyber warfare based on the collected recent studies, as illustrated via the research 
flow diagram in Figure 1. As technology continues to evolve, the potential conse-
quences of cyber-attacks become increasingly severe. The authors in this study 
consider the need for international collaboration to develop frameworks and regu-
lations = that govern the use of cyber weapons and mitigate the risks of escalation. 
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The latest research studies conducted on cyber warfare, along with their limitations 
and advantages, are highlighted in Table 1.

Fig. 1. Research flow of survey study

Table 1. Critical analysis

(Continued)
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Table 1. Critical analysis (Continued)

5	 SURVEY ANALYSIS

The topic of cyberwar is a complex and multifaceted issue that needs proper 
attention for a better future. The implications of cyber warfare extend beyond the 
digital realm, affecting essential services, causing economic impacts, and posing 
national security threats. After carefully studying this issue, we have noted some 
of its characteristics. For example, when the cyberwar actually began, i.e., when 
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Operation Aurora took place in 2006, this operation, marked by the deployment 
of malware exploiting zero-day flaws and the involvement of military personnel, 
underscored the potential severity of cyber threats. We came across the layers that 
get attacked during a cyberwar and how they get attacked, i.e., the layers’ physical, 
syntactic, and semantic of cyberspace highlight the diverse attack vectors, including 
traditional warfare tactics such as physical destruction, interference with commu-
nication channels, and compromise of human users. The types of attacks outlined 
range from reconnaissance and access attacks to denial of service and cyber espi-
onage. We saw how attacks are planned and performed and what forms they take, 
i.e., the characteristics of cyber-attacks elucidate the organized, enormous, and reg-
imented nature of these threats, emphasizing the deliberate planning involved. The 
different forms of cyber warfare, from motivations and objectives to cyber cold war 
dynamics, showcase the complexity and diversity of cyber conflicts.

The current landscape of cyber warfare presents both opportunities and chal-
lenges for state and non-state actors. The surveyed literature highlights several crit-
ical areas for future research and policy development:

5.1	 Integration of advanced technologies

The use of artificial intelligence (AI) and machine learning (ML) in cyber opera-
tions offers significant potential for enhancing both offensive and defensive capa-
bilities. However, there is a need for empirical studies to assess the real-world 
implementation and effectiveness of these technologies. Additionally, ethical guide-
lines and regulatory frameworks must be developed to govern their use.

5.2	 Legal and ethical frameworks

The ambiguity in international law regarding cyber warfare remains a significant 
challenge. Future research should focus on developing comprehensive legal frame-
works that address the complexities of cyber operations, including state responsibil-
ity and the rights of non-state actors. This includes creating clear guidelines for what 
constitutes an act of war in cyberspace and the appropriate responses.

5.3	 Cyber resilience and critical infrastructure

Enhancing the resilience of critical infrastructure against cyber threats is 
paramount. The study should explore innovative approaches to public-private 
partnerships, the adoption of advanced threat detection technologies, and the 
implementation of continuous monitoring systems. Additionally, the development of 
standardized resilience metrics could help in assessing and improving the security 
posture of critical infrastructure.

5.4	 Cyber deterrence strategies

Effective deterrence requires a combination of punitive measures, denial strate-
gies, and international norms. Future studies should analyze successful case studies 
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of cyber deterrence and develop best practices that can be adopted by nations. 
Moreover, the role of cyber alliances and collective defense mechanisms in deterring 
cyber aggression should be explored.

5.5	 Attribution and accountability

Improving the attribution of cyberattacks is crucial for holding perpetrators 
accountable and preventing future incidents. The study should focus on develop-
ing advanced forensic techniques and international collaboration mechanisms to 
enhance attribution capabilities. Additionally, establishing clear consequences for 
cyber aggression could deter potential attackers.

5.6	 International collaboration and regulations

Foster international collaboration to establish clear regulations and norms gov-
erning cyber activities. Encourage nations to work together to create a unified 
approach to cyber security, sharing threat intelligence and best practices.

5.7	 Investment in cyber security education and research

Increase investments in cyber security education and study to develop a skilled 
workforce capable of understanding and countering evolving cyber threats. Support 
academic institutions and training programs to stay ahead of cyber adversaries.

5.8	 Enhanced cyber resilience

Implement measures to enhance cyber resilience across critical infrastructure 
sectors. This includes regular cyber security audits, threat simulations, and the devel-
opment of contingency plans to ensure a rapid response in case of a cyber-attack.

5.9	 Advanced threat detection and response

Invest in cutting-edge threat detection tools that can instantly recognize and neu-
tralize online threats. Employ ML and AI techniques to examine network activity 
and identify irregularities that might point to a cyber-attack.

5.10	 Global cyber security awareness campaigns

Launch global cyber security awareness campaigns to educate individuals, busi-
nesses, and government agencies about the risks of cyber threats. Promote best 
practices for online safety, including the importance of strong passwords and cau-
tious behavior.
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6	 CONCLUSION

In conclusion, the rise of cyberspace as a battleground has ushered in a new 
era of warfare, presenting unprecedented challenges to national security and global 
stability. This multifaceted domain encompasses attacks on physical infrastruc-
ture, software systems, and human perception, employing diverse tactics such as 
reconnaissance, denial-of-service, and social engineering. Motivations range from 
financial gain to geopolitical disruption, while the forms of cyber warfare span a 
spectrum from covert espionage to overt attempts to cripple critical infrastructure. 
Understanding the characteristics, tools, and implications of cyber warfare is cru-
cial for developing effective defenses and navigating the complex dynamics of this 
evolving threat landscape. The ongoing debate surrounding the definition, legality, 
and potential consequences of cyberwar underscores the urgent need for interna-
tional cooperation and the development of robust frameworks to ensure stability 
and security in the digital age.

The studies reviewed in this paper highlight the dynamic and complex nature of 
cyber warfare, emphasizing the need for continued study and international coop-
eration. The integration of advanced technologies, the development of robust legal 
and ethical frameworks, and the enhancement of cyber resilience are essential steps 
toward mitigating the risks associated with cyber conflicts. By addressing these chal-
lenges, the international community can work towards a more secure and stable 
cyberspace.
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