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PAPER

A Data-Driven Framework for Sensor-based Anomaly 
Analysis and Predictive Microclimate Control 
in Small-scale Potato Storage

ABSTRACT
Postharvest losses during potato storage remain a serious problem, especially for small-scale 
storage facilities with limited automation, monitoring, and energy resources. This paper pro-
poses a data-driven cyber-physical framework for sensor-based microclimate analysis and 
predictive management of small-scale potato storage facilities. The framework defines the 
integration of a physics-informed digital twin, a safe reinforcement learning controller for-
mulated as a constrained Markov decision process (CMDP), and a multi-sensor anomaly detec-
tion module operating on multidimensional time-series sensor data. The proposed approach 
is aimed at analyzing microclimate dynamics, detecting abnormal changes in temperature, 
humidity, and gas composition, and supporting prediction-oriented control decisions under 
technological and energy constraints. The digital twin is intended to serve as a simulation 
environment for training and future evaluation of predictive control strategies without 
risk to stored products. The control formulation explicitly represents the trade-off between 
energy consumption and storage quality while considering constraints on temperature, rel-
ative humidity, oxygen, carbon dioxide, and spoilage-related gas indicators. A set of fore-
casting-oriented validation scenarios is defined, including normal operation, hypoxia, early 
biodegradation, sensor failures, and energy-constrained storage conditions. The work forms a  
methodological basis for subsequent quantitative simulation, sensor data analysis, and 
experimental validation on real potato storage facilities.

KEYWORDS
sensor data analysis, microclimate forecasting, anomaly detection, predictive control, digital 
twin, safe reinforcement learning, potato storage, cyber-physical system

1	 INTRODUCTION

Postharvest losses of agricultural products remain a significant problem, especially 
for small-scale potato storage facilities. Potatoes are usually stored for several months 
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in conditions close to the limits of the microclimate, in which even minor deviations 
in temperature, humidity, or gas composition can lead to deterioration in product 
quality and economic losses [1]. At the same time, maintaining stable storage condi-
tions is complicated by the need to balance energy consumption and product quality.

In recent years, digital technologies for monitoring and controlling the micro-
climate have been actively developing, including IoT sensors, SCADA systems, and 
data analysis platforms [2]. However, most practical solutions are still based on 
rule-based strategies and PID controllers operating relative to fixed settings. Such 
systems, as a rule, do not take into account the multi-criteria nature of the storage 
task and do not adapt well to changing external conditions.

At the same time, the development of data-driven approaches, including digital 
twins, reinforcement learning, and anomaly detection methods, opens up new 
opportunities for adaptive and predictive management of storage systems. These 
methods make it possible to process data in real time, identify deviations at an early 
stage, and make decisions under conditions of uncertainty [3].

Despite the progress made, the use of such approaches in small-scale agricultural 
storage remains limited. Most of the existing solutions are focused on large indus-
trial facilities, while integrated architectures combining physical modeling, intel-
ligent control, and anomaly diagnostics have not been sufficiently developed for 
small and medium-sized storage facilities.

To solve these problems, a cyber-physical framework for microclimate manage-
ment of a small-scale potato storage facility is proposed. The proposed approach 
combines a physically grounded digital twin, safe reinforcement learning using 
the constrained Markov decision process (CMDP), and a multisensory anomaly 
detection module.

The main contribution of this study lies in the methodological integration and 
formalization of a cyber-physical framework that combines physics-informed digital 
twin modeling, CMDP-based safe reinforcement learning, and anomaly-aware moni-
toring for small-scale potato storage. The proposed approach forms the basis for sub-
sequent quantitative simulation and experimental validation on real storage facilities.

2	 RELATED WORKS

To better understand the current state of research and identify the existing meth-
odological gaps, this section reviews recent studies related to microclimate control 
in storage facilities, digital twin technologies, reinforcement learning in energy 
systems, and anomaly detection in IoT-enabled cold chains.

2.1	 Microclimate management in vegetable and potato storage rooms

Traditional microclimate management in vegetable and potato storage facilities is 
mainly based on rule-based strategies and PID controls implemented in a SCADA or 
PLC environment. Such systems typically use a limited number of temperature and 
humidity sensors, while ventilation and refrigeration equipment operate accord-
ing to pre-set values. Recent research has focused on improving temperature and 
humidity control, optimizing ventilation parameters, and increasing the spatial uni-
formity of the storage microclimate. When storing potatoes, heat and mass transfer 
models emphasize the importance of respiration, evaporation, and airflow distribu-
tion processes for predicting weight loss and deterioration during long-term storage.
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However, most existing systems are designed to maintain environmental param-
eters within acceptable limits, rather than explicitly optimizing the relationship 
between energy consumption and product quality. Formal formulations of storage 
control as a constrained multi-objective optimization problem remain relatively rare.

The study presented in [4] describes an automated microclimate management 
system for fruit and vegetable storage facilities, including temperature, humidity, 
and CO2 sensors, as well as ventilation and cooling actuators. Their work empha-
sized the role of thermal modeling and active ventilation in maintaining storage 
quality. In another study [5], the distribution of temperature and humidity in potato 
storage rooms was studied, and it was shown that CFD-based analysis can help opti-
mize ventilation and environmental control.

Despite these achievements, the development of adaptive management strategies 
that can simultaneously take into account product dynamics, external disturbances, 
and energy efficiency remains an open research problem.

2.2	 Digital twins in buildings, HVAC systems, and food storage systems

The digital twin technology is increasingly being used in building energy manage-
ment and HVAC systems, where physical and hybrid models are used to reproduce 
temperature and humidity dynamics, evaluate operational scenarios, and support 
advanced management strategies.

In the agri-food sector, digital twins are used to model cold chain processes and 
predict product quality in various environmental conditions. Models of heat and 
mass transfer have been developed for potatoes and other vegetables, taking into 
account the processes of respiration, evaporation, and internal moisture transfer. 
However, in most published studies, digital twins are used primarily for offline anal-
ysis or monitoring, rather than as a learning environment for adaptive management.

At the same time, long-term storage of fruits and vegetables requires a balance 
between energy efficiency and product quality. Recent reviews have highlighted 
the importance of intelligent detection, monitoring, and control technologies to 
reduce food waste while limiting energy consumption [6–8].

In general, there is a growing need in the literature for intelligent data storage sys-
tems that integrate digital twins not only for monitoring but also for management- 
oriented modeling and policy optimization.

2.3	 Reinforcement learning and safe energy management in energy systems

Reinforcement learning RL has recently gained attention as a control approach 
for HVAC systems and building energy management. A growing body of research 
shows that RL-based controllers can reduce energy consumption while maintain-
ing acceptable indoor environmental conditions when compared with conventional 
PID- or rule-based strategies.

Recent advances in safe reinforcement learning have introduced formulations 
based on CMDPs, where the control policy is optimized subject to explicit operational 
constraints. In energy and thermal systems, methods such as Lagrangian relaxation 
and constrained policy optimization have been proposed to enforce safety require-
ments, including temperature bounds and energy consumption limits.

Despite significant progress in the development of energy management systems, 
the use of RL—and especially safe RL—for agricultural product storage systems after 
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harvest remains limited. Most of the studies are devoted to standard ventilation and air 
conditioning indicators and clearly do not take into account the biophysical dynamics of 
stored agricultural products or the long seasonal periods characteristic of crop storage.

2.4	 Anomaly detection in IoT-enabled cold chain systems

The rapid adoption of IoT sensors in logistics and storage infrastructures has stim-
ulated research on anomaly detection methods for identifying deviations in tem-
perature, humidity, and equipment behavior at an early stage. Common approaches 
include one-class SVM, Isolation Forest, autoencoders, and multivariate time- 
series analysis.

In agri-food applications, anomaly detection is increasingly used to identify 
abnormal storage conditions associated with product spoilage. However, in most 
existing studies it is treated as a monitoring or diagnostic tool rather than as an inte-
grated part of the control architecture.

Recent IoT-based cold-storage systems demonstrate the transition toward 
cyber-physical infrastructures that combine sensing, automation, and data analytics 
[9–11]. Nevertheless, the interaction between anomaly detection modules and intel-
ligent control strategies—such as safe-mode switching or RL policy adaptation—
remains insufficiently explored.

2.5	 Gaps in research

The reviewed literature reveals several important gaps. First, most storage sys-
tems still rely on conventional rule-based or PID control. Second, digital twins are 
mainly used for monitoring and offline analysis rather than as integrated compo-
nents of adaptive control systems. Third, safe reinforcement learning has progressed 
significantly in building energy management but is still rarely applied to agricultural 
storage. Finally, anomaly detection modules are typically implemented as standalone 
monitoring tools and are only weakly connected to decision-making mechanisms.

Therefore, the integration of a physics-informed digital twin, safe reinforcement 
learning formulated as a CMDP problem, and anomaly detection within a unified 
management architecture for small-scale potato storage remains insufficiently 
studied and requires further methodological development.

3	 RESEARCH METHODOLOGY

Based on the research gaps identified in Section 2, this study proposes an inte-
grated methodological framework for intelligent microclimate management in 
small-scale potato storage facilities. The framework defines the interaction between 
a physics-based digital storage twin, a safe reinforcement learning controller formu-
lated as a CMDP, and an anomaly detection module operating on multidimensional 
sensor data streams. Within the proposed framework, the digital twin is considered 
a future simulation environment for reproducing heat, humidity, gas transfer, and 
product–environment interaction processes. Such an environment can be used in 
subsequent studies for safe training and evaluation of control strategies without risk 
to stored products. The microclimate control problem is formulated as a constrained  
decision-making task, in which the control policy is intended to balance energy 
consumption and product quality while satisfying technological constraints on 
temperature, humidity, and gas composition.

https://online-journals.org/index.php/iTDAF
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3.1	 The general architecture of the proposed framework

The architecture of the proposed intelligent storage management system is based 
on three closely interrelated components. The first component is a proposed digital 
twin model of the storage chamber, which is intended to reproduce the main ther-
modynamic and gas-dynamic processes occurring inside the storage.

The second component is a safe reinforcement learning controller developed 
within the framework of a CMDP. This development makes it possible to optimize man-
agement policy in relation to a variety of goals, including energy efficiency and micro-
climate stability, while ensuring compliance with technological safety requirements.

The third component is the anomaly detection module, which analyzes multidi-
mensional time series generated by distributed sensors installed in the storage. This 
module is designed to detect abnormal operating conditions such as equipment mal-
functions, abnormal temperature gradients, or unexpected changes in gas concentra-
tion. The detected anomalies can be used to adapt the management policy or switch to 
a safe mode of operation. The integration of these three components forms a unified 
cyber-physical architecture for intelligent storage management. Simulation-based 
digital twins are also used in agricultural warehouse systems to model operational 
processes and support decision-making, including optimizing storage, processing, 
and logistics [12]. The general structure of the proposed system is shown in Figure 1.

Fig. 1. Architecture of the proposed intelligent microclimate management framework  
for small-scale potato storage facilities

As shown in Figure 1, the proposed framework defines the integration of sensor 
monitoring, a digital twin, a safe RL controller, and an anomaly detection module 
within a single cyber-physical architecture. The proposed platform is designed to be 
compatible with existing automation infrastructures based on SCADA or PLC and 
provide a scalable and reproducible solution applicable to small and medium-sized 
agricultural warehouses.

https://online-journals.org/index.php/iTDAF
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This architecture is consistent with modern IoT-oriented cold chain systems, 
where distributed sensor networks and real-time data flows serve as the basis for 
intelligent monitoring and management decision support.

3.2	 The model of the control object and the digital twin

The physical behavior of the storage system is presented using a model with con-
centrated parameters, which reflects the main processes of heat and mass transfer 
occurring inside the storage chamber. The object of control considered in this study 
is a potato storage facility with mechanical ventilation, with a capacity of 30–50 tons, 
corresponding to an internal volume of about 80–150 m3. Such storage facilities are 
typical for small and medium-sized rural farms.

To build a digital twin, a simplified dynamic model is used that describes the 
evolution of several key state variables characterizing the storage environment. 
The state vector includes the following components:

–	 average air temperature in the chamber Tair(t);
–	 temperature of the potato mound Tprod(t);
–	 relative humidity ϕ(t);
–	 concentration of carbon dioxide (CO2) Cco2 (t);
–	 external climatic parameters w(t) (temperature, humidity, seasonal profiles).

The dynamics of the system are determined by related heat and mass balance 
equations describing the interaction between the stored product, the ambient air, and 
the ventilation system. In particular, the model takes into account the heat exchange 
between air and the mass of the product, the production of metabolic heat as a result 
of product respiration, moisture exchange caused by evaporation and ventilation pro-
cesses, as well as the accumulation and removal of carbon dioxide associated with res-
piration and airflow. A similar approach to thermochemical modeling has been applied 
in digital twin systems for industrial thermal systems, where transient and stationary 
models are combined to represent the dynamics of heat and mass transfer [13].

In a compact continuous-time form, the dynamics of the storage environment 
can be represented as follows:

	 x t t( ) � f x u t t( ( ),� ( ),� ( );� )� � 	 (1)

where x t( ) is the state vector of the storage environment,
u(t) is the control actions (ventilation, inflow mode, cooling capacity),
w (t) denotes external disturbances,
q represents model parameters.

The state vector includes air temperature, product temperature, relative humid-
ity, CO2 concentration, and other gas-related variables when gas monitoring is con-
sidered. The control vector includes ventilation intensity, air recirculation ratio, and 
cooling or heating power. External disturbances include outdoor temperature, out-
door humidity, seasonal conditions, and variations in product respiration intensity.

For implementation in the digital twin, the continuous model is discretized with a 
fixed sampling time step Δt. The resulting state-transition model is written as:

	 xt+1 = F(xt, ut, wt, q) + et	 (2)
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where xt is the state at time step t,
ut – the applied control action,
wt – the external disturbance vector,
q is the set of model parameters,

and et denotes modeling uncertainty and measurement noise. This discrete tran-
sition model provides the basis for formulating the microclimate management task 
as a constrained Markov decision process.

3.3	 Problem statement as a constrained Markov decision-making 
process CMDP

The task of microclimate management is formulated as a CMDP, which makes 
it possible to optimize the control strategy in the presence of obvious technological 
limitations [14]. CMDP can be defined using the tuple

	 M = S, A, P, R, C, g,	 (3)

where S is the state space,
A – action space,
P s s a

t t t
(

+1
| ,� ) indicates the dynamics of the transition,

R(st, at) is the reward function,
C = {ci(st, at)} – constraint functions,
g  (0, 1) is the discount factor.

The state of the system at time t is given by the vector

	 st = [Tair,t, Tprod,t, ϕt, Cco2,t, ϕout,t, dt]	 (4)

where Tair,t – air temperature,
Tprod,t – is the temperature of the potato mound,
ϕt – is the relative humidity,
Cco2,t – is the concentration of carbon dioxide,
ϕout,t – external humidity,
dt – represents contextual variables such as time of day and storage stage.

The action vector is defined as

	 a u u u
t t

vent
t
damper

t
cool= [ ,� ,� ] 	 (5)

including:
u
t
vent – ventilation intensity,
u
t
damper – degree of air recirculation,
u
t
cool – cooling or heating capacity.

The dynamics of the transition is determined by the digital twin model:

	 st+1 = F(st, at, wt, q) + et	 (6)

where F is the discrete-time transition function of the digital twin;
q is the set of model parameters;
et denotes modeling uncertainty and measurement noise;
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This representation makes it possible to consider external disturbances and 
uncertainty in sensor measurements and model approximation

The reward function reflects the trade-off between storage quality, energy 
consumption, and control stability:

	 R s a e t e t e t E a a
t t T T CO CO E t u t

( ,� ) ( ) � ( ) � ( ) � � � �
�

� � � � �� �� � � � �
� �

2 2
� tt�1

2

	 (7)

where eT(t), eϕ(t), e t
CO

2

( ) are penalties for deviations of temperature, relative 
humidity, and CO₂ concentration from the target technological ranges:

Et is energy consumption;
a a
t t
−

−
�

1

2

 penalizes abrupt changes in control actions;
aT, aϕ , αCO

2�

, aE, and aDu are non-negative weighting coefficients.

For practical implementation, the main constraint functions can be expressed as:

	 c1(st, at) = max(0, Tair,t – Tmax) + max(0, Tmin – Tair,t)	 (8)

	 c2(st, at) = max(0, ϕt – ϕmax) + max(0, ϕmin – ϕt)	 (9)

	 c s a C C
t t CO t CO max3

0
2 2

( ,� ) max ,�
,� ,�

� �� � 	 (10)

	 c4(st, at) = max(0, Riskcond,t – Riskcond,max)	 (11)

	 c5(st, at) = max(0, Riskdry,t – Riskdry,max)	 (12)

where c1 represents temperature-limit violations, c2 represents relative-humidity- 
limit violations, c3 represents excessive CO2 concentration, c4 represents condensa-
tion risk, and c5 represents overdrying risk. These constraints are used to penal-
ize unsafe operating conditions and to keep the control policy within technological 
safety boundaries

Thus, the CMDP formulation allows the controller to search for a management 
policy that balances energy efficiency and storage quality while explicitly account-
ing for technological limitations and uncertainty.

3.4	 The algorithm of safe learning

To solve the problem formulated in the form of CMDP, the safe reinforcement 
learning approach is used, based on relaxation of constraints using Lagrange mul-
tipliers. Relaxation of constraints makes it possible to transform rigid technological 
requirements into punitive functions, which makes the management task more flex-
ible and suitable for reinforcement learning methods. In this approach, optimization 
is carried out not only according to the reward function but also taking into account 
the limitations imposed on the state of the system and control actions. To do this, we 
introduce a Lagrangian of the following form:

	 ( ,� ) ( ) ( ( )� � � � �� �� �� � �� �� �� R C d
i

i i i
	 (13)

where
p – management strategy;
li – Lagrange multipliers, adaptively updated during the learning process;
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[R(p)] – the expected value of the total reward;
[Ci(p)] – the expected accumulated value of the ith constraint;
di – acceptable threshold values.

The basic algorithm can be used:

–	 PPO-Lagrangian,
–	 Constrained Policy Optimization CPO,
–	 or a similar algorithm that ensures compliance with restrictions.

During the learning process, the strategy p is updated in order to maximize the 
Lagrangian, while the multipliers li are adaptively adjusted, increasing the penalty 
for violating constraints [15]. This mechanism allows you to find a balance between 
optimizing the objective function and meeting technological requirements.

From a practical point of view, modern safe RL methods such as PPO with 
Lagrangian relaxation PPO-Lagrangian or Constrained Policy Optimization CPO can 
be used as the basic algorithm to ensure stable learning and control compliance with 
constraints.

3.5	 Anomaly detection module

To increase the reliability and stability of the control system, an anomaly detec-
tion module is integrated into the architecture, based on the analysis of multidimen-
sional time series coming from a distributed network of sensors [16].

The proposed approach uses dimensionality reduction and deviation detection 
methods, including principal component analysis PCA or autoencoders, as well as 
single-class classification algorithms such as One-class SVM and Isolation Forest. 
These methods allow you to identify hidden anomalies in the behavior of the system 
without the need for labeled data.

The anomaly detection module is designed to identify atypical operating modes of 
the system, including the formation of abnormal temperature zones inside the stor-
age and deviations of CO2 concentration from acceptable values, as well as potential 
signs of equipment failures or incorrect operation of actuators.

Unlike traditional monitoring systems, the module in question is integrated into 
the control loop and interacts with the RL agent. In particular, the anomaly detection 
results can be used to switch the system to a safe mode of operation, temporarily limit 
the permissible set of actions of the RL agent, or adjust the management strategy.

Thus, the anomaly detection module acts as an additional level of safety, ensuring 
the system’s resilience to uncertainties, measurement noise, and emergency situations.

3.6	 Implementation assumptions and reproducibility parameters

To improve the reproducibility of the proposed framework, this subsection sum-
marizes the main implementation assumptions that can be used in subsequent 
simulation-based validation. Since the present study focuses on the methodological 
formulation of the cyber-physical framework, the parameters listed below should 
be interpreted as baseline settings for future numerical experiments rather than as 
optimized values obtained from completed training.

The considered storage object is a small-scale potato storage facility with a 
product capacity of approximately 30–50 tons and an internal chamber volume of 
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about 80–150 m3. The digital twin may be simulated over a long-term storage hori-
zon of up to 180 days with a fixed sampling step of 10–15 minutes. The state vector 
includes air temperature, product temperature, relative humidity, CO₂ concentra-
tion, external climatic variables, and contextual information such as time of day and 
storage stage. The action vector includes ventilation intensity, air recirculation ratio, 
and cooling or heating power.

For the safe RL controller, a continuous-action policy can be implemented using 
an actor-critic architecture. As a baseline configuration for future validation, both 
actor and critic networks may contain two fully connected hidden layers with 64–128 
neurons per layer and nonlinear activation functions. The policy output represents 
normalized control actions, which are then mapped to admissible actuator ranges. 
For future implementation, training may be performed in the digital twin environ-
ment using PPO-Lagrangian or another safe RL algorithm suitable for constrained 
Markov decision processes.

The reward function is constructed as a weighted sum of several components: 
penalty for deviation of temperature, humidity, and gas composition from target 
ranges; energy consumption penalty; and penalty for abrupt changes in control 
actions. The weighting coefficients should be selected according to the storage man-
agement priorities. For example, higher weights can be assigned to product-quality 
and constraint-violation terms during critical storage stages, whereas energy-related 
weights can be increased under energy-limited operating conditions. In future val-
idation, sensitivity analysis should be performed to assess the influence of these 
coefficients on the trade-off between energy consumption and storage stability.

The training procedure can be organized in several stages. First, the digital twin 
would be calibrated using historical or experimentally measured storage data. Second, 
the RL agent would be trained under normal aerobic storage conditions. Third, the 
trained policy would be evaluated under disturbed scenarios, including hypoxia, early 
biodegradation, sensor drift, and limited energy availability. Finally, the safe RL con-
troller would be compared with rule-based control, PID regulation, and, where appli-
cable, simplified MPC under identical initial conditions and external disturbances.

For anomaly detection, unsupervised methods such as PCA-based monitoring, 
Isolation Forest, One-Class SVM, or autoencoder-based reconstruction error can 
be applied to multidimensional sensor streams. Thresholds for anomaly detection 
should be determined using baseline data corresponding to normal storage operation. 
In particular, the anomaly threshold can be selected as a high quantile of the anom-
aly score distribution obtained under normal conditions, for example, the 95th or 
99th percentile, depending on the required balance between false alarms and missed 
detections. The resulting anomaly signal can be used to restrict the action space of 
the RL controller, trigger safe-mode operation, or request operator inspection.

3.7	 Protocol for future evaluation

The proposed framework is conceptually assessed using a set of predefined sim-
ulation scenarios and performance indicators designed for subsequent numerical 
verification in a calibrated digital twin environment. Since the present study focuses 
on the development of a cyber-physical architecture and a formal formulation of the 
management problem, the evaluation procedure is described as a protocol for future 
quantification, rather than as a completed experimental verification.

The protocol is designed to compare the proposed safe RL-based control strat-
egy with baseline strategies, including rule-based control, classical PID regulation, 
and a simplified model predictive control MPC scheme [17]. All strategies should be 

https://online-journals.org/index.php/iTDAF


iTDAF | Vol. 4 No. 3 (2026)	 IETI Transactions on Data Analysis and Forecasting (iTDAF)	 27

A Data-Driven Framework for Sensor-based Anomaly Analysis and Predictive Microclimate Control in Small-scale Potato Storage

evaluated under the same initial conditions, external climatic influences, and storage- 
stage assumptions.

The following key metrics are suggested for subsequent evaluation:

–	 total energy consumption of the system during the storage period;
–	 the fraction of time during which the microclimate parameters exceed the per-

missible technological ranges;
–	 an integral indicator of the risk of loss of product quality based on accumulated 

deviations in temperature, humidity, and CO concentration;
–	 control stability, characterized by smoothness of control actions and absence of 

sudden fluctuations.

Additionally, as part of the subsequent validation, it is expected to analyze the 
potential ability of the proposed control strategy to support a compromise between 
energy consumption and storage quality, as well as the system’s resistance to external 
disturbances and abnormal situations.

4	 PROPOSED SIMULATION SCENARIOS FOR FUTURE VALIDATION

4.1	 General formulation of the proposed validation study

The proposed validation study is designed to assess the potential effectiveness of 
the proposed architecture, which includes a digital microclimate twin, a safe RL con-
troller, a multi-sensor gas analysis subsystem, and an anomaly detection module.

The future simulation study is planned to be conducted in a calibrated digital twin 
environment over a 180-day storage horizon with a sampling step of 10–15 minutes. 
Input variables would include temperature, relative humidity, and gas composition 
parameters, including CO2, NH3, H2S, CH4, CO, and H2, obtained from the sensor sub-
system or generated within the simulation environment.

For future comparative evaluation, the proposed RL-based control strategy is 
intended to be compared with baseline strategies, including rule-based control, PID 
regulation, and, where applicable, simplified model predictive control. All strategies 
should be evaluated under identical initial conditions, external disturbances, and 
storage-stage assumptions.

4.2	 The scenario of normal aerobic storage

This scenario simulates standard storage conditions with stable aerobic respira-
tion of products and a gradual decrease in ambient temperature [18]. The oxygen 
concentration is maintained at a level close to atmospheric, and CO2 remains within 
acceptable limits; there are no gas markers of degradation.

Energy consumption, temperature and humidity stability, CO2 levels, and control sta-
bility would be evaluated. The main focus would be on assessing whether the RL-based 
control strategy can reduce excessive energy use without violating storage conditions.

4.3	 Hypoxia and anaerobic activity scenario

This scenario reflects conditions of insufficient ventilation, accompanied by a 
decrease in O2 concentration and an increase in CO2. Additionally, the appearance of 
CH4 and H2 as markers of fermentation, as well as the growth of NH3, is modeled [19].
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The speed of detection of the transition to an anaerobic regime, the correctness of 
ventilation enhancement, compliance with CMDP restrictions, and prevention of the 
accumulation of putrefactive gases would be analyzed.

4.4	 Early biodegradation scenario

This scenario simulates the initial stages of decomposition with local growth 
of NH3 and the appearance of H2S and CO with minimal changes in temperature 
and humidity.

The time of detection of deviations, the transition of the system to safe mode, and 
the effectiveness of localization of the risk zone due to adaptive management would 
be analyzed [20]. Of particular importance is the ability to detect degradation in the 
gas profile before the appearance of temperature anomalies.

4.5	 Failure scenario or systematic displacement of sensor readings

This scenario simulates abnormal situations associated with incorrect operation 
of the sensor subsystem and data transmission channels. It is aimed at assessing the 
architecture’s resilience to distorted measurements and failures of IoT infrastruc-
ture elements.

The scenario reproduces typical types of measurement degradation and failures: 
temperature drift of electrochemical sensors, noise emissions in CO2 readings, false 
positive signals over the NH3 channel, as well as partial loss of communication of the 
microcontroller unit. Such violations lead to outliers, offsets, and omissions in data 
streams, which can negatively affect management decision-making.

In this scenario, the ability of the system to correctly process incorrect input data 
would be evaluated due to the mechanisms of combining sensory information, data 
fusion, and filtering signals. The problem of systematic measurement bias is espe-
cially relevant for IoT sensors, since parameter drift can accumulate over time and 
lead to a steady distortion of the observed state of the system [21].

In particular, the algorithms’ resistance to noise and bias, the correctness of false 
alarm suppression, and the behavior of the RL controller in the presence of distorted 
observations would be analyzed.

Special attention would be paid to the proportion of false switching of control 
modes and the ability of the system to maintain stable operation without exceeding 
permissible technological limits.

4.6	 Energy limitation scenario

The scenario considers the conditions of limited energy resources, under which 
restrictions are imposed on the total ventilation and cooling capacity.

The ability of the system to reallocate priorities between storage quality and 
energy consumption, as well as the stability of the microclimate with limited 
resources, would be analyzed [22]. Special attention would be paid to compliance 
with CMDP restrictions.

4.7	 Complex scenario of unfavorable conditions

This scenario combines several unfavorable factors and is used for a comprehen-
sive assessment of the stability of the proposed control architecture in conditions of 
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multiple disturbances. This statement is consistent with modern research in the field 
of digital twins and intelligent energy systems, where the stability of architecture 
would be assessed under the simultaneous influence of several external and inter-
nal disturbances [23].

The scenario simultaneously simulates an external temperature increase, an 
increase in CO2 concentration, the appearance of gas degradation markers in partic-
ular, NH3, as well as the introduction of restrictions on available energy resources.

In this scenario, the ability of the entire system to maintain operability and stabil-
ity is assessed under the simultaneous influence of several adverse factors. Special 
attention would be paid to the coordination between the RL controller and the 
anomaly detection module, as well as the dynamics of Lagrange multipliers, reflect-
ing the system’s adaptation to stricter restrictions.

Management efficiency would be assessed by the degree to which parameters 
are kept within acceptable ranges and the balance between energy consumption 
and storage quality is maintained.

5	 PROPOSED EVALUATION METRICS

For a comprehensive future assessment of the effectiveness of the proposed 
management system, in addition to standard indicators of energy consumption and 
microclimate stability, an expanded set of gas analytical metrics is being introduced 
to take into account the biochemical processes occurring in stored products. This 
approach is consistent with modern research in the field of food storage and quality, 
where, along with temperature and humidity, monitoring of O2, CO2, NH3 and other 
gas parameters as indicators of the state of the product and the storage environment 
is becoming increasingly important [24].

To make the proposed validation protocol more explicit, Table 1 summarizes the 
relationship between the proposed scenarios, simulated disturbances, evaluation 
focus, and expected outputs for future quantitative validation.

Table 1. Proposed validation scenarios and expected evaluation outputs

Scenario Main Simulated Disturbance Main Evaluation Focus Expected Output  
for Future Validation

Normal aerobic  
storage

Stable respiration and seasonal  
cooling

Energy use, temperature, 
and humidity stability

Energy consumption profile; fraction 
of time within technological limits

Hypoxia and 
anaerobic activity

O₂ decrease, CO₂ increase, and CH₄ 
and H₂ appearance

Detection of anaerobic transition 
and ventilation response

Detection latency; CO₂ accumulation 
rate; constraint violations

Early biodegradation Local increase in NH₃, H₂S, and CO Early anomaly detection and safe-mode 
activation

NH₃ detection latency; anomaly score; 
safe-mode switching event

Sensor failure  
or drift

Sensor noise, bias, missing data Robustness to incorrect measurements False alarm rate; missed anomaly 
cases; stability of control actions

Energy limitation Restricted ventilation and cooling  
capacity

Energy-quality trade-off and constraint 
compliance

Energy use under constraint; 
temperature and humidity violations

Complex unfavorable 
conditions

Combined external warming, 
CO₂ increase, degradation markers, 
and energy limits

Overall resilience of the architecture Stability indicators; constraint 
violations; controller response 
under multiple disturbances

Table 1 does not present completed experimental results; rather, it defines the 
structure of the future simulation-based validation and specifies which outputs 
should be analyzed for each scenario.
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The proposed indicators are focused on identifying early signs of degradation 
and assessing storage quality based on multidimensional sensory data.

In particular, the following metrics are proposed for future validation:

–	 O2 stability index is an indicator of oxygen concentration stability that character-
izes the maintenance of an aerobic storage regime;

–	 CO2 accumulation rate – the rate of accumulation of carbon dioxide, reflecting the 
intensity of respiratory processes and ventilation efficiency;

–	 NH3 detection latency – the detection time of ammonia as an indicator of the 
initial stage of decomposition;

–	 H2S peak value – the maximum value of the hydrogen sulfide concentration, 
which characterizes the depth of the rotting processes;

–	 Fermentation risk score is an integral indicator of fermentation risk calculated 
based on concentrations of CH4 and H2;

–	 The Composite Spoilage Index is a generalized indicator of product degradation 
that takes into account the cumulative effect of gas markers and microclimate 
deviations.

The use of these metrics makes it possible to move from a traditional assessment 
based primarily on temperature and humidity parameters to a more informative 
analysis of the product condition, taking into account hidden biochemical processes.

6	 DISCUSSION

The integration of Internet of Things technologies ensures continuous monitoring 
and increased visibility of the system, which is a prerequisite for reliable monitoring 
of the microclimate in cold storage facilities. However, the transformation of sensory 
data flows into effective control actions remains a challenging task requiring a com-
bination of physically sound models and intelligent control methods.

The proposed framework is expected to facilitate the transition from reactive con-
trol strategies to more adaptive and proactive approaches through a combination of 
digital twinning, safe reinforcement learning, and anomaly-based monitoring. At 
the same time, this advantage at the current stage is considered a methodologically 
sound assumption that requires further confirmation through quantitative model-
ing and experimental verification.

Of particular importance is the integration of an anomaly detection module based 
on the analysis of multidimensional sensory data. Unlike traditional systems that 
focus primarily on temperature and humidity parameters, the proposed approach 
creates the prerequisites for detecting early signs of biodegradation, even while 
maintaining formally acceptable microclimate conditions. The practical significance 
of this approach is particularly noticeable for potato storage facilities, where storage 
diseases can develop locally and lead to the formation of spoilage foci, followed by 
increased production losses [25]. It is known that the progression of certain forms 
of rot increases under unfavorable gas conditions, including oxygen deficiency, and 
is sometimes accompanied by characteristic signs such as an ammonia odor. This 
further supports the relevance of extended gas analytical monitoring as an addition 
to standard temperature and humidity monitoring.

At the same time, a number of limitations should be noted. The presented model 
is based on lumped equations and does not take into account spatial heterogene-
ity within the storage. In addition, this paper does not present quantitative results 
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of modeling or experimental application, so evaluating the effectiveness of the 
proposed architecture is considered a direction for further research.

7	 CONCLUSION

The paper proposes a methodological framework for intelligent microclimate 
management in a small-scale potato storage facility, combining a physically grounded 
digital twin, safe reinforcement learning in the CMDP setting, and a multisensory 
gas analytical monitoring system.

Unlike traditional rule-based and PID strategies, the proposed approach formal-
izes the storage task as a multi-criteria optimization task with explicit consideration 
of technological limitations in temperature, humidity, and gas composition. The use 
of safe RL in the framework of the proposed formulation is focused on taking into 
account the compromise between product quality and energy consumption over a 
long storage horizon.

The key contribution of the work is the integration of a multisensor anomaly 
detection module based on the analysis of concentrations of CO2, NH3, H2S, CH4 and 
other markers of biodegradation. This creates the methodological prerequisites for 
future investigation of early detection and control adaptation before severe quality 
deterioration occurs.

The proposed architecture is designed for use in small and medium-sized enter-
prises and is compatible with existing SCADA/PLC systems. The developed approach 
creates the basis for further research aimed at empirical validation of the model on 
real objects and quantitative assessment of its potential influence on post-harvest 
losses and energy consumption. The main value of the proposed system is to pro-
vide a structured and reproducible framework for integrating digital twin modeling, 
safe reinforcement learning, and anomaly-based monitoring in the control of small-
scale potato storage.
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